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Cyber Defamation: The Corporate Angle
and its Impact on Brand Reputation

VANLALTANPUIA' AND DR. KHALEEQ AHMAD?

ABSTRACT
This research investigates the growing issue of cyber defamation, and how threatening it

has become to corporate brand reputation in the digital era. Toxic and false internet
content, with its widespread and quick diffusion of reach across social media, search
engines and news platforms, pose serious threats to corporate brands worldwide by
damaging their public image and financial performance. The paper critically reviews the
types of cyber defamation ranging from social media defamation, fake review defamation
to malicious email campaigns, among others, that have become existential threats to
corporations worldwide. The paper also critically examines the relevant legal provisions in
India, beginning with jurisdictions arising from the Information Technology Act 2000 and
the Indian Penal Code that relate to cyber defamation. The review incorporates significant
case law that illustrates how judges have responded to this emerging social challenge. The
paper also attempts to discuss possible strategic responses that a company can adopt to
protect itself against the risk of online defamation through three horizontal methodologies
like reputational risk management, litigation and policy advocacy.

Keywords: Cyber Defamation, Brand Reputation, Digital age, reputation management,

Companies.

I. INTRODUCTION

Knowing how to manage corporate reputation was always going to be a challenge, but in the
21st century and in the Digital Age, challenges have turned into vulnerabilities. The impact of
defamation poses one of the most serious threats to any corporate entity in the world today.
Cyber defamation is a relatively recent phenomenon that is being discussed by companies
worldwide. There are no templates laid out for corporations, not exactly. How to manage brand
reputation in the Digital Age-as a corporate entity-is the crux of the problem. While there are
numerous articles on the subject of individuals, celebrities, sports persons, or certain companies,
none have addressed the specific nature of cyber defamation until now. Now that it is reality

and not just in science fiction nor in a court’s consideration of a peculiarly unique situation, it
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is examined here legally and otherwise, in India. Cyber defamation, as the word suggests, is the
new version of defamation, only with a difference-the reach is greater than ever before, and
damage can be done in a fraction of the time it could ever have been, and by anyone with an
internet connection. To acquaint a reader-or especially one looking for guidance - the nuances
of cyber law are studied, along with applicable case laws, to see how it has evolved and affected
companies all across the globe. Hopefully, there will be lessons learnt, and an answer when you
are asked how do you defend it?

Cyber defamation, also referred to as online defamation, is the spreading of false, damaging
expressions or communications directed at an individual or entity (natural or legal person) via
digital platforms such as social media, blogs, forums and websites. Unlike conventional
defamation, the cyber version allows the dissemination of defamatory communications (that are
received by a third party) to a potentially vast global audience, making the circulation of such

materials not only rapid but also broad. This development means that defamation in the

digital age carries the potential of destroying one’s reputation, not through a published statement
in a tabloid that reaches limited readers but through the publication of a statement online that
can easily be shared by way of a simple mouse click or by pressing a ‘like” button. This has
become an evident concern from a reputational perspective, given the dynamism of information
exchange in the online platform, where information, whether true or not, can be spread with

minimal checks, exponentially expanding its reach.

The threat of cyber defamation today requires no further introduction to its salience. Given the
current state of Internet adoption, where the vast majority of the human population seeks
information online, the potential influence of digital content on public opinion is staggering.
Wealthy corporations, with brand reputations that are intimately tied to stakeholder goodwill
that determines consumer trust — and the resulting financial performance — defamation can lead
to substantial economic losses (from consumer boycotts), a shrinking customer base, and a loss
of stakeholder confidence. Corporations who seek to safeguard their corporate reputation capital
in the age of the Internet must understand the risks and justify the efforts to minimize these

risks.

Good reputation is a corporate treasure, defining the evaluation of the company in the eyes of
the public and encompassing the associated intangible value of the brand. It is an important
decision driver for all aspects of business, enabling the company to command customers and be
sought after by investors; it allows for the creation of a sustainable competitive advantage by

promoting differentiation and significant leverage in pricing and driving growth.
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Cyber defamation is a real threat to this important property, one that goes far beyond immediate
losses. You might not be able to pinpoint exactly how that happens, but there will be
repercussions: loss of business due to erosion of brand and loss of goodwill, alienated customers
and prospects, bad publicity — and, for publicly held companies, loss of stock price stability,

both affecting shareholders and drawing regulatory attention.

It is a challenging field because there are specific statutes, case laws and international treaties
that overlap, and tackling a claim of cyber defamation requires a complex web of legal
principles. In India, the Information Technology Act, 2000 (commonly known as ITA-2000)
together with the Indian Penal Code, 1860 (commonly known as IPC) provide the rigor and
textual backing for cyber defamation. These statutes provide remedies against defamation
online, and set the standard for prosecution under these laws and who can be held liable. What
is further important is that the internet is borderless. This leads to several jurisdictional issues

that require a nuanced understanding of legal principles and transnational legal regimes.

It is crucial for companies to adopt a more proactive and strategic approach to reduce the harm
caused by cyber defamation. Communicating proactively with complaints and sharing
information can reduce the danger of smear campaigns, so a good first step is to make sure
internal reporting systems are up to date and understand digital monitoring. Creative efforts to
leave a positive digital footprint will be beneficial, as will increased transparency with
constituents, shareholders and the general public. Finally, when a company’s reputation takes a
nosedive, it will need to seek or even proactively establish legal remedies. At an early stage,
training employees on the dangers of posting online is important, and there should be strict

social media policies that govern digital behaviour.
II. UNDERSTANDING CYBER DEFAMATION

Since for a corporation today digital identity is as important (or in some niche areas far more
important) than bricks-and-mortar existence, the danger of cyber defamation is serious not just
for reputations, but because it can lead to substantial financial and legal consequences. Cyber
defamation is a problem that is peculiarly of the 21st century, and one that requires a
sophisticated view of the nature of the phenomenon, its forms and the channels through which

it can spread, especially because it tends to alter the very basis of the reputation of a corporation.

(A)Definition and Forms: Define Cyber Defamation, Distinguishing It from
Traditional Defamation, and Describe the Various Forms It Can Take in the

Digital Realm
Defamation comes in varying forms. The most common form is cyber defamation which
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involves posting false information, of a defamatory nature, about a person on any of the digital

platforms. The procedure for proving online defamation is identical. Traditional defamation

relies on publication and outreach either by print or oral. On the other hand, the power of internet

speeds up the outreach of defamatory content to a global audience almost instantaneously and

that makes it qualitatively different from the traditional form of defamation. The difference lies

in the gravity of this form of defamation as compared with traditional defamation due to the

reach and permanence of such content.

There are many different acts of cyber-defamation — reflecting the infinite diversity of digital

channels, and the inventiveness of those who wish to cause harm:

Social Media Posts and Comments: Spreading like wildfire, social media offers
numerous opportunities for false information to be shared — from tens of thousands to

hundreds of thousands of people — within minutes.

Fake Online Reviews and Ratings: A few fake negative online reviews on popular
consumer review sites may ruin a company’s reputation and prevent prospective

customers from shopping with them.

Blog posts and articles: Long-form texts that present false narratives about a company
can reach the top of search engine results, leading Search Engine Optimisation (SEO)

to actually amplify the falsehood over the years.

Email campaigns: Blasts with defamatory content can destroy a corporation’s reputation

among its stakeholders (i.e., customers, investors and partners).

Forums and discussion boards: These ‘echo-chambers’ can disseminate and amplify

anonymous, unmoderated declarations about bad corporations and irresponsible actors.

Video and other Images: defamatory video on sites such YouTube is particularly

harmful as it is more believable and typically easily shareable.

(B) Channels of Cyber Defamation: Analysis of the Common Platforms for Cyber

Defamation Against Corporations, Including Social Media, Blogs, and Online

Forums

For litigants, the channels upon which cyber libel travels are as diverse as the internet itself —

each unique vehicle differentially enabling and obstructing state-of-the-art content removal.

Social media: Social media platforms offer many advantages as direct channels to
promote brands, but could also give rise to the rapid transmission of scurrilous attacks

using the same rapidly disseminated medium consisting of shares, likes and comments.
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The speed with which damaging material travels from a single source or offline to online
space, reaching potentially millions in a matter of hours, poses serious challenges to the
speed of response needed to limit damage to the brand.

e Blogs: both personal and professional blogs can serve as vehicles for longer-form
defamation — namely, defamation that provides a running or ongoing narrative of false
accusations and defamatory falsehoods available to the public at large and disseminated
over longer, potentially an ongoing, periods of time — providing a forum with the
potential to cause or perpetuate stigma, or to otherwise harm the reputation of another.
Similarly, both blogs can also rank high in search and, in doing so, provide the veil of
credibility that makes these particular vehicles of cyber defamation particularly

insidious.

e Online Reviews and Consumer Forums: Forums such as Yelp, TripAdvisor and Amazon
are designed to allow users to post comments about goods and services; these are meant
to be helpful to other consumers. They can be misused, however, to post damaging
negative reviews of a corporation and, as in the case of Rentokil, can have an immediate
impact on a corporation’s reputation and can lead to a drop in sales. This form of
reputation attack is particularly damaging to a company as the perpetrator (or group of
perpetrators) is often anonymous, making it difficult to identify those responsible for

the false posting, or to get defamatory material removed.

e Discussion boards and fora: much like blogs, Reddit and Quora and other discussion-
style fora allow users to speak freely about topics of their choice, like companies and
their products. Use of such fora can produce great content and it’s not all that hard to
distinguish reliable information, but even here defamatory commentary, cloaked in the

idea of merely a personal opinion based on personal knowledge, can be common.

e Email and Messaging Apps: For targeting a corporation, the use of email and messaging
apps to broadcast these stories to the world, especially to its most important
stakeholders, is the most insidious option. These kinds of campaign can be extremely
difficult to track, let alone counter, and could require the use of complex digital forensics
to address.

Similarly for each of these information channels that involve different types of threats and
challenges for the corporation and demand a different type of involvement, such as digital
policing, stakeholder engagement to deposition the false narratives and appropriate legal

remedies to secure content removal and bring perpetrators to justice, especially so in today’s
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India in the wake of new and developing ideas and legislation in relation to defamation that has
to be guided by delicate balancing tests of the right to privacy and the right to freedom of speech
and expression in this digital age. Not least, the corporations operating in India need to be more
vigilant and proactive than ever about the emerging threat of digital reputation attacks whose

purpose can be only to harm the brand and the reputation of the target entity.
III. LEGAL FRAMEWORK IN INDIA

The legal framework on defamation over the electronic medium in India primarily consists of
several statutes as well a series of precedents read together that form the bedrock of the law of
defamation in the cyber world. Understanding of these laws is vital to corporate entities with
enforcements initiatives that attempt to safeguard their several years of endeavor and reputation
from a stain of cyber defamation. This article seeks to delve into the specific provisions under
the Information Technology Act, 2000 (ITA-2000), the provisions of Indian Penal Code, 1860
(IPC) and the landmark case law precedents that have laid down the way forward for the law of

defamation in the cyber world.

(A) Information Technology Act, 2000: Detailed Examination of the Provisions
Relevant to Cyber Defamation

The Information Technology Act, 2000 is the main cyber law in India, promulgated to provide
for ‘matters concerning cybercrime and cyber contraventions, including procedure for
investigating and reporting of cybercrimes. It is to be noted that the cyber law doesn’t expressly
refer to the offence of defamation but different sections under this Act have been used to pull
the brakes on defamation in cyberspace.

e Section 66A: At first, section 66A of the ITA-2000 was construed to prohibit
people from sending ‘offensive messages’ through any of the communication
services that provide ‘delivery of the message’. This was interpreted to come
into force in cases pertaining to cyber defamation. In a landmark judgment,
Shreya Singhal vs Union of India (2015) where the provision was struck down
as unconstitutionally vague and overbroad because it allowed for too much
executive control over online free speech, the Supreme Court pointed out that
the ‘downfall of any democracy is a mute and tamed media’. Removing section
66A brought into focus the complex problem of how to harmonise the injury of
reputation with the equal injury of free speech, and began a more thoughtful

examination of how to deal with cyber-defamation.

e Section 79: Provides a ‘safe harbour’ for intermediaries (social media, internet
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service companies) if they have due diligence in place, and are ‘excused from
liability in respect of any third-party information, data or communication link
made available or hosted by him’. In the context of cyber defamation, platforms
cannot be held liable for a defamatory post published by a user but will have to
take down the post upon actual knowledge of it being public (likely upon being

served the court order or upon receipt of notice from the state).

(B) Indian Penal Code, 1860: Analysis of Sections 499 and 500 and Their Applicability
to Cyber Defamation

The IPC defines laws on defamation in Sections 499 and 500 (IPC, Section 499: Defamation,
states: ‘Whoever by words either spoken or intended to be read, or by signs or by visible
representations, or otherwise, brings or publishes any false news, or any report concerning any
event, which is likely to injure the reputation of any person by exposing him to hatred, contempt
or ridicule, or which is likely to injure him in his office, profession or business, or to cause him

any pecuniary injury, shall be punished with imprisonment of either description for a term

which may extend to two years, or with fine, or with both.”) IPC, Section 500: Punishment for
defamation, states: “Whoever is convicted of defamation shall be punished in the same manner
as for the punishment provided for the offence of which he is accused by the libel or
representation.” These sections create a legal covering for traditional as well as cyber

defamation.

e Section 499 defines defamation and what makes a statement defamatory. To be
defamatory, a statement must, in general principle, lower the reputation of another
person impair his or her honour or insult the person, that is, tend to hinder the person’s
chances of entering into contracts or set the community at naught (the person against
whom the libel is made) or expose the person to aversion, hatred or ridicule or contempt
or convey a derogatory meaning about him. Statements made online are included in the

definition of defamation. This means that cyber defamation is also included.

e Section 500 establishes punishment for defamation, which can range from simple
imprisonment of up to two years, or a fine or both. Although part of a statute drafted in
a pre-digital era, these provisions are applied to cyber defamation cases, like those
involving online defamation, as a criminal offence punishable similarly as that of offline

defamation.

(C)Case Laws: Discuss Landmark Cyber Defamation Cases in India Impacting

Corporations
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There are a few landmark cases in this area of law that indicate the judicial interpretations on

cyber defamation and the balance between defamation and free speech in India.

Subramanian Swamy v Union of India: Here, the constitutional validity of the provisions
of defamation under Sections 499 and 500 of the IPC became the issue before the court.
The Supreme Court upheld the constitutionality of both those sections of the IPC while
holding that ‘the right [under Article 19(1)(a)] to free speech and expression is not
absolute and may be restricted by laws enacted by the legislature in the interests of the
sovereignty and integrity of India, the security of the nation, friendly relations with
foreign States, public order, decency or morality or in relation to contempt of court,
defamation or incitement to an offence’. This judgment sends an important signal to
corporations that a means to redress is available to them in the event of defamation, and

that protection of reputation can be a legitimate aim under the law.

Visaka Industries vs VV Mineral: Popularized the issue of how the corporate world
would deal with social media defamation. The popular case of cyber defamation was
brought before the court where Visaka Industries filed a suit alleging that VV Mineral
defamed the former by posting disparaging comments about its products on social
media. The case illustrated how the corporate world will challenge defamation on social
media and harbors defamatory material, while highlighting how the judiciary must
tackle these novel challenges today. The court handling the case emphasized how
traditional defamation laws are applicable in suing for cyber defamation, thereby
providing comfort to the corporate world that existing law would be held applicable by
the courts, thus allowing sufficient redressal for cyber defamation, if proved, by existing

law.

These cases and others demonstrate changes in the legal response to cyber defamation in India.

They demonstrate the limits of the right to reputation and mark the judiciary’s willingness to

interpret and apply offline defamation laws in the online space, thereby reassuring corporations

that they may receive

1. Impact on Corporations

The digital era has made the reputation of a corporation more at risk than ever before, given

that misinformation and defamation, when disseminated on the web, tend to do so with

particular virulence. The most clear-cut contours of cyber defamation’s impact on corporations

are related to its potential to undermine the market position of a given company, as well as the

associated tangible financial losses that can result for a corporation. To fully explore the impact
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that a negative online reputation can have on corporates, it becomes useful to delve into some
effects associated with tarnished brand images and Customer Trust. We will also approach some

of the financial implications, drawing on real-life cases.
2. Brand Reputation and Market Position

Brand reputation is much like gold: it’s an invisible asset that can be a goldmine. It is the sum
total, the accumulated value of the customers’ perceptions, experience and expectations of the
corporation. Brand reputation is the secret sauce that determines its ability to keep its customers
loyal, attract new clients and command a premium. A cyber defamation attack hacks away at
that asset, and raises doubt, distrust, and dislike in the mind of its customers and customers-to-
be.

In many cases the currency of cyber defamation is a tarnished brand: the perception of a brand
is negatively altered due to the publication of damaging content on a search engine results page,
especially when certain kinds of information seem credible or originate from a trusted source
or multiple sources and are then widely distributed — much like the spreading of a virus. Once
the perception of a brand is altered, the brand’s core asset — customer trust — is altered. And
nothing is more essential for customer loyalty and repeat business than getting customers’ trust,
especially those who believe what they read online. The path back to trust requires substantial
time and expense to expand and broadcast messages that rebut a malicious narrative as quickly

as defamation can undo a reputation in cyberspace.

In addition to the direct effect of cyber defamation on customers’ perception, it can also affect
the market position of a corporation as a direct outcome. For example, in a highly competitive
market, where reputation matters a lot in terms of market share and/or customer perception, a
tarnished image of a corporation can have a direct effect on customers’ behaviour patterns. If
competitors’ products are perceived to be equal to one’s own, customers may choose to buy or
stay with the competitor instead of a defamed corporation, which, in turn, can weaken the
defamed corporation’s market position. In certain sectors, such as consumer goods, hospitality
and services, which rely heavily on customers’ perception and trust in a brand, this scenario can

be particularly dreadful.

Brand reputation and market position determine the financial success of a corporation, and the
consequences of cyber defamation can include a reduction in sales, loss of revenue and, in the
worst cases, a decline in the corporation’s stock price. The costs of addressing cyber defamation
— like legal fees, public relations campaigns to restore reputation and potential payouts — affect

financial resources, putting a strain on profitability.
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IV. COMPARATIVE INTERNATIONAL PERSPECTIVE

Just in the way that the globalized infiltration of the internet renders defamation oftentimes not
subject to any national jurisdiction, also online defamation claims can have serious
consequences on foreign-listed corporations and international businesses across the globe. The
coexistence of a variety of domestic legal regimes on online defamation laws emphasises the
dramatic disparities between legal philosophy and policy goals from a region to another. This
is evident in the differing branches of enforcement by which European Union or Section 230 of
the Communications Decency Act 1996 (CDA) in the United States can, on their own, alter the

way corporations monitor and/or pursue online defamation.

(A)GDPR and Online Defamation: Explore How the General Data Protection
Regulation in the EU Addresses Defamation and the Right to Be Forgotten

The General Data Protection Regulation (GDPR) came into force in the European Union in
2018, chiefly in pursuit of data protection and privacy for federally protected individuals, but
also affording extra currency to the rules governing defamation online. In addition to imposing
various administrative scrutiny requirements, the GDPR’s emphasis on privacy goes to the heart
of the claim for the ‘right to be forgotten” which will today allow an individual to find personal
information ‘eradicated’ from online queries if it’s deemed ‘inaccurate, inadequate, irrelevant

or excessive in relation to the purposes of the processing’.

The GDPR provides no explicit protection against defamation but, insofar as defamatory
content qualifies for removal under the right to be forgotten, it can be indexed there. What does
the GDPR mean for corporations? As potential victims, companies can seek its protection if
defamatory content adversely affects its individual executives and employees. On the other
hand, as data holders, companies operating websites and platforms hosting user-generated
content face obligations to comply with requests for content removal under the GDPR, without
unduly impeding its guarantees of privacy, the public interest and free speech.

European courts have applied the GDPR to rulings in defamation cases with some nuance —
weighing an individual’s constitutional right to privacy and freedom from defamation against
the public’s right to know. The proper balance between those goals is crucial so that the right
to be forgotten doesn’t result in excessive censorship or the burying of legitimate public

discourse.
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(B) US Approach under Section 230 of the CDA: How the Communications Decency
Act Provides Immunity to Online Platforms and Its Implications for Corporations
Facing Defamation

Section 230 of the Communications Decency Act (CDA), adopted in 1996, grants exemptive
status to online sites from liability arising from content posted by users. It reads, in its second
sentence: ‘No provider or user of an interactive computer service shall be treated as the
publisher or speaker of any information provided by another information content provider.’ Or,
in other words, online platforms, including social media sites, forums and review sites, are not

liable for defamation (and other illegal content) posted by users.

The implications became even more crystallized in the realm of corporate liability for cyber
defamation. On the one hand, Section 230 grants a certain degree of insulation from liability for
defamatory content posted by third parties to corporations operating online platforms, without
fear of exceedingly burdensome liability associated with such a model — a crucial element in

the rise of the digital economy.

Conversely, Section 230 poses representational challenges for corporations seeking redress over
defamation. The built-in immunity for platforms can effectively prevent corporations from
bringing an action against the platforms even for posts containing defamatory speech. Instead,
their legal recourse would be to sue the individual authors of that defamatory content (who can
easily escape locating and serving, or may be constrained by lack of resources to compensate

for the harm caused).

The GDPR’s right to be forgotten contrasts deeply with US Section 230 of the CDA,
demonstrating international diversity in vying to balance protectable reputation against free
speech protections, and the growth of the digital economy. In the face of globalized business
operations for large corporates conducting business internationally, targeted reputation
management requires a multijurisdictional approach, understanding the nuance of locality in
terms of law and regulation, and strategically responding to and maintaining a corporate

reputation across jurisdictions.
V. LEGAL REMEDIES AND CHALLENGES

The arsenal that Indian corporations have in their fight against cyber defamation consists of a
variety of legal remedies that can be used to protect the organization’s reputation and also enable
a weighing of ethical considerations in seeking redressal. However, internet defamation brings
unique challenges in curbing new age defamation, which are inherent in the very nature of the

internet itself, in respect of some issues, such as anonymity, jurisdiction and standard of proof
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required for making out a case of defamation. Such an organisation must be adequately familiar
with both, the remedies available for tackling internet defamation and the challenges to
mounting such a battle as curbing internet defamation is entirely a different ball game than
dealing with conventional methods of defamation. Once an organisation takes a decision to
launch a war against slanderers bent on bringing down its brand’s reputation, it must know the

challenges before it as all battles differ.
(A) Legal Remedies Available to Corporations

The corporate victims of cyber defamation basically have two ways of filing charges in court —

first, by civil action, and second, by criminal complaint.

e Civil Suits for Damages: Civil litigation for damages (clawback) is initiated when,
through the civil law of defamation, a corporation sues an internet troll for financial
compensation as redress for the wrong. Litigation is triggered by the corporate plaintiff
when the damages caused by the act of defamation are either pecuniary (financial) in
nature (such as loss of business, loss of reputation and costs of cure) or non-pecuniary
(naturally attaching economic value to the violation of an individual’s reputation). This
is the tort of defamation in the Indian legal framework. Defamation is primarily seen as
an intrusive tort that leads to the subsequent injury to reputation: this view of the tort of

defamation gives legal right to corporations for the recovery of damages.

e Criminal Complaints: Defamation under Sections 499 and 500 of the Indian Penal Code
(IPC) is a criminal offence, punishable by imprisonment for a term which may extend
to two years, with fine or without fine, to alternative punishment with imprisonment
which may extend to one year, and fine or without fine. A company can file a criminal
complaint against an individual with cyber defamation responsibility. This establishes
punitive deterrence against future cyber-defamations, along with penalty against the

defamer.

Further, for corporate entities, recourse can be had against acts of defamation by virtue of
provisions contained in the Information Technology Act, 2000 especially where defamation is
perpetrated through electronic records. Despite the absence of direct provisions in relation to
defamation per se, remedies under the sections dealing with misuse of electronic facilities and

transmission of offensive messages can be resorted to.
(B) Challenges in Addressing Cyber Defamation

Even though a cyber defamation case has legal merit, the hurdles to pursue it are steep even for
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a corporation.

Anonymity of the Defamer: The greatest challenge may be anonymity. A defamer may
use a pseudonym when posting the defamatory words or use technology that hides his
identity. Locating and suing someone anonymously can be difficult. Sometimes legal
constructs such as John Doe orders (orders against unnamed persons) can be used to
assist, but the identification of anonymous defamers can be a difficult, time-consuming

process.

Jurisdiction: The international nature of the internet means that defamatory content can
be hosted on servers in another country from the country where it is seen, or from the
home jurisdiction of the plaintiff corporation. So, this raises complex issues of
jurisdiction, where legal actions should be taken — often in the jurisdiction where the
defendant is located, or the jurisdiction where the server hosting the defamatory content

is located. International legal procedures can be complex, costly and risky.

Proving Malice: the statement must be defamatory only if its false, and must be — again
— made either knowingly or recklessly. This can be done if the statement is regarded as
solely opprobrious. Put simply, for these purposes the intent is clear: the defendant
intentionally harmed the reputation of the corporation, knowing the damage it would
cause to its business and goodwill, and knowing that the statement was untrue. All of
this must be proved. For example, in turning comments into libel, the fact that the
articles in question were ‘not given in good faith’ clinched their defamatory nature.
Moreover, in the case of cyber defamation — where, as we know, anonymity can often
be the rule — proving malice (the intent to harm the reputation of the corporation) can be
problematic, especially if the defendant claims that the statements were made without
malice, are a fair comment, or are made in the public interest. Again, the burden to prove
rests on the plaintiff corporation: that is, it must prove not only that the statements are
false, but also that the defendant intends to harm its reputation.

These complexities point to challenges when tackling the issue of cyber defamation through the

legal framework. First, there’s often the issue of anonymity of the perpetrators. Then there’s the

usual jurisdictional barriers, and the requirement to prove malice to succeed in a defamation

case. Despite these challenges, the law in India offers possibilities for a strategy to defend the

corporate reputation. It is possible to succeed, but it requires the right strategy that not only

knows the law, but also the digital landscape and its own unique challenges.
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(C) Mitigation and Management Strategies

In the new information age, in which public discourse — including conversations about

corporations — takes place not only offline, but also online, and in which a corporation’s brand

may often be severely wounded by the outcome of online discourse, advance reputation

management strategies, reactive defamation responses, and policy advocacy are all tools that

need to be in a corporation’s hand. Through these measures, corporations can achieve more than

adequate protection from online defamation.

(D) Proactive Reputation Management

Proactive reputation management involves constant monitoring and building a strong brand,

this way corporations can be ready to battle cyber defamation before it picks up momentum.

Social media monitoring tools: to catch as much defamatory sentiment as possible, a
company needs to utilize social media monitoring tools. Using these tools, it will be
possible to catch as many screenshots as possible mentioning the corporation’s name,
its products, or executives. By monitoring social media, the company will have the
chance to act quickly on any potentially defamatory statements. A quick response will
mitigate the effect of the spread of such false crimes committed by its directors.

Create new content/SEO strategy. That is, positives can always displace negatives by
writing good, new content that will drive negative material from high rankings in search-
engine results. And appropriate search-engine optimization can work to ensure

maximum visibility of the good stuff in search results.

Communicating with Stakeholders: Having a regular dialogue with clients, investors
and other key stakeholders helps build an emotional bond. Having a strong online
community can act like a major inoculation against defamation; stakeholders who have
a positive perception of a brand are far more

(E) Responding to Cyber Defamation

But in times of hack, what happens next - the way in which a given corporation responds - might

well be the difference between disaster and vindication.

Weighing It Up: Corporations must first determine if the content rises to the level of
defamation in order to appropriately respond. Not all negative mentions require a
company to publicly or legally respond; in fact, sometimes engaging in litigation or

taking public action can further damage a situation.

Legal engagement Make good on a promise to take this step only when the defamation
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has seriously harmed the corporation’s reputation, or could serious financial harm.
Conduct it with restraint. Remove the damaging posts and request retractions or
apologies without putting unhelpful attention on the damaging statement.

Communicating with Stakeholders: It is important that your communications with your
stakeholders, including customers, investors and employees, are clear and transparent.
Whatever the preferred course of action, the company must communicate their actions
and their justifications for handling the incident in this way (and for passing on any
responsibility to third parties). Press releases, formal statements and responses on social
media or direct communication with stakeholders will likely all be useful.

(F) Policy Suggestions

Greater deterrence of cyber defamation requires policy and legal reforms that strengthen the

legal regime around defamation, and protect corporations’ property interests in their

reputations.

Clear Legal Frameworks: Legal reforms that provide clear definitions of cyber
defamation, establish liabilities and spell out the responsibilities of digital platforms
would help corporations resist defamation in the online space. Such clear guidelines for
content removal and identification of the perpetrators could simplify the legal route.

Industry Standards for Online Platforms: Creating industry standards for social media
and other online platforms with regard to the processing of defamation claims can
expedite the handling of cyber defamation. These standards would include common
approaches to reviewing content and removing it, and also processes for handling

appeals.

By Increasing the ‘Right to Digital Reputation’: Publicly demanding acceptance and
protection for digital-reputation rights guarantees PR firms the legal protection of the
first amendment, the freedom of speech, providing policies that serve the best interests
of free speech while preserving the Right to Digital Reputation.

(G)Future Outlook

Cyber defamation is an issue that will persist into the digital age. Technology advances and an

online world that changes faster will be one of the defining features of the age. Some of these

changes promise to affect how corporations deal with defamation. The first of these is artificial

intelligence (Al) and machine learning. This is important because these programs could help

corporations keep on top of any new anonymous attacks (and that might be the easiest part).
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However, their greatest benefit will likely be using the enormous amount of online data to

predict and pre-empt attacks before they happen. This would take the sting out of the situation

for corporations. The second area of emerging change is the legal framework surrounding cyber

defamation. Legislation designed to protect corporations’ reputations has been struggling to

keep up with the fast-moving world. It doesn’t look so positive for corporations, though.

(H)Emerging Trends

)

Technologies that use Artificial Intelligence and Machine Learning: the computerized
analysis of online content through Al and machine learning offers today sophisticated
toolkits for the detection of potential defamation across languages and network
platforms, with almost real-time speed and accuracy; and they are used more and more.
Machine learning algorithms crunch big data to detect patterns of possible defamation
in humongous quantities of information, triggering alerts. Sentiment analysis using Al
can detect the emotional tone in online mentions, which can be helpful to distinguish
negative feedback (e.g., customer complaints) from possible defamation.

Deepfakes and Synthetic Media: One of the most worrying issues relates to deepfakes
and synthetic media. This is the concept of Al-generated images, videos or audio that
are so realistic as to appear completely genuine. Such media present a real commercial
defamation risk, as they can be utilized to construct seemingly credible yet entirely
fabricated digital representations of individuals or events to smear corporate reputations.
Managing and detecting deepfake content will become an essential challenge for
corporations, one which will require sophisticated technological and legal solutions.

Decentralized Platforms and Anonymity As decentralized digital platforms become
more prolific, and as anonymity tools develop in sophistication, discouraging cyber
defamation and providing effective remedies and correctives becomes more difficult. It
may also mean that effective legal remedies and deterrents may, going forward, need to
be devised in innovative ways and formulated in some international context, rather than

driven by the laws of individual sovereign states.
Predictions for Legal Evolution

Global Legal Harmonization: As cyber defamation knows no borders, international legal
homogenization may soon be a requirement. Efforts might increase to develop
international standards and protocols for cross-border defamation case administration,

including documentation regarding jurisdiction, legal assistance and enforcement.
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e Increased Legal Protections Against Technologically Advanced Forms of Defamation
Law: The legal system might increase its protections against defamation through
contemporary technologies such as deepfakes. For example, new legislation could target
the expropriation and dissemination of synthetic defamatory content, providing severe
penalties for violators and strong measures to compel swift takedowns.

e Greater Responsibility for Online Platforms: The law might ultimately place greater
responsibility on online platforms for online defamation in a way that appropriately
balances their implementation of freedom of speech. Laws might require platforms to
not only implement stronger content-moderation policies, but also to take additional
steps such as leveraging technology to better identify instances of defamation, react
more swiftly to defamation complaints, rethink their legal status as mere intermediaries,

and better share information with each other on cyber defamation.

e Digital reputation rights: Like the right to privacy, a right to reputation could exist in the
digital context, and a growing number of courts seem ready to give corporations
reputational damages. Such a right would substantiate a claim to protect corporate
reputations in digital space, providing clarity to what constitutes legal grounds for
seeking redress for cyber defamation and ways for us to ensure that the laws remain in
harmony with the technologies that support them.

V1. CONCLUSION

Victims of cyber defamation are often corporations, whose reputation and financial health are
compromised by the complex challenge of defamation in the digital age. This article draws a
picture of cyber defamation and its various form, from the social media abuse to defamatory

websites or information online to the wide, often instantaneous channels of distribution.

While there is a dense set of legal principles that can be invoked by corporate victims of
defamation in India, going beyond established legal traditions and creating new ones has
resulted in a mishmash of provisions in parts of the Information Technology Act 2000 and
clauses in the Indian Penal Code (IPC) and the law of torts. Landmark judicial decisions point
to a judiciary vexed by the interplay between free speech and the right to reputation, and in need
of clear legal standards to arrive at an empirical justification for each. So, what practical path
lies ahead for Indian corporate entities? For starters, corporations need to focus on prophylactic
strategies that include robust digital monitoring and PR strategies to mitigate the impact of
defamatory statements. Second, legal strategies need to be supplemented by advocating for clear

laws and standards that deal with the peculiar challenges of cyber defamation.
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Furthermore, it outlines the need for international cooperative action in standardizing
defamation law due to the borderless nature of the web. The paper concludes by predicting that
advances in technology — namely Al, coupled with machine learning — will play a crucial role
in the future of detecting and managing defamation, but warns that as behavioral responses to
these technologies and manipulation increase, such as the deepfakes phenomenon, legal and

corporate responses will have to keep pace.

In sum, as the digital future evolves, so too must the strategies of corporations and legislation
to stop cyber defamation in its tracks. The way forward in this age of digital interconnectedness
lies in a combination of technology, legal action, and international cooperation to protect

corporate reputations of our future.
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