Page 2702 - 2729 DO https://doij.org/10.10000AJLMH.115729

INTERNATIONAL JOURNAL OF LAW
MANAGEMENT & HUMANITIES
[ISSN 2581-5369]

Volume 6 | Issue 4
2023

© 2023 International Journal of Law Management & Humanities

Follow this and additional works at: https://www.ijlmh.com

Under the aegis of VidhiAagaz — Inking Your Brain (https://www.vidhia

agaz.com/)

This article is brought to you for “free” and “open access” by the International Journal of Law Management
& Humanities at VidhiAagaz. It has been accepted for inclusion in the International Journal of Law
Management & Humanities after due review.

In case of any suggestions or complaints, kindly contact Gyan@vidhiaagaz.com.

To submit your Manuscript for Publication in the International Journal of Law Management &
Humanities, kindly email your Manuscript to submission@jijlmh.com.


https://doij.org/10.10000/IJLMH.115729
https://www.ijlmh.com/publications/volume-vi-issue-iv/
https://www.ijlmh.com/publications/volume-vi-issue-iv/
https://www.ijlmh.com/
https://www.vidhiaagaz.com/
file:///E:/IJLMH/Volume%205/Issue%205/3682/Gyan@vidhiaagaz.com
file:///E:/IJLMH/Volume%205/Issue%205/3682/submission@ijlmh.com

2702 International Journal of Law Management & Humanities [Vol. 6 Iss 4; 2702]

Navigating the Perspective of Artificial
Intelligence and Cybersecurity: Grabbing
Opportunities amidst Ground Breaking
Challenges

KARTHIKA C.V.!, NETHRA ADHAVAN? AND POOJA SHREE J.*

ABSTRACT
The process of digitization has propelled the world forward at an astonishing speed. In the

swiftly changing realm of technology, the convergence of artificial intelligence (Al) and
cyber security has emerged as a crucial focal point of concern for both individuals and
entities. Al is a remarkable facet of Information Technology necessitating the creation of a
machine that emulates and functions akin to the human mind. Ever since the inception of
Al, it has played a pivotal role in reshaping every domain. In an era of extensive internet
utilization, the surge in cybercrime is a concerning trend. Al has the capacity to swiftly
identify novel attacks, outpacing human capabilities, making it an optimal choice for
enhancing defense mechanisms against cybercrime. This formidable technology holds the
capacity to offer substantial benefits to society, yet it also possesses the capability to turn
into a curse. Al is a revolutionary force in the realm of cyber security breaches; however,
it can also serve as a potent tool in the hands of hackers or cybercriminals, enabling them
to execute intricate attacks, manipulate systems, and compromise privacy. Hence,
employing Al for cyber security represents a double-edged sword. The integration of Al into
cyber security presents fresh legal, regulatory challenges and also gives rise to ethical
concerns. The implementation of secure development methodologies is of utmost
importance in safeguarding applications against cyber threats propelled by Al. The
objective of this research paper is to assess current opportunities and ground-breaking
challenges associated with utilizing Al in the realm of cyber security. This study also
incorporates information gathered from the respondents through a questionnaire. The
paper will put forth innovative solutions intended to address the integration of artificial
intelligence into cyber security.
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I. INTRODUCTION

Artificial Intelligence (Al) could be a field of computer science that centers on making
frameworks competent for performing errands that regularly require human insights. The
objective of Al is to create machines and programs that can imitate, mimic, or reproduce human-
like cognitive capacities, such as learning, thinking, problem-solving, discernment, and dialect
understanding. Al has advanced essentially over a long time, driven by progressions in

computing control, information accessibility, and algorithmic advancements.

The adding use of artificial intelligence (Al) in cyber security gives a change which helps to
enhance the effectiveness and efficiency of security measures. Al has immense opportunity to
revise the field of cyber security and entities can work with Al effectively for the betterment
their security posture and stay ahead in the ever-evolving terrain of cyber security. But it's very
important to approach Al technology with a proper understanding of the associated risks and

apply applicable measures to eliminate them.

Artificial Intelligence (Al) offers multitudinous benefits to the field of cyber security. One of
the most significant advantages is its capability to enhance trouble discovery and response. Al-
powered systems can dissect vast quantities of data in real-time, relating patterns and anomalies
that humans might miss. This early discovery enables associations to respond fleetly to implicit
cyber pitfalls, minimizing the damage and reducing time-out. Also, Al can automate routine
security tasks, similar to covering for suspicious conditioning and applying patches, freeing up
cyber security professionals to concentrate on more complex strategic tasks. Al's effective data
analysis capabilities help in relating vulnerabilities, prognosticating attacks, and generating
practicable perceptivity, leading to visionary defense measures. Personalization is another
crucial benefit; Al can acclimatize security measures grounded on stoner geste, icing a more
stoner-friendly experience while maintaining strong protection. Overall, Al empowers
associations to stay ahead of cyber pitfalls, enhance functional effectiveness, and give a safer

digital terrain.

While Artificial Intelligence (Al) offers substantial benefits to the field of cyber security, it also
comes with implicit side effects that demand careful consideration. One significant concern is
the threat of overreliance on Al systems. As associations decreasingly depend on Al for trouble
discovery and response, there is a possibility that mortal judges might come perfunctory or
overlook critical issues, if the Al systems will handle everything. This overreliance could
produce vulnerability if the Al systems encounter unlooked-for circumstances or if

bushwhackers find ways to exploit the Al's sins.
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Another side effect involves the rapid-fire elaboration of cyber pitfalls. While Al helps in
relating known patterns and anomalies, it might struggle with entirely new and innovative attack
vectors. Adversaries can acclimatize their tactics to avoid discovery by Al systems, leading to
a cat-and- mouse game where Al's prophetic capabilities are constantly challenged. This can

potentially affect a false sense of security if associations assume that Al can catch all pitfalls.

Ethical considerations also come into play, particularly regarding privacy. Al systems
frequently calculate vast quantities of data to learn and make opinions, and this data can include
sensitive information. There is a threat that Al in cyber security could inadvertently infringe on

individualities' sequestration rights if not handled precisely.

Al in cyber security represents a binary-whetted brand, offering tremendous benefits in trouble
discovery, robotization, invention, and personalization while introducing challenges similar to
abuse, ethical enterprises, job relegation, and the evolving trouble geography. To harness the
positive eventuality of Al while mollifying its negative goods, associations must approach its
perpetration with care, emphasizing ethical considerations, responsible deployment, mortal-Al

cooperation, and ongoing alert in the face of the dynamic cyber security geography.

In general, Al can be used in cyber security in two main ways as a part of the security measure
or for cyber attacker. In other words, Al- predicated security systems are designed to detect to
cyber crimes but at the same time attackers can also use Al technologies to conduct vicious
fraud. Ultimately, Al is just a technology and we cannot say whether it is good or bad or right
or wrong. The nature of artificial intelligence is neutral. So, here the major question is can Al
be used to do further bad than good in cyber security? But answering this question would be

very difficult because there are spots even in the sun. So, ultimately it falls to us how we use it.
(A) Review of literature

Selvakani, Maheshwari and Karavanasundari (2010): The authors emphasized the
significance of cyber laws in safeguarding the rights of individuals impacted by cyber incidents.
The integration of Al can play a pivotal role in formulating robust legislation that can be
efficiently employed to track and combat cybercrimes.

Praveen Kumar Donepudi (2015): He discussed on the concept of artificial intelligence and
its various domains, illustrating how the implementation of Al intelligence can enhance and
elevate cyber security measures. Al models require targeted advancements in cyber security

defense and assurance in order to combat malicious machine learning, safeguard privacy within
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Al, protect federated learning, and more.*

Pranav Patil (2016): He presents a brief examination of computing applications within the field
of cyber security and he assessed the potential for bolstering cyber security capabilities through
the augmentation of security systems' intelligence.®

Rammanohar Das and Raghav Sandhane (2021): The authors discussed how artificial
intelligence is applied in diverse cyber security contexts and assesses the potential for
augmenting cyber security capabilities through strengthened defense mechanisms. Furthermore,
advancements in information comprehension, interpretation, and management, especially
within the realm of machine learning, have the potential to greatly enhance the systems’ cyber

security capabilities.®

JenisNilkanthWelukar and Gagan Prashant Bajoria (2021): The authors highlighted the
significance of Artificial Intelligence in the realm of cyber security and addressed the
diversechallenges that accompany its implementation, along with strategies for mitigating these

challenges.’

Duncan Nyale and Shem MbanduAngolo (2022): The authors highlighted the importance of
artificial intelligence in the context of online safety, along with its associated drawbacks and
potential strategies for mitigation. Despite its inherent limitations, artificial intelligence
continues to hold a significant role in the field of cyber security. Artificial intelligence (Al) is
poised to facilitate the progress of cyber security by contributing to the resolution of its inherent

challenges.®
(B) Objectives

1. The main purpose of this research is to analyze how Artificial Intelligence (Al) is a double-
edged sword.

2. To figure out how Al can help protect against cyber attacks by providing better overall

security.

3. Toexamine the utilization of Artificial Intelligence (Al) in the cyber world in order to create

4 Praveen Kumar Donepudi, Crossing Point of Artificial Intelligence in Cybersecurity, 2 AJTP 121, 121-127
(2015)

SPranav Patil, Artificial lintelligence in Cyber Security, 4 IJRCAR 1, 1-5 (2016).

& Rammanohar Das and Raghav Sandhane, Atrtificial Intelligence in Cyber Security, 1964 J. PHYS.: CONF. SER.
1, 1-8 (2021)

"Jenis Nilkanth Welukar and Gagan Prashant Bajoria, Artificial Intelligence in Cyber Security - A Review, 8
IJSRST 488, 488-491 (2021)

8Duncan Nyale and Shem Mbandu Angolo, A Survey of Artificial Intelligence in Cyber Security, 11 IJCATR 474,
474-477 (2022)
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a more better and secured future.

4. To research the potential risks associated with Al-powered cyber security and how to
combat them.

5. To investigate how Atrtificial Intelligence can assist us in spotting unknown threats
6. To explore how Artificial Intelligence gets smarter over time.
7. To study the impact of Al-driven cybercrime on the Indian economy as a whole.
8. To understand legal and regulatory issues in the area of Al cyber security.
(C) Research methodology

This research employed a survey-based methodology combined with a mixed technique
approach. In order to gain a comprehensive understanding of the intersection between Al and
cyber security, pertinent resources were gathered from various databases including Google
Scholar, Science Direct, ResearchGate, and Academia.

Data was also collected through a questionnaire schedule administered to respondents. The
information was compiled using a simple random sampling technique. A survey involving
individuals was undertaken. This survey served as the method for collecting information and
was employed to capture the beliefs and perspectives of the participants. Utilizing the gathered
data, authors defined the purpose, significance, and implications of the study based on the

insights gained.
(D) Significance

1. This study has tried to understand how Al can be used for both positive and negative

purposes which are important for staying ahead of upcoming threats.

2. This study has explored that how Al algorithms can find vulnerabilities, predict attack
patterns, and respond in real-time which are essential for developing robust cyber security

measures.

3. Further, it demonstrates how Al can assist in ensuring data protection and privacy by
automatically identifying and classifying sensitive information. It can also help in tracking

data usage and enforcing privacy regulations.
4. This research has suggested as to how Al can be regulated with adequate policy measures.

5. Moving further this paper had tried to explore the moral and legal side of using Al in cyber
security by finding the problems such as bias in Al program, the accountability of systems,

and potential unintended consequences.
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6.

By working on this research paper, we have addressed the evolving challenges in the digital

world and also focused about the best solutions.

This research paper also reveals the significance of introducing Al education at the school
level, students can develop essential skills that are relevant to the future job market as Al is
becoming increasingly integrated into various industries and aspects of our lives. And how
teaching Al allows students to understand their potential benefits, and their ethical
implications.

This research paper also focuses on how Al encourages students to think critically, analyze

problems, and develop creative solutions.

We have also focused on public awareness and education. Laws can mandate public
education about Al's capabilities, risks, and benefits. This can empower individuals to make

informed decisions about using Al tools and services.

10. Concentration on job displacement is also given under this research as Al technology

advances, there are concerns about job displacement and its social impact. Labor laws may

need to be adapted to address issues related to automation.
(E) Hypothesis

The Explosive development of Artificial Intelligence (Al) in the cyber World presents a

paradoxical situation.

Al is proving to be a reliable substitute for traditional security systems, while these systems

are moderate and can't keep up with the increasing number of advanced cyber attacks.

The use of artificial intelligence (Al) in preventing cyber attacks is of paramount importance

in the context of the fight against cybercrime.

Artificial Intelligence (Al) has the capability to detect and respond to cyber threats more

promptly and effectively, as well as to detect and prevent cyber attacks before they occur.

India faces numerous difficulties while implementing Al-based solutions. However, a vast

majority of cyber attacks can be avoided by sticking to proper cyber ethics.

In order to stay ahead of Al-powered cybercrime, organisations and individuals must adopt

a pro-active approach to cyber security.

The future of cyber security lies in Artificial Intelligence (Al). As technology advances and
humans are no longer able to monitor every attack that occurs, Al will take over the role of

a human in cyber security.
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e Atrtificial Intelligence can be employed as a means of instruction to assist students in

achieving their objectives.
(F) Limitations

1. The questionnaire used for the purpose of the research has been restricted to a sample of 50

respondents.
2. The research duration of the study is limited to 1 month.

3. The majority of participants in the sample are between the ages of 18 and 30, thus the

findings cannot be generalized to the other age groups.

4. The study elicited the maximum of responses from the urban population.
I1. ROLE OF Al IN CYBER SECURITY

Artificial intelligence (Al) is comprises of technologies capable of understanding, learning, and
act on the basis of both existing and newly obtained data. Al replicates several aspects of human
intelligence by taking structured training information, evaluating this data for patterns, and
using this data to make predictions. Al is well-suited to address the world's ongoing and

evolving security concerns because of its adaptability.

Through the help of Al, individuals, and organizations who store sensitive data can implement
automated threat detection mechanisms and can remain ahead of cyber criminals. The Role of

Al in cyber security is to safeguard user data and protect assets.

Al makes a huge contribution to cyber security by improving threat detection techniques. In
contrast to traditional signature-based systems, which struggle to keep up with continuously
developing threats, Al-powered solutions use machine learning algorithms to detect
abnormalities and unusual activity that may indicate a cyber-attack. Al systems can accurately

detect threats even before they occur.

Al serves a significant role in preventing cyber-attacks by detecting flaws in the systems and
suggesting relevant security measures. By analyzing previous attack data and patterns, Al
systems can proactively strengthen defenses and automate the implementation of security
patches. This proactive strategy decreases the window of opportunity for potential attackers and

boosts overall cyber security.

Machine Learning (ML) and Deep Learning (DL) are two subsets of Artificial Intelligence (Al)
that have had a significant impact on cyber security. ML systems can learn from data without
the need for explicit programming, making them useful for anomaly detection and behavioural
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analysis.

On the contrary, Deep learning uses artificial neural networks (ANNSs) to handle large amounts
of unstructured data such as photos, texts, and audio. Deep learning algorithms are particularly
effective in cyber security, as they are able to analyze network traffic, finding malware

signatures, and spotting malicious behaviors with incredible accuracy.

Al offers a wide range of approaches to assist cyber security. The benefits of incorporating

Artificial Intelligence with cyber security include:
1. Advanced threat detection and prevention
2. Real-time monitoring and feedback
3. Al provides better vulnerability management
4. Al can process large amounts of data
5. Al Provides Breach Prediction & Prioritizes Cyber Attacks.

Artificial intelligence, on the other hand, may be a highly comprehensive resource and might
not be realistically useful in every application. Most significantly, it may also be used by hackers
as a new weapon to enhance their skills and strengthen their cyber attacks. However, robust
security measures, as well as ongoing Al research and development, into Al for cyber security
IS getting better over time. There is no doubt that Al is making cyber security systems smarter

with its application.
I11. THE CORE FUNCTIONS OF ARTIFICIAL INTELLIGENCE IN CYBER SECURITY

In the realm of cyber security, Al serves three main functions:
1. Detection:

In the contemporary landscape, Al is widely employed by enterprises to identify potential cyber
risks. More than half of the organizations that integrate Al-driven cyber security solutions

exhibit a significant level of utilization in the realm of threat detection.

This detection capability highlights Al's distinct proficiencies, facilitated by techniques such as
machine learning or deep learning, in employing behavioral analysis for the ongoing
identification of anomalous network activity.

2. Prediction

The second most prominent role is the predictive function, with approximately 35% of

organizations extensively utilizing Al for forecasting cyber threats. This involves Al analyzing
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extensive data sets and generating predictions through system’s training.

Incorporating Al for predictive purposes empowers organizations to automatically recognize
their assets and network structure, pinpoint significant vulnerabilities, and consistently enhance
their network defenses against potential high-impact cyber attacks.

3. Response

Regarding threat response, Al is still in the process of advancement. Merely 18% of
organizations heavily rely on Al for responding to cyber attacks. This entails tasks like
automatically generating virtual patches for identified threats or dynamically devising new

protective measures.

Irrespective of the specific approach an organization adopts in deploying Al for cyber security,
it contributes to enhancing the speed of threat response, reducing expenses, and effectively

addressing breaches.
IV. ARTIFICIAL INTELLIGENCE: A DOUBLE-EDGED SWORD

Although Al presents numerous beneficial opportunities for bolstering cyber security, it also
possesses the potential to be a double- edged sword, carrying certain drawbacks. It is
increasingly capable of empowering cyber security measures to independently identify obvious
and hidden hostile reconnaissance and attacks instantly. The cyber security domain is
undergoing a revolution due to Al, introducing novel approaches for recognizing, analyzing,
and countering threats. Nevertheless, Al's application can be manipulated by malicious entities

to orchestrate more intricate cyber attacks.

The impact of Al in cyber security encompasses both positive and negative dimensions, as

elaborated below:
e Positive impact of Al in Cyber security:
1. Threat Hunting:

Traditional security methods rely on signatures or indicators of compromise to detect dangers.
While this approach can be effective against previously recognized threats, it falls short when

dealing with as-yet-unidentified threats.

Efficient threat hunting necessitates a proactive exploration of extensive datasets, utilizing Al
and machine learning for automated scanning. This Al-driven strategy is proactive rather than
reactive. The objective is to consistently pinpoint potential threats that might have either

surpassed or not yet triggered the existing detection capabilities.
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ENHANCED INCIDENT e s . .
RESPONSE ENHANCED BEHAVIOR
ANALYSIS

THREAT HUNTING

POSITIVE IMPACT OF AL IN S— —
CYBER SECURITY VULNERABILITY

MANAGEMENT

GREATER SCALABILITY

PREDICTIVE ANALYTICS AND CONT. SAVING

Figure 1: Positive impact
2. Enhanced incident response:

Al has the capacity to support security teams in reacting to, confining, and alleviating cyber
incidents with greater efficiency and speed. This is achieved through the automation of specific
tasks, including log analysis, data correlation, and alert prioritization. Utilizing Al-powered
tools, it becomes possible to assess the attack's characteristics, identify the optimal response,
and even commence remedial measures. As a result, security teams are empowered to curtail

the potential ramifications of a security breach.
3. Enhanced Behavior Analysis:

Many organizations face challenges in detecting insider threats and unauthorized activities
within their networks. Al can have a vital function in overseeing and assessing user behavior to
pinpoint unusual activities. Through the creation of baseline behaviors and their comparison
with real-time data, Al algorithms can highlight suspicious behaviors like unauthorized access
attempts or data leakage. This proactive method empowers organizations to spot potential

threats in their early stages and react promptly.
4. Vulnerability Management:

Al has the capability to detect vulnerabilities in systems and applications through scans that
identify weaknesses or misconfigurations. Moreover, it can prioritize vulnerabilities and

suggest appropriate actions to mitigate them. This process aids in diminishing the likelihood of
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these vulnerabilities being exploited.
5. Greater Scalability and Cost Saving:

Al can swiftly and precisely process extensive data volumes to discern threats more rapidly than
human capabilities allow. This contributes to the reduction of response periods during security

incidents and contributes to cost savings in the realm of safeguarding against cyber threats.
6. Predictive analytics:

Through the examination of historical data and the assimilation of insights from previous
security incidents, Al possesses the capability to forecast and preempt forthcoming attacks. This
empowers organizations to take proactive measures in addressing vulnerabilities and enhancing

their general security stance.
7. Network Security:

Organizations can utilize Al for enhancing network security through the comprehension of
network traffic patterns. Moreover, Al can facilitate the handling of the extensive array of
connected devices by automating tasks such as firmware updates and security patch
applications. This automated approach not only saves time but also diminishes potential risks

that might arise from manual intervention.

e Negative impact of Al in Cyber security:

Adversarial Bias and
attacks Discrimination
£l
s R NEGATIVE IMPACTS OF [ Dependency and
b T A Al IN CYBERSECURITY [ & Skill Gap
H H
Resource-intensive Privacy
and arms race Concerns

Figure2: Negative impact
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1. Adversarial Attacks:

Adversarial attacks are one of the leading problems in the context of Al powered cyber security
which refers to deliberate attempts to manipulate or deceive Al systems by introducing carefully
crafted inputs, exploit vulnerabilities or weaknesses in Al algorithms, causing the Al to produce

incorrect or unexpected outputs.

In other words, adversarial attacks involve tweaking the input data in subtle ways that might not
be easily noticeable to humans but can significantly affect how an Al model interprets and
responds to that data. The goal of these attacks can vary, including evading detection, causing

misclassification, or degrading the performance of an Al system.
2. Bias and Discrimination:

Bias and fairness is another problem in Al algorithms which can inherit biases present in the
training data, which could result in discriminatory or unfair decisions. In cyber security, this
could lead to biased profiling or inaccurate threat assessments based on factors like race, gender,

or socioeconomic status.
3. False Positives and Negatives:

False positives and false negatives are important aspects in Al- powered cyber security, a false
positive occurs when the Al system incorrectly finds a benign or normal event as fraud or

abnormal.

In other words, the system gives an alarm or flags an emergency as an implicit trouble when
there's no actual trouble present. False positives can lead to alert, where security labor force
become overwhelmed by a high volume of false admonitions and may start ignoring or playing
down legitimate cautions. On the other hand, a false negative occurs when the Al system fails
to identify an abnormal event, classifying it as normal. In this case, a trouble goes undetected,
and there's a missed occasion to respond to and eliminate an implicit security breach.

4. Dependency and Skill Gap:

Dependency and overreliance on Al-powered cyber security can lead to a range of challenges
and potential risks. Depending heavily on Al systems can lead to a reduced human
understanding of threats and attack vectors. If security professionals rely solely on Al-generated
insights, they may miss out on critical knowledge about the underlying tactics and techniques
used by attackers.

Al models are trained on historical data, overreliance on historical data might result in missing

emerging threats or novel attack techniques. An over-dependence on Al could lead to a
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diminished focus on developing human expertise in cyber security.

There's a shortage of cyber security professionals skilled in Al technologies. This gap can lead
to poorly implemented Al solutions that are more susceptible to attacks or misconfigurations.
Human intuition, creativity, and adaptability are crucial for addressing novel and complex

threats that Al might struggle with.
5. Privacy Concerns:

Al systems frequently bear large quantities of data to train effectively. In the environment of
cyber security, this could involve sensitive information. However, this can lead to privacy
violations and breaches, if not handled duly. Data privacy in Al- driven cyber security arise due
to the collection, storehouse, and processing of sensitive information as part of cyber security

operations.

Al technologies can bear access to substantial quantities of data, some of which might be
particular or nonpublic. In the process of training Al models, sensitive data like personal
identifying information (PI1), fiscal details, and personal business information might be used.
Any breach or unauthorized access to this data can have serious consequences. Clear delineation
of how data will be used is pivotal to help similar scope creep. Lack of transparency erodes trust

and can lead to privacy complaints.
6. Resource-intensive and arms race:

Implementing and maintaining Al-powered cyber security solutions can be resource-intensive.
Small organizations might struggle with the costs and technical expertise required to manage
and operate such systems. While Al can adapt to new threats, cybercriminals can also leverage

Al to develop more sophisticated attacks.

The increasing adoption of Al in cyber security might lead to an arms race, where attackers and
defenders continuously escalate their Al capabilities, potentially making attacks more

automated and harder to detect.
V. THE IMPACT OF AI-DRIVEN CYBERCRIME ON THE INDIAN ECONOMY AND
SOCIETY
India, which is considered to be one of the largest digital economies globally, has suffered
significant economic losses due to cyber attacks. These sorts of cases target people, companies,
and financial institutions, causing direct financial losses. Cyber attacks also interfere with

corporate operations, which have a serious negative impact on Indian businesses. Thus, slowing

down development and economic growth. In addition, cybercrime threatens India's ambitious
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efforts towards digitalization. This creates a major hindrance as India strives to use technology

for governance, online services, and digital payments.

Improving Encouraging digital
measures awareness
Establishing strong Investing in
data protection Technological skills
legislation and resources

Figure 3: Crucial steps in reducing the effect of cybercrime

Aside from financial losses, cybercrime also breaches privacy and data security, resulting in
serious social consequences. Victims of cybercrime become victims of identity theft, fraud, and
harassment, resulting in their loss of trust in online platforms. According to a National Crime
Records Bureau of India study, cybercrime in India increased by 84% between 2018 and 2020,

including Al-driven Cybercrime.®

The detrimental effects of cybercrime on society are largely attributed to cyberterrorism and
cyberbullying. Cyberterrorism is a major threat to society, posing a risk to the lives of millions
of individuals, if cyberterrorists discover how to use Al to sneak into infrastructure-controlling
systems. While Cyberbullying is the practice of demanding internet users via false threats of

information leaks.

The following component indicates the major economic impact:
e Online Financial Fraud

e Data Breaches

¢ Intellectual Property Theft

e Financial Sector Vulnerability

e Ransomware attacks

°https://ncrb.gov.in/sites/default/files/C11%202020%20Volume%202.pdf
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However, the predictive abilities of Artificial Intelligence (Al) and its adaptability enable Al to
provide solutions to numerous issues faced by society. By strategically integrating Al into its
operations, governments can reach the underprivileged and deliver services more effectively.
The results of a task-based analysis'® demonstrate that Artificial Intelligence (Al) is capable of
speeding up governance tasks by 20%, freeing up to 96.7 million hours and helping
governments save $3.3 billion in the process. In the current era of large-scale data analysis,
Artificial Intelligence (Al) technologies such as sensors and machine learning may offer real-
time data on the effectiveness of governmental legislation and loopholes in regulatory

supervision.

Though Al systems are prone to inaccuracy in certain areas, Artificial intelligence is one of the
finest technologies for mapping and preventing unanticipated dangers. Cyber attack problems
may be categorized and solved with the assistance of Al by using appropriate methods.

Furthermore, to address the impact of cybercrime, government agencies, law enforcement, the

judiciary, businesses, and citizens are required to collaborate together for the purpose of:
e Improving cyber security measures

e Encouraging digital literacy and awareness,

e Establishing strong data protection legislation, and

e Investing in technological skills and resources.

Artificial intelligence facilitates scientific discovery and research and development, which in
turn accelerates innovation and economic growth. However, there are signs of risk that Al may

eventually replace nearly everyone.

Nevertheless, it is widely accepted that Artificial Intelligence (Al) can have a positive effect on
socio-economic development. These technologies and their potential for transformation need to
be nurtured in order to enable them to reach their full potential and avoid negative social
repercussions. Therefore, India's strategy for developing a welfare-enhancing Al-driven
ecosystem must not only address the barriers but also address and plan for protection against
the threats that arise from such growth.

V1. REGULATIONS AND POLICIES

(A)Role of Cyber Law in Cyber Security

Cyber law encompasses the legal framework addressing the internet, computer systems,

Onttps://www?2.deloitte.com/us/en/insights/focus/cognitive-technologies/artificial-intelligence-government.html
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cyberspace, and any subjects associated with cyberspace or information technology. In simpler
terms, it's a law focused on addressing cybercrimes. Given India's widespread use of the
internet, having stringent cyber laws is crucial. The country has established four key cyber
security laws, which have played a vital role in promoting the expansion of e-commerce and e-
governance. These laws have effectively enhanced connectivity while mitigating security issues
within the nation. Consequently, they have also expanded the potential and impact of digital
media, enabling its broader application.

a. The Information Technology Act, 2000

The primary objective of this legislation is to provide legal validity to electronic commerce and
simplify the process of submitting electronic records to governmental authorities. Additionally,
the IT Act outlines penalties for various types of cybercrimes, prescribing severe consequences
such as imprisonment for up to ten years and fines reaching Rs 1 crore. The IT Act guides the
Indian legal system in taking a more rigorous stance against cybercrime. The rising incidence
of cybercrimes has led to multiple revisions in the law. Furthermore, the scope of the IT law

has been expanded to encompass all contemporary communication devices.
b. Indian Penal Code, 1860 (IPC)

Cybercrime involves traditional unlawful actions that align to the regulations outlined in the
Indian Penal Code and are limited by its restrictions. Numerous cybercrimes are subject to
penalties as defined by the Indian Penal Code, which has been amended by the IT Act.
Illustrative instances of such cybercrimes include the forgery of electronic records, cyber scams

etc.
c. Companies Act, 2013

The Companies Act established the 'Serious Fraud Investigation Office (SFIO) with the power
to initiate legal proceedings against companies and their directors within India. The SFIO's
oversight and diligence in this realm have intensified since the enactment of regulations related

to company scrutiny, investment, and inquiry rules in 2014.

The Companies Act mandates comprehensive coverage of all regulatory codes and standards,
encompassing areas such as electronic discovery, cyber forensics, and cyber-security diligence.
Rigorous guidelines have been delineated concerning the responsibilities and roles of company
directors and managers in ensuring cyber-security, as specified by the Companies (Management
and Administration) Rules of 2014.

d. NIST Compliance
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The 'National Institute of Standards and Technology (NIST)' has endorsed the '‘Cyber Security
Framework (NCFS)' as the most credible global certification body, offering a unified strategy
for ensuring cyber security. The NIST Cyber security Framework consolidates essential

regulations, standards, and optimal methodologies for effectively addressing cyber risks.

In both India and worldwide, given the escalating dependence of individuals on technology,
cyber laws necessitate continual updates and enhancement to remain relevant. Law enforcement
agencies must strive to mitigate the negative aspects without allowing them to diminish the
immense potential of the digital era.

(B) Legal and regulatory challenges for Al powered cyber security

Data Security and Breaches: The use of Al in cyber security can lead to a significant quantum
of sensitive data being stored and reused. Regulatory framework seeks entities to apply robust
security measures to cover this data from breaches. Failure to secure Al systems could affect in
severe legal and fiscal consequences.

Transparency and Accountability: Al algorithms in cyber security can be complex and delicate
to understand. Regulations may bear associations to give explanations for Al- driven opinions,
especially in cases where these opinions impact individual's rights. It is really important to
convey to the public, how their data is being used. Ensuring transparency and responsibility in
Al models' behavior is a challenge.

Regulatory Compliance: Al cyber security systems need to adhere to various industry-specific
regulations (e.g., financial regulations, healthcare regulations) as well as general cyber security

standards. Meeting compliance requirements while implementing Al can be complex.

Cross-Border Data Flow: Many Al-powered cyber security solutions operate across national
borders. Navigating data localization laws and ensuring data transfers comply with international

regulations can be a challenge.

Liability and Accountability: Determining responsibility in case of Al-related incidents or
failures can be challenging. If an Al system fails to detect a cyber attack or produces a false

positive, who is accountable? Clarifying liability in such cases is essential.

Intellectual Property and Patents: Organizations investing in Al-powered cyber security may
face intellectual property challenges, particularly regarding patents for innovative Al techniques

or algorithms. Intellectual property disputes can arise over ownership and usage rights.

Regulating Al as a Cyber Threat: Al can also be used maliciously in cyber attacks. Governments

and international bodies are grappling with the need to regulate the development and use of
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offensive Al tools to prevent potential security risks.

Ethical Considerations: While not strictly legal, ethical concerns around Al-powered cyber
security can impact public perception and influence regulatory discussions. Balancing security
benefits with potential risks is a complex task.

(C) Data protection laws and Al security compliance
a. General Data Protection Regulation (GDPR):

GDPR requires that any processing of personal data, including data used in Al- powered cyber
security, must have a legal base. This means associations must have a legit reason for recycling
private data, and permission from individualities is one of the legal bases. Organizations must
easily communicate the purposes for which data is being reused. GDPR mandates that
institutions collect and process only the minimal quantum of private data necessary for their
purposes. Al systems should be designed to follow this principle by minimizing data collection
and assuring that data is applicable and necessary for cyber security tasks. Organizations using
Al in cyber security must give explanations for the opinions made by Al systems, especially
when those opinions impact individualities. GDPR requires associations to implement
appropriate technical and organizational measures to cover personal data. This is particularly

applicable for Al systems that reuse sensitive data for security purposes.
b. California Consumer Privacy Act (CCPA):

Al systems processing such information for cyber security must cleave to CCPA conditions,
including exposure of data operation and giving individualities the right to opt- out of data sales.
CCPA grants consumers the right to know what personal information is being collected about
them and the right to request its omission. Organizations must apply mechanisms to recognize
these requests, indeed when data is used in Al cyber security operations. CCPA requires
associations to apply reasonable security measures to guard personal information. When Al
systems process similar data, security measures must be in place to prevent breaches and
unauthorized access. CCPA prohibits distinction against consumers who exercise their privacy
rights. This principle applies to Al- powered cyber security as well, guaranteeing that
individualities aren't treated unfairly grounded on their data privacy choices.

c. The Digital Personal Data Protection Act, 2023

In this fast- paced digital geography, the Digital Personal Data Protection Act, 2023, is a
momentous stride in securing individual privacy rights and promoting responsible data

operation practices. This groundbreaking legislation acknowledges the ever- growing
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significance of personal data protection and aims to strike a delicate balance between individual
rights and an association’s legit data- processing requirements. The primary purpose of the Act
is to regulate the processing of digital personal data and respect individualities' right to cover
their data while feting the necessity of processing and using similar data for legal purposes. The
Act aims to establish a comprehensive legal frame to govern digital private data protection in

India.
d. Information Technology Act, 2000
Information Technology Act, 2000 as amended in the year 2008 introduced:

Section 43A of the Information Technology Act (ITA) provides that any entity that works with
any “sensitive personal data” or information that should be maintained with proper security by

following correct procedures. In case of negligence, compensation should be paid.

Section 72A speaks about the punishment for intentionally leaking personal information which

was taken for lawful , without the knowledge or permission of the concerned person.

Thereafter, as an answer to the above correction, the government introduced the ‘Information
Technology (Reasonable security practices and procedures and sensitive personal data or
information) Rules, 2011(”IT Rules”) IT Rules speaks that organization shall give a separate

policy which should have for the following

e Clear and easy appreciation of its practices.

e The purpose of collection and operation of such information.

e The kind of data collected (whether private information or sensitive private information).

e The Rules further state that permission must be attained in writing or email from the

provider regarding the purpose of operation before collection of such information.

e Prior to collection of the information (both private and sensitive particular), the information
provider has to give an option to figure out of furnishing such information and at any time

while serving the services or else, also have an option to withdraw its consent given earlier.

e Disclosure of private data or personal information by organizations to any third party shall

require prior permission from the provider of such information.

e The entities must appoint a Grievance Officer and publish his name and contact details on
its website.1!

Uinstitute of law, Nirma university. https://law.nirmauni.ac.in/data-privacy-protection-in-india-technology-vis-a-
vis-law (last visited / 19/8/2023)
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V1. A NEED OF Al EDUCATION

Digital Literacy: Al is becoming an integral part of technology and society. By teaching Al in
schools, students gain essential digital literacy skills that empower them to understand, interact

with, and leverage Al-powered technologies effectively.

Future Relevance: As Al technology continues to advance, it will play a significant role in the
job market across various industries. Teaching Al prepares students for future careers,
regardless of whether they directly work with Al or encounter Al-powered tools in their chosen
fields.

Critical Thinking and Problem-Solving: Al involves complex concepts, algorithms, and
methodologies. Learning about Al encourages critical thinking and problem-solving skills as
students analyze real-world scenarios, design Al systems, and consider different approaches to
challenges.

Creativity and Innovation: Understanding Al inspires students to think creatively about
designing new Al applications and solutions. Encouraging innovation from a young age can

lead to the development of novel ideas and solutions that benefit society.

Global Competitiveness: Many countries recognize the importance of Al education for
maintaining a competitive edge in the global economy. Countries that prioritize Al education
can foster a skilled workforce that contributes to technological advancements and economic
growth.

Al Literate Society: A population well-versed in Al can better engage in public discourse about
Al-related policies, regulations, and societal impacts. Informed citizens can help shape Al
developments in ways that align with societal values and needs.

Early Exposure: Introducing Al concepts at an early age allows students to build a foundation
of knowledge that they can continue to develop throughout their education. This foundation

could lead to more advanced learning opportunities in higher education.

Inspiration for Underrepresented Groups: Including Al education in schools can help bridge
the gender and diversity gap in the field of technology by exposing all students to the

possibilities within Al and encouraging them to pursue related careers.
VIIIl. FUTURE ASPECTS AND SCOPE

Artificial Intelligence (Al) holds the capacity to enhance various aspects of our lives, yet it is
crucial to apply it with ethical considerations and a focus on security. As Al advances further,
it remains vital to harness its potential for the collective benefit rather than serving few. Due to
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the ever-increasing nature of cyber threats, data is generating complex patterns that are
challenging for human analysts to comprehend and analyze efficiently. However, machine
learning techniques can swiftly process and analyze this data. Thus, the integration of deep
learning and machine learning into defense systems is poised to significantly elevate the

intelligence and effectiveness of cyber security measures.

The future of Al in cyber security is poised to bring about revolutionary advancements. Al will
increasingly power rapid threat detection through real-time analysis of large datasets, while also
enabling automated incident response for quicker mitigation. Behavioral biometrics and
advanced authentication methods will fortify identity verification, and Al-powered deception
techniques will confound attackers. As Al becomes a double-edged sword, there will be an
ongoing battle of wits between adversarial machine learning in attacks and defenses. Privacy-
preserving Al, regulatory compliance assistance, and Al-generated security policies will
address evolving challenges. Ultimately, Al-human collaboration will empower security
experts with enhanced decision-making capabilities. While promising, the synergy between Al
and cyber security will require continuous innovation and skilled expertise to navigate potential
pitfalls.

Due to the growing sophistication of cybercriminal tactics, conventional approaches to
safeguarding sensitive data are no longer effective. The future of cyber security lies in advanced,
adaptable, and continually enhancing technologies like Artificial Intelligence (Al). These
innovations can offer proactive defense against constantly evolving threats while minimizing

risk exposure through automated procedures.

IX. ANALYSIS OF DATA

Variables Frequency (%)
Gender distribution
Female 35 {70)
Male 15 (30)
Transgender Nil
Age
Below 18 1{(2)
18 -30 48(96)
31-40 1{2)
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Above 40 Nil

Occupation of the respondents

Student 42(84)
Employed 6(12)
Unemployed 2(4)
Place of Residence
Rural 15(30)
Urban 35(70)
Question Freguency (%)
1. Have you heen a victim ofa cyber Yes 22{d4)

attack caused by Al, or have you heard
No 28(56)
of someone who has been s0?

Increasein the efficiency of 5(18)

2. What do you think will happen if Cyber security

artificial intelligence is introduced in the Increasein cyber attacks B(1a)

cyber world? Both 34(68)
Yes 12(24)

3. Isit possible to detect cyher attacks

using Al before they happen? e =
May he 33(70)

4. Vastamount of data isbeing collected Strongly agree 11{22%

by Al, thus giving ample space to Al Agree 27{54)

would put individuals® private Neutral 11{22)

information at greater risk than ever Disagree 1{2)

hefore. Strongly disagree Nil
Strongly agree 1{2)

5. Do you believe that the lawsin place

are effective in contr olling e He)

cyhercriminals? Neutral 18{36)
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{Juestion

Disagree

Strongly disagree

[Vol. 6 Iss 4; 2702]

Frequency (%)

11¢22)

2(4)

0. Is Al making cyber security systems Yes 42(84)
smarter? No B(16)
7. Do you think artificial intelligence Yes 44(88)
{Al) should beadded as subject in school No 6(12)
curriculum in today’'s digital age?
8. Al in cyber security is viewed as hoth Strongly agree 11{22)
a blessing and a curse, although the good Agree 19(38)
outw eighs the bad Neutral 18(38)
Diisagree 1{2)
Strongly disagree Nil
9. Do you think implementation of a
policy aiming to estahlish better secure Agree 32(64)
sy stems to combat cyber crimes using Al Neutral 18(36)
and to encourage cyber security Disagree Nil

innovation by Incentivizing would bea

promising step for development?

1. Do you believe that the laws in place are effective in controlling cybercriminals?
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® Strongly agree
® Agree
Neutral
@ Disagree
@ Strongly Disagree

From the above pie chart, it is observed that 36 percentage responded to agree, 22 percentage
of responded to disagree and 36 percentage remains neutral. Legal framework for controlling
cybercrimes is comparatively less. The effectiveness of deterrence through these laws hinges
on enforcement, which demands professed cybercrime investigators and good resources.
Enhancing public awareness and digital knowledge is also vital. While India has taken steps to
check cybercrimes through its legal frame, there is a need for ongoing alert, adaption, and

resource allocation to keep up with the evolving cyber trouble geography.

2. Do you think Artificial Intelligence (Al) should be added as a subject in school

curriculum in today’s digital age?

/=

® Yes
® No

From the above pie chart, it is observed that 88% of the respondents prefer to include Al as a
subject in the school curriculum, while the remaining 12% of the respondents acknowledged
No. Though there are obstacles such as restricted access to resources and infrastructure, scarcity
of experienced Al educators, difficulties in establishing curriculum, and a lack of acceptance
and diversity, Al education is still progressing. Students receive hands-on experience and
important skills such as logical reasoning, algorithmic thinking, and problem-solving through
participating in Al projects. By the implementation of Artificial Intelligence (Al) in educational
settings, we can equip students with the skills and knowledge they need to succeed in a rapidly

growing digital world.
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3. Al in cyber security is viewed as both a blessing and curse, although the good

outweighs the bad.

@ Strongly Agree
® Agree
Neutral
@ Disagree
@ Strongly Disagree

From the above pie chart, it is observed that 22 percentage of the respondents strongly agree,
38 percentage of the respondents agree, and 38 percentage of the respondents remain neutral.
Thus, it can be inferred that despite the downsides associated with the growing adoption of
artificial intelligence in the field of cyber security, we remain convinced that the benefits surpass
the drawbacks. Strengthening collaboration among policymakers, the technical community, and
key corporate stakeholders is crucial to enhancing efforts aimed at investigating, preventing,
and mitigating potential malicious applications of Al within the realm of cyber security.

X. MAJOR FINDINGS

e The Study reveals majority of the participants are Females
e Majority of respondents are in the 18 to 30 age range.

e Majority of the respondents in the study are college students followed by Employed

individuals.
e Majority of the participants are from the Urban population.

e Majority of the respondents believe that the introduction of Al in the cyber world would

result in both increase in the efficiency of cyber security and increase in cyber-attacks.

e Majority of the respondents possibly believe the fact that Al can detect cyber-attacks even

before they happen.

e Majority of the respondents agreed that vast amount of data being collected by Al would

put individual’s private information at greater risk than ever before.

e Significant percentage of the respondents is neutral on the fact that whether the laws in place

are effective in controlling cybercriminals.

e Majority of respondents agreed that Artificial intelligence is making cyber security system
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smarter.

e Majority of respondents agreed that Al should be introduced as a subject in school

curriculum in this digital age.

e Majority of the respondents have agreed that Al in cyber security is viewed as both a
blessing and a curse, although the good outweighs the bad and many respondents are also

puzzled for the same.

e None of the respondents have disagreed to the fact that implementation of a policy aiming
to establish better secure systems to combat cybercrimes using Al and to encourage cyber

security innovation by Incentivizing would be a promising step for development.
XI. SUGGESTIONS

e Mitigate the shortage of skills and the uneven distribution of talents and experts by
presenting career opportunities in the field of Al. These pathways will aid in educating and
retaining skilled personnel. Oversee the sector to guarantee the seamless integration and
comprehension of Al tools into prevailing practices and structures within the cyber security

domain.

e Al can help to lessen the effect of cyber attacks and malicious activities and increase the
efficiency of cyber security operations by boosting the speed and accuracy of threat

identification and incident response.

e As cyber-attacks become more intricate and severe, the coordination between human-Al
interfaces becomes increasingly important. Effective decision-making necessitates hybrid
methods that harness both human and Al viewpoints, aiming to diminish the chances of data

tampering, incorrect attributions, and dissemination of false information.

e Ensure Al systems comply with relevant data protection regulations and consider privacy

implications when processing sensitive data.

e Utilize Al to analyze user behavior and entity interactions, identifying unusual activities

that might indicate insider threats or compromised accounts.

o Artificial Intelligence (Al) is Pointless without Effective security mechanism, as it can be
easily accessed by third parties system powered Al can be used in future to identify criminal

trends and build profiles of cyber criminals.

e The Government must take steps to promote digital literacy and Al awareness among

individuals to ensure their well-being in this rapidly evolving digital age.
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X11. CONCLUSION

Al- powered cyber security represents a transformative force that has the implicit to reshape the
geography of digital defense in profound ways. By employing the capabilities of artificial
intelligence, institutions can significantly enhance their capability to discover, respond to, and
help cyber pitfalls in an decreasingly complex and fast- paced digital terrain. The marriage of
Al and cyber security offers rapid-fire trouble discovery through real- time analysis of massive
data streams, enabling the identification of subtle patterns and anomalies that might evade
traditional security measures. Automated responses to routine incidents can compound human
efforts, enabling security brigades to concentrate on strategic decision- making and complex
trouble examinations. The nonstop literacy capabilities of Al empower defenses to evolve
alongside arising attack ways, enabling rigidity in a terrain where threats change and diversify
at an unprecedented rate. Predictive analytics enable associations to anticipate implicit
vulnerabilities and take visionary measures to alleviate them, effectively staying ahead of
attackers. still, this promising future isn't without its challenges. The eventuality for false
positives and negatives, the trouble of adversarial attacks on Al systems, and the need for
explainable Al all bear careful attention and ongoing invention. Striking the right balance
between automated Al- driven processes and human expertise is pivotal to ensure that the
nuances and environment of each situation are duly addressed. While Al presents a important
supporter in the fight against cyber threats, it's imperative to remember that its efficacy is
enhanced through collaboration, nonstop training, and a comprehensive approach to security
that incorporates both technological advancements and the perceptivity of professed cyber
security professionals. The trip towards an Al- powered cyber security geography isn't just
about espousing slice- edge technologies, but about casting a holistic strategy that leverages

Al's strengths to produce a safer digital future.
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