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Legal Landscape of Loot Boxes in India

RAJA ISHWARYA B.' AND GNANAA SOUNDAR K.2

ABSTRACT
Loot boxes, random reward mechanisms in video games, have sparked extensive legal

debate due to their resemblance to gambling, especially as they often involve real-money
transactions. This article explores loot boxes' legal, psychological, and ethical challenges,
with a focus on India’s regulatory landscape. By comparing regulatory frameworks from
nations like Belgium, China, and the UK, the study highlights potential pathways for India
to adopt a balanced regulatory approach, ensuring protection, especially for minors, while
supporting the gaming industry's growth. The article concludes by recommending a unified,
centralized legal framework that leverages blockchain to enforce transparency and fair
practices in online gaming. Moreover, the article examines the case of India and suggests
a legal while encouraging responsible development of the gaming industry.

Keywords: Loot boxes, online gaming regulation, gambling laws, consumer protection,
digital addiction, game of skill vs. chance, cyber laws in India, blockchain transparency, Al

in gaming, legal reforms.

|. INTRODUCTION

The evolution of digital gaming has brought about innovative monetization strategies, among
which loot boxes have become both prevalent and controversial. Loot boxes, digital items with
randomized rewards, are available across various game genres and often require real-money
transactions. Their unpredictability, coupled with a potential for significant financial rewards,
has led many to draw parallels between loot boxes and traditional gambling. This resemblance
has ignited global debate over whether loot boxes constitute gambling, necessitating strict
regulation, or whether they should be classified as in-game purchases, allowing for self-

regulation within the gaming industry.

Internationally, the response to loot boxes has been varied. Belgium classified loot boxes as
gambling, banning them entirely, while China opted for transparency, requiring companies to
disclose reward probabilities. The United Kingdom has focused on industry self-regulation,
mandating labels on games that feature loot boxes but stopping short of stricter legislative

measures. India, however, remains in a legal gray area. The nation’s Public Gambling Act of

! Author is a student at Sastra University, India.
2 Author is a student at Sastra University, India.
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1867 and its outdated framework leave loot boxes unregulated, leading to inconsistent state-

level policies and a lack of enforceable protection standards.

In this context, loot boxes pose significant risks, particularly to younger players who may be
prone to addiction and impulsive spending. The lack of transparency and accountability in loot
box mechanics contributes to these risks, as players often spend money in hopes of acquiring
rare or high-value items, which may never materialize. As the Indian gaming industry expands,
driven by increased access to online games and mobile platforms, there is a growing urgency
for India to update its legal framework, addressing loot boxes with a focus on consumer

protection and fair practice.

This article investigates the possibility of regulating loot boxes within India's legal structure,
exploring approaches that balance the industry's need for innovative monetization with robust
consumer safeguards. It examines global regulatory models, the psychological impact of loot
boxes on young players, and the challenges associated, ultimately proposing a regulatory

framework suited to India’s unique legal and cultural context.
(A)What is a loot box?

A loot box is a digital container within a video game that provides players with randomized
rewards when opened. These rewards may range from common items, like character skins, to
rare, high-value items, such as powerful weapons or advanced character upgrades. Loot boxes
were initially conceived as a way to enhance gameplay by adding an element of surprise;
however, they have evolved into a lucrative revenue stream for game developers, as players

often pay real money to acquire them.

Loot boxes operate similarly to traditional gambling mechanisms, such as slot machines, in that
players make purchases without knowing the specific outcome. This "pay-to-win™ model—
where players may gain competitive advantages by buying loot boxes—has led to ethical
concerns and debates over fairness in games. Players may feel pressured to purchase loot boxes
repeatedly, particularly in competitive games, where others’ success often depends on access to
rare or high-quality items. This dynamic, combined with a randomized reward structure, leads
to what is known as “variable-ratio reinforcement,” a psychological principle that also drives

gambling behaviors.

In India, loot boxes are not classified explicitly within any regulatory framework. Unlike
physical gambling, digital loot boxes do not involve a direct exchange of money for a tangible
item or service, which complicates their classification under existing gambling or consumer

protection laws. Given their chance-based structure, loot boxes align with aspects of wagering
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under the Indian Contract Act, which could potentially be interpreted to regulate such in-game
transactions as contingent contracts with uncertain outcomes. However, the lack of specific
definitions for digital assets and rewards in current Indian law places loot boxes in a gray area,

leading to legal uncertainty and, ultimately, a lack of consumer protection.

In light of these challenges, a nuanced regulatory approach that takes into account loot boxes’
psychological impacts, potential for gambling-like behavior, and international legal models is
needed. Such a framework could protect players from exploitative practices while allowing the

gaming industry to continue innovating in India.
1. DEVELOPMENT ON LOOTBOX

Developers benefit from loot boxes for quite a long time now, it is a part of their business and
they earned billions. This practice has not only supported large-scaled multiple players games
but also creeped in few casual games on mobile aggregate making this model a universal

standard across different platforms and genres.

The idea of loot boxes can be linked to card games with collectible attributes. One such notable
game is Magic: The Gathering where fans would buy sealed packets of cards at random and
have no idea of the cards they would get. The thrill of collecting and opening these booster
packs in search of that prized card also worked really well in the digital game space. Today, in
most games, loot box rewards are often cosmetic, such as different costumes or unique skins
for characters in the game. But, as the case often is with any game, there are some which have
a profound impact on the game itself — for instance pulling some rare high tier weapons or
upgrading a character massively. This saw the birth of the ‘buy your win’ concept, in which
gamers who fund their accounts through loot boxes have an edge over those who chose not to
for one reason or another. Eventually this made things less interesting as competitive

communities sought to have in-game objectives based upon skill rather than funds.

Central to the mechanics of loot boxes is the Random Number Generator (RNG), a
computational device that determines the results of each loot box opening. RNGs employ
intricate algorithms to generate a sequence of numbers that appears random, which
subsequently influences the rarity of items awarded to players. The specific workings of these
algorithms are frequently kept secret by game developers, categorized as proprietary
information. This lack of transparency has raised concerns among players and regulatory
bodies, as it complicates the verification of whether the odds presented by developers are both

accurate and equitable.

Game developers maintain that random number generators (RNGs) promote fairness by
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offering equal opportunities to all participants. However, critics highlight that the lack of
transparency surrounding these systems can lead to exploitation. For instance, allegations have
emerged against certain developers for employing "dynamic drop rates," where the likelihood
of obtaining rare items is modified based on player actions. If these claims are accurate, they
could erode the trust between players and developers, transforming what should be a random
experience into one that subtly influences player spending. The growing reliance on artificial
intelligence to assess player behavior and tailor in-game offers further complicates the situation,

prompting ethical concerns regarding these practices.
I1l. THE CURRENT DISCLOSURE ON LOOT BOXES

Many consumers express dissatisfaction with the increasing costs associated with these features
and are critical of the randomness of the items contained within the loot boxes. Additionally, it
is noteworthy that "Riot Games was mandated by the Australian Communications and Media
Authority to pay nearly $1 million for misleading customers regarding the odds of loot boxes,"
highlighting a lack of commitment to customer transparency. Some players contend that loot
boxes provide a means to enjoy the game without the pressure of conforming to character
standards, which is particularly appealing to casual gamers. Conversely, others argue that these
boxes primarily entice competitive players to invest more in their pursuit of in-game success.
The unpredictable nature of loot boxes activates the same neurological pathways associated
with gambling, leading players—particularly younger individuals—to engage in compulsive
spending in pursuit of rare or valuable items. The psychological ramifications are especially
troubling when loot boxes are promoted in games aimed at children, where the line between
chance-based gaming and mere entertainment becomes increasingly indistinct. While these
items may enhance the gaming experience, they are not essential for gameplay. Critics argue
that such mechanisms promote gambling behavior, prompting a reevaluation of their impact on

consumer welfare.

In India, the discussion surrounding loot boxes is still in its early stages compared to Western
markets, yet it is gaining traction as online gaming surges in popularity. The ambiguity in Indian
legislation regarding loot boxes arises from the country’s antiquated regulatory framework. The
Public Gambling Act of 1867 regulates gambling in India, but it was established long before
the rise of digital gaming, rendering it ill-suited to address contemporary technologies such as
loot boxes. This has resulted in a legal gray area, with no specific regulations governing these
in-game purchases. The urgency to revise these laws to accommodate the complexities of digital

transactions has intensified as loot boxes increasingly permeate the gaming industry.
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IV. LOOTBOXES IN THE LEGAL GRAY AREA

In India, loot boxes currently exist in a legal gray area due to the outdated nature of the country’s
gambling and contract laws, which do not specifically address digital gaming mechanics. While
Indian law differentiates between skill-based games and games of chance, loot boxes blend both
elements, complicating their classification. Below, we analyze loot boxes within the framework

of relevant Indian legislation, highlighting areas where current laws fall short
(A) The Public Gambling Act, 1867

The primary legislation governing gambling in India, the Public Gambling Act of 1867,
3criminalizes gambling activities across most states. However, this law was enacted long before
the advent of digital gaming and was tailored to regulate physical gambling establishments,
making it difficult to apply to modern, internet-based gaming. The Act does not define gambling
properly but it can be inferred that gambling is any game where there is a stake and a chance of
winning or losing something of value. This definition does not encompass digital loot boxes,
which involve virtual goods with in-game value but lack a clear real-world monetary

equivalence.

States like Maharashtra, Telangana, and Tamil Nadu have implemented their own modifications
of the Gambling Act to regulate or ban online games that involve gambling. However, these
laws do not consistently address loot boxes, as many state regulations focus on games that
involve cash payouts or wagers on outcomes with clear monetary implications. This lack of

consistency has left loot boxes unaddressed, despite their gambling-like structure.
(B) The Indian Contract Act, 1872 — Wagering Agreements

The Indian Contract Act provides another potential lens for interpreting loot boxes, specifically
through Section 304, which deems wagering agreements void and unenforceable. A wager, as
defined under this section, is a transaction where two or more parties agree to win or lose
something based on the outcome of a future event uncertain to both parties. In loot boxes,
players purchase virtual items with uncertain outcomes, hoping to gain higher-value items

through chance, which closely resembles the structure of a wager.

The ambiguity here lies in the fact that loot boxes do not offer a clear "winner" or "loser" in the
traditional sense. Instead, players receive some form of in-game reward regardless of the result,

even if it is not the high-value item they desire. Additionally, because loot box items are

3 The Public Gambling Act, 1867
4 Section 30 in The Indian Contract Act, 1872
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confined to the game environment and lack direct monetary value outside of it, they do not fall
neatly under traditional definitions of wagering. This has led to legal uncertainty, as there are
no specific provisions in the Contracts Act or subsequent amendments that directly address such

transactions.

The case of Gherulal Parakh v. Mahadeodas Maiya and Ors. (1959) Shighlights this
complexity. In this case, the Supreme Court of India discussed the principles of wagering
contracts, emphasizing that an agreement to wager is one in which parties stake something
valuable on an outcome uncertain to both. While loot boxes involve spending money for
uncertain returns, their virtual nature and lack of monetary payout prevent them from fitting the
exact criteria of a wager as defined in Indian law. However, legal scholars argue that the
essential uncertainty and risk involved in loot boxes could support an interpretation that brings

them under the purview of wagering agreements, necessitating more stringent regulation.
(C) Game of Skill vs. Game of Chance

Indian law traditionally distinguishes between skill-based games, which are generally
permitted, and games of chance, which fall under gambling regulations. The classification has
significant legal implications, as games involving predominantly skill elements are often
exempt from gambling laws. For example, in K.R. Lakshmanan v. State of Tamil Nadu
(1996)®, the Supreme Court upheld that horse racing involves skill, allowing it to evade
gambling regulations. However, loot boxes complicate this distinction by incorporating
elements of both skill and chance. While certain video games rely heavily on player skill, the
rewards obtained from loot boxes are chance-based, potentially invoking gambling-like

behaviors in players.

The controversy lies in defining where skill ends and chance begins within the loot box
mechanism. For instance, if a player purchases a loot box hoping for a specific outcome but has
no control over the result, this would classify as a game of chance. Conversely, if acquiring a
loot box is linked to skill-based achievements within the game, it could arguably be part of the
skill-based framework. Due to these ambiguities, loot boxes exist in a regulatory void, neither

fully considered a game of skill nor classified as gambling under Indian law.

Given the uncertainty surrounding loot boxes' classification under Indian law, there is a strong
case for implementing clearer regulations. Loot boxes have considerable potential to exploit

players through wagering-like mechanisms, compelling repeated purchases for a chance at

® Gherulal Parakh vs Mahadeodas Maiya And Others 1959 AIR 781
6 Dr. K.R. Lakshmanan vs State Of Tamil Nadu And Anr 1996 AIR 1153
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valuable rewards. Without legal definitions that address virtual items, random rewards, or
digital transactions, India’s existing laws fall short in protecting consumers, especially minors,

who may be vulnerable to the addictive nature of loot boxes.
V. GLOBAL REGULATORY APPROACHES: A COMPARATIVE ANALYSIS

(A)Belgium: A Zero-Tolerance Stance on Loot Boxes:

Belgium is notable for its firm position against loot boxes, categorizing them as a form of
gambling. This classification arose from a 2018 decision by the Belgian Gaming
Commission’, which determined that loot boxes fulfill the legal definition of gambling due to
the monetary exchange involved for a chance to win valuable rewards. As a result, the Belgian
government enacted a prohibition on loot boxes, requiring game developers to eliminate these
features from their products or withdraw from the Belgian market entirely. This regulatory
approach is fundamentally aimed at safeguarding consumers, particularly minors, from the
potential dangers associated with gambling-like mechanics. Belgium's regulatory stance has
ignited considerable discussion within the global gaming community and among policymakers.
Advocates of this stringent regulation assert that it effectively protects young and vulnerable
individuals from the financial hazards linked to loot boxes, which may lead to compulsive
spending and addiction. By clearly distinguishing between gambling and non-gambling
components in video games, Belgium seeks to foster a safer gaming environment. Conversely,
critics argue that such inflexible regulations hinder creativity and restrict the range of gaming
experiences accessible to Belgian players. Game developers, particularly those dependent on
revenue from microtransactions such as loot boxes, encounter significant financial challenges
in adhering to these rigorous standards. For some, this has resulted in the complete withdrawal
of their games from the Belgian market, consequently diminishing the variety of gaming options
available to consumers in Belgium. This situation underscores a broader conflict between
consumer protection and the economic interests of the gaming sector. Belgium's stringent zero-
tolerance policy has prompted several nations to reevaluate their regulatory frameworks,
although few have implemented outright bans similar to Belgium's. The primary challenge lies
in categorizing loot boxes as conventional gambling while ensuring that enforcement does not
stifle the creative liberties of game developers. Belgium’s approach highlights the value of
definitive action and clear regulatory classifications. By establishing loot boxes as a form of

gambling, Belgium removes ambiguity and provides strong consumer protections. For India, a

" Loot box regulation in the EU — loading status, https://www.dentons.com/en/insights/guides-reports-and-
whitepapers/2023/june/28/loot-box-regulation-in-the-eu-loading-
status#:~:text=1n%202018%20the%20Belgian%20Gaming,targeted%20at%20minors%200r%20adults.
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similar policy could provide much-needed clarity in the legal landscape; however, a total ban
might not be necessary. India could adopt a moderate stance, regulating loot boxes as gambling-

like mechanisms without imposing an outright ban.
(B) China: A Focus on Transparency:

In contrast to Belgium's prohibition, China adopts a regulatory framework 8that prioritizes
transparency and player awareness rather than outright bans. In 2017, Chinese regulators
mandated that game developers reveal the probabilities associated with obtaining specific
items from loot boxes. This regulation allows players to view the odds of acquiring rare or
sought-after rewards prior to making a purchase, theoretically empowering them to make more
informed choices. This transparency-oriented strategy seeks to diminish the gambling-like
characteristics of loot boxes by ensuring that players are cognizant of the risks involved in their
purchases.

Although this regulatory initiative represents a significant advancement in player protection, it
has not completely resolved the challenges linked to loot boxes, such as financial exploitation
and compulsive spending behaviors. Research indicates that even when players are fully aware
of their odds, they may still invest substantial amounts in pursuit of rare items, motivated by the
hope that their next purchase could yield a valuable reward. This tendency is especially
pronounced among younger players, who may lack the maturity to fully grasp the implications
of probability and risk. The temptation of rare rewards can lead to a psychological phenomenon
known as "variable-ratio reinforcement,” akin to the mechanics of slot machines and other
forms of gambling. This conditioning maintains player engagement and promotes ongoing
expenditure, irrespective of their understanding of the odds involved. China's approach
highlights both the advantages and drawbacks of transparency in the regulation of digital
content. While revealing probabilities represents a move towards fairness, it fails to tackle the
underlying psychological factors that influence players' spending habits. Additionally, the
success of this strategy is heavily reliant on the willingness of game developers to adhere to
these regulations, as well as the capacity of regulators to enforce them effectively. Despite these
obstacles, China's focus on transparency has motivated other nations to implement similar
initiatives, acknowledging that well-informed consumers are more capable of making
responsible decisions in the digital marketplace. China’s emphasis on transparency offers a

viable model for India to consider, as it allows the gaming industry to thrive while providing a

8 A Middle-Ground Approach: How China Regulates Loot Boxes And Gambling Features In Online Games,
https://www.mondag.com/china/gaming/672860/a-middle-ground-approach-how-china-regulates-loot-boxes-
and-gambling-features-in-online-games
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layer of protection for consumers. India could introduce requirements for probability
disclosures, particularly for games marketed toward younger audiences, to promote informed
spending decisions. Additionally, regulators could mandate periodic checks and audits to ensure

that the disclosed odds align with actual probabilities.
(C) The United Kingdom: Promoting Industry Self-Regulation:

The United Kingdom has chosen a more permissive strategy regarding the regulation of loot
boxes, prioritizing industry self-regulation over extensive legal measures. Instead of
categorizing loot boxes as a type of gambling, the UK Gambling Commission® has urged
developers to implement voluntary practices, such as labeling games that include loot boxes
and providing parental controls to restrict minors' access to these features. This strategy reflects
a belief in the gaming industry's ability to self-regulate and to adopt responsible monetization
practices that adhere to ethical standards and consumer protection principles.

Critics of the UK's approach contend that self-regulation lacks the necessary enforcement
mechanisms to guarantee consistent consumer protection. As game developers are not legally
obligated to limit in-game spending or reveal the actual costs associated with loot boxes,
numerous games persist in employing aggressive monetization tactics that promote excessive
spending. This is particularly alarming for younger players, who may lack the financial literacy
to comprehend the consequences of spending on loot boxes. The efficacy of self-regulation
presupposes that parents are both knowledgeable about and able to implement parental controls,
which is not always guaranteed. Instances have been reported where children have incurred
significant expenses on loot boxes without their parents’ awareness, highlighting the
shortcomings of depending exclusively on industry self-regulation. Nonetheless, the approach
taken by the UK exemplifies a wider trend observed in Western nations, where there is often a
tendency to permit industries to self-regulate prior to considering legislative action. This
perspective is rooted in a belief in the market's capacity to respond to consumer demands
without excessive governmental oversight. The UK model demonstrates the limitations of
relying solely on industry self-regulation. While self-regulation could complement legal
measures, India would need enforceable laws to ensure compliance across the industry. An
approach that combines minimal legal intervention with self-regulatory guidelines may be
beneficial, encouraging developers to take proactive steps toward consumer protection while

establishing enforceable standards.

% Loot boxes within video games, https://www.gamblingcommission.gov.uk/news/article/loot-boxes-within-video-
games
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(D) Japan: Combating Exploitative Practices with the “Kompu Gacha” Ban®®

Japan’s approach to loot boxes reflects a proactive stance on preventing exploitative practices.
The Japanese government has banned the “kompu gacha” system, a specific type of loot box
that requires players to collect a series of rare items to unlock larger rewards. This system was
deemed exploitative as it encouraged excessive spending and, in some cases, compulsive
behavior among players. Following this ban, Japanese regulators introduced a range of other
measures to ensure that loot boxes did not disproportionately affect players financially.
Japanese regulations have also emphasized player autonomy, promoting features that limit the
amount of money players can spend on loot boxes in a given period. Although Japan has
not imposed a full ban on loot boxes, its focus on limiting exploitative elements and ensuring
fair practice has proven effective in minimizing financial risks for players, especially younger

ones.

Japan’s focus on banning exploitative features and establishing spending caps offers a balanced
approach that prioritizes consumer welfare without stifling industry growth. India could
consider banning specific exploitative features within loot boxes, such as “rare-item collection”
models, while implementing spending limits for minors. These measures could prevent
excessive financial outlay and encourage responsible gaming practices, especially among

younger players.
(E) Australia and the European Union: Toward Unified Standards

Australia has actively researched loot boxes' psychological impact, conducting studies to assess
whether loot boxes qualify as a gambling activity. The Australian Communications and
Media Authority (ACMA) !thas also fined companies for failing to disclose loot box
probabilities, showcasing a commitment to transparency and consumer rights. Similarly, the
European Union has moved toward establishing a unified set of standards across member states,

although enforcement varies by country.

Within the EU, nations such as the Netherlands and Germany have enacted stricter measures,
while others, like France, opt for more lenient, transparency-based approaches. This diversity
underscores the difficulty in establishing uniform regulations for a complex issue like loot
boxes. However, these regions emphasize consumer protection, mandating that developers

disclose odds and offer parental control features, reflecting a consensus that the issue

10 The Curious Case of Loot Boxes: Gaming or Gambling?, https://blog.Iselawreview.com/2021/09/22/the-curious-
case-of-loot-boxes-gaming-or-gambling/

1 ACMA continues illegal gambling crackdown as Casino Belle blocked in Australia,
https://igamingbusiness.com/legal-compliance/acma-illegal-gambling-crackdown-casino-belle-blocked/
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requires some level of legal intervention.

Australia and the EU’s research-driven and unified standards approach could benefit India by
fostering a consistent regulatory framework across states. Given the diverse legal landscape
across Indian states, a standardized approach would reduce regulatory disparities. India could
pursue an evidence-based model, involving studies on loot boxes’ effects and implementing

centralized regulations that state governments can uniformly adopt.
V1. NEED FOR PROPER REGULATION OF LOOT BOXES IN INDIA

As digital gaming proliferates across India, the inclusion of loot boxes in online games presents
significant legal, psychological, and socio-economic concerns. With a rising number of minors
accessing online gaming platforms, and the digital economy growing at an unprecedented rate,
the need for proper laws to govern loot boxes has become urgent. This section delves into the
primary reasons why India requires a clear regulatory framework, examining the implications

from legal, psychological, and global perspectives.
(A) Legal Ambiguity and the Challenges of Enforcing User Protections

Indian law lacks specific provisions addressing digital gaming mechanics, leaving loot boxes
in a regulatory void. The outdated Public Gambling Act of 1867 does not account for modern
gaming structures, and the Contracts Act lacks clarity on wagering in a digital context. While
many states have introduced amendments to regulate online gambling, there is no unified
framework that covers loot boxes, leading to inconsistency and legal confusion. This ambiguity
exposes consumers to potential exploitation and limits the government’s ability to enforce

consumer protection standards effectively.
(B) International Influence and the Need for India to Set Standards

In the global arena, countries like Belgium, China, and Japan have taken strong stances on loot
box regulation, which have set precedents for consumer protection in digital gaming. India, as
one of the world’s fastest-growing gaming markets, faces increasing pressure to align with
global standards or risk falling behind in regulatory developments. By establishing its own
standards for loot box regulation, India could position itself as a leader in digital consumer

protection within the Asia-Pacific region.

Furthermore, as international companies expand their presence in India’s gaming market, the
absence of clear regulations could attract exploitative practices that prioritize profits over player
welfare. Conversely, a well-defined regulatory framework would establish India as a reputable

and responsible market for digital gaming, attracting companies that are willing to operate
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transparently and ethically.

India’s unique legal landscape, with a mixture of central and state jurisdiction over gambling
laws, requires a unified regulatory approach to prevent inconsistencies and ensure
enforceability. The adoption of a national framework, similar to the EU’s movement towards a
unified standard, would set a benchmark for regulating digital gaming and online transactions

in India, potentially influencing regulatory approaches across the region.
VIl. PROPOSALS FOR A REGULATORY FRAMEWORK

As India’s gaming industry continues to grow, developing a comprehensive regulatory
framework for loot boxes is essential for protecting consumers while supporting responsible
industry growth. A balanced approach, combining centralized legislation, state cooperation, and
technological innovations, can effectively address the challenges posed by loot boxes. This
section explores legislative reforms and technological solutions that can help create a safer,

more transparent environment for digital gaming in India.
(A) Unified Central Legislation with State Cooperation

India’s regulatory framework for loot boxes should focus on central legislation, with
enforceable rules that apply across states to avoid the patchwork of regulations currently in
place. State governments currently hold authority over gambling laws, leading to disparities that
hinder effective enforcement and consistent consumer protections. A unified framework under
central legislation would create a more stable environment for both developers and consumers,

ensuring that companies adhere to uniform standards across the country.

Centralized legislation could leverage modern technologies like blockchain to increase
transparency in loot box transactions. Blockchain, with its decentralized ledger system, could
document each loot box transaction, making the odds of winning certain items publicly
accessible and independently verifiable. This technology could address the lack of transparency
in loot box mechanisms, as developers would be required to disclose accurate probabilities,

fostering trust and fair practice within the gaming industry.

The urgency for unified legislation is underscored by the increasing public awareness and
scrutiny of digital monetization practices in gaming. As India’s digital landscape continues to
evolve, implementing centralized, enforceable regulations for loot boxes would establish a
precedent for future laws governing digital consumer rights and online transactions, supporting

a safer, more transparent gaming environment.

(B) Blockchain Technology for Transparency and Accountability
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Blockchain technology presents a promising solution for enhancing transparency and
accountability in loot box transactions. By using blockchain’s decentralized ledger, gaming
companies could document each loot box transaction, making the probability and outcomes
associated with loot boxes publicly accessible. This level of transparency would allow
consumers, particularly parents and guardians, to verify the odds of obtaining certain items and

make informed decisions about in-game spending.

Blockchain-based transparency would also enable regulatory bodies to independently audit loot
box mechanics, ensuring that the odds presented to consumers are accurate and fair. Game
developers could use blockchain to store probability data in an immutable format, allowing
regulators to review the code and verify that it adheres to stated odds. For consumers, this would
establish a level of trust and transparency that is currently lacking, as they would have

confidence that game outcomes are not manipulated or misrepresented.

Implementing blockchain for loot box regulation may involve initial costs and adjustments for
developers, but the long-term benefits in terms of consumer trust and regulatory compliance
make it a worthwhile investment. Additionally, blockchain integration could be incentivized by
the government, potentially through tax incentives or subsidies, to encourage companies to
adopt this technology.

(C) Mandatory Disclosure of Loot Box Probabilities and Odds

Drawing from China’s example, India could require all games featuring loot boxes to display
the probabilities of obtaining specific items clearly and prominently. This would provide
players with essential information before making a purchase, allowing them to make informed
choices about whether to invest in loot boxes. For minors, games could require parental
approval before completing loot box transactions, ensuring that younger players receive

appropriate guidance.

To further support consumer protection, regulators could mandate regular audits to ensure that
the disclosed probabilities align with the actual odds in the game. Discrepancies between
disclosed and actual probabilities would result in penalties for developers, creating

accountability and trust within the gaming industry.

Additionally, loot boxes could feature spending caps to protect consumers from overextending
financially. Spending caps could be tiered based on age or spending history, providing extra
protection for younger or at-risk players. This approach would allow responsible spending while

discouraging exploitative monetization practices.
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VII1l. CONCLUSION

The study concludes that India urgently needs a regulatory framework to address the challenges
posed by loot boxes in online gaming. While loot boxes serve as significant revenue sources for
developers, they also pose risks associated with gambling-like behaviors. A balanced approach,
informed by international models, could help India safeguard consumers without stifling
industry growth. By introducing regulations that focus on transparency, age restrictions, and
spending limits, India could mitigate the potential harms associated with loot boxes while

fostering responsible industry practices
(A) Recommendations:

e Establish unified legislation to regulate loot boxes, including requirements for age

verification, transparency, and spending caps.

e Mandate transparency by requiring developers to disclose probability rates for loot box

rewards.

e Utilize blockchain technology to ensure transparency and fairness in loot box transactions.

*hkkkk

© 2024. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1000 International Journal of Law Management & Humanities [Vol. 7 Iss 6; 980]

I X. REFERENCES
1. McCaffrey, M. (2019). The Loot Box Controversy: Gambling or Game Design?
gamelegalstudies.org

2. Derrington, S. (2019). Loot Boxes and the Global Regulatory Response: A

Comparative Analysis. gaminglawjournal.com

3. Gambling Commission UK. (2020). Regulating In-Game Purchases: The Role of Loot

Boxes. gamblecommission.org.uk

4. Electronic Arts Financial Reports. (2021). Annual Revenue from In-Game

Purchases.ea.com

5. Fong, R. (2020). Loot Boxes and Player Behavior: The Rise of Digital Addiction.

psychologicalgameresearch.com

6. Chandrasekaran, N. (2022). India’s Outdated Gambling Laws and the Future of Digital

Gaming Regulation. legalspectrum.in

7. Xiao, L. (2023). Loot Box State of Play 2023: Law, Regulation, Policy, and
Enforcement Around the World. Mary Ann Liebert, Inc.

8. Zendle, D., Cairns, P. (2018). Video Game Loot Boxes are Linked to Problem
Gambling: Results of a Large-Scale Survey. PLOS ON

*kkkk

© 2024. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

