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Laws in the Limelight: The Legal Drama of
Social Media

DHANSHREE MISHRA!

ABSTRACT
The advent of social media has significantly transformed communication, business, and

personal interactions, offering unprecedented opportunities for expression and
connectivity. However, this rapid evolution has also introduced a complex array of legal
challenges that regulators, companies, and users must navigate. This paper explores the
multifaceted legal landscape of social media, focusing on four primary areas: privacy,
freedom of speech, intellectual property, and cybersecurity.

Privacy concerns are paramount, as social media platforms collect vast amounts of
personal data, often without clear user consent. The implementation of the General Data
Protection Regulation (GDPR) in Europe has set a global benchmark for data protection,
influencing how social media companies handle user data. High-profile cases, such as the
Cambridge Analytica scandal, underscore the urgent need for stringent data protection
measures.

Freedom of speech on social media platforms presents a dichotomy, balancing the right to
express oneself with the necessity of moderating harmful content. This tension is exemplified
by debates over content moderation policies implemented by platforms like Twitter and
Facebook, which aim to curb hate speech and misinformation while avoiding censorship.
Intellectual property rights are frequently challenged by the sharing-centric nature of social
media. Copyright infringement and trademark misuse are common issues, prompting the
development of automated systems to detect and manage IP violations. Companies face the
ongoing challenge of protecting their intellectual property in a dynamic online environment.
Cybersecurity remains a critical concern, as social media platforms are frequent targets for
cyberattacks. High-profile data breaches, such as the 2018 Facebook data leak, highlight
the need for robust cybersecurity measures and regulatory frameworks like the
Cybersecurity Information Sharing Act (CISA) to enhance data protection and trust.

This paper provides a comprehensive overview of these key legal issues, examining
landmark cases, legislation, and regulatory responses. It underscores the importance of
evolving legal frameworks to keep pace with technological advancements and societal
changes, ensuring the protection of user rights and the promotion of responsible business

practices.

! Author is a student at Thakur Ramnarayan College of Law, India.
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I. INTRODUCTION

The proliferation of social media platforms has fundamentally altered the landscape of
communication, business, and personal interactions, embedding itself deeply into the fabric of
modern society. From Facebook and Twitter to Instagram and TikTok, these platforms offer
unprecedented opportunities for connectivity, self-expression, and economic activity. However,
the rapid and often unregulated growth of social media has introduced a complex array of legal

challenges that have profound implications for users, companies, and policymakers alike.

One of the most pressing legal issues in the realm of social media is privacy. Social media
platforms collect and process enormous amounts of personal data, often with limited
transparency about how this information is used or shared. The General Data Protection
Regulation (GDPR) in the European Union represents a significant regulatory response, setting
rigorous standards for data protection and user consent. High-profile incidents, such as the
Cambridge Analytica scandal, have underscored the critical need for robust data protection
measures and have led to increased scrutiny and regulatory actions against social media

companies.

Freedom of speech is another critical area where social media law is evolving. While these
platforms provide a global stage for individuals to voice their opinions, they also face the
challenge of moderating content to prevent harm, such as hate speech and misinformation. This
balance between ensuring free expression and maintaining a safe online environment has led to
contentious debates and legal battles, exemplified by cases involving high-profile figures and
controversial content moderation decisions. The legal complexities of content moderation
policies and their implications for free speech have become a focal point in the discourse

surrounding social media regulation.

Intellectual property rights are frequently contested in the context of social media. The ease of
sharing and distributing content can lead to copyright infringement and trademark violations,
prompting legal actions and the development of sophisticated automated systems to detect and
manage such infringements. Companies and content creators alike must navigate these
challenges to protect their intellectual property while leveraging the reach of social media. The

balance between promoting innovation and protecting intellectual property rights is a delicate
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one, requiring continuous legal adaptation.

This paper aims to provide a comprehensive analysis of these key legal issues in social media,
exploring landmark cases, legislative developments, and the ongoing dialogue among
stakeholders to ensure that legal frameworks evolve in tandem with technological
advancements. By examining these areas, we can better understand the complex legal landscape
of social media and its implications for the future. The goal is to highlight the importance of
proactive legal measures and informed policymaking to address the dynamic challenges posed
by the ever-evolving world of social media.

II. PRIVACY PREDICAMENTS: BALANCING PERSONAL PRIVACY AND PUBLIC

EXPOSURE ON SOCIAL MEDIA

Privacy concerns have become increasingly prevalent in the digital age, with social media
platforms serving as arenas where personal information is often shared, sometimes
inadvertently, to wide audiences. The legal landscape surrounding privacy on social media is
complex, shaped by a combination of legislation, judicial rulings, and platform policies.

Data Collection and Sharing: Social media platforms have become notorious for their
extensive data collection practices, gathering a plethora of user information including but not
limited to demographic data, browsing habits, and content preferences?. This data is often
utilized for targeted advertising and may even be shared with third-party advertisers and
partners, leading to significant concerns regarding user privacy and data security.

Privacy Settings and Control: While social media platforms typically offer users a range of
privacy settings to manage the visibility of their content and the accessibility of their personal
information®, navigating these settings can be daunting for many users. Consequently, instances
where users inadvertently expose sensitive information to a wider audience are not uncommon,

highlighting the need for improved user education and intuitive privacy controls.

Location Tracking and Geotagging: The integration of geolocation features in social media
applications enables users to share their current whereabouts, thereby facilitating location-based
services and allowing users to "check in" at specific places®. However, this functionality also

raises significant privacy concerns, as it may disclose users' real-time locations to potential

2 Meta privacy policy - how meta collects and uses User Data (no date) Facebook. Available at:
https://www.facebook.com/privacy/policy/ (Accessed: 04 June 2024).

3 Dhanshree (no date) Privacy policy, Twitter. Available at: https://twitter.com/en/privacy/previous/version_16
(Accessed: 04 June 2024).

4 Dhanshree (no date a) Meta privacy policy - how meta collects and uses User Data, Help Center. Available at:
https://help.instagram.com/519522125107875 (Accessed: 04 June 2024).
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threats or unwanted attention.

Content Sharing and Re-sharing: The viral nature of social media platforms means that
content shared by users can rapidly disseminate beyond their intended audience, potentially
leading to inadvertent privacy breaches®. Even content shared within private groups or messages
is not immune to unauthorized dissemination, as screenshots and downloads can allow content

to be shared outside of its original context.

Cyberstalking and Online Harassment: Social media platforms have unfortunately become
breeding grounds for cyberstalking, harassment, and online abuse®. Malicious actors may
exploit lax privacy settings or impersonate others to gain access to private information, resulting
in real-world safety concerns for victims. The anonymity afforded by social media platforms
further exacerbates these issues, making it challenging for victims to identify and confront their

aggressors.

Legal Protections and Remedies: Individuals have certain legal protections against privacy
violations on social media, including laws governing data protection, harassment, defamation,
and unauthorized access to computer systems’. Victims of privacy breaches may seek remedies
through civil lawsuits, law enforcement intervention, or by reporting violations to platform
administrators. However, the effectiveness of legal remedies is often hindered by jurisdictional

challenges, resource constraints, and the evolving nature of online privacy threats.

In summary, the pervasive nature of social media presents a myriad of challenges for
safeguarding personal privacy. Addressing these privacy predicaments requires a multi-faceted
approach encompassing user education, platform accountability, technological innovation, and
robust legal frameworks.

III. INTELLECTUAL PROPERTY BATTLES: NAVIGATING COPYRIGHT, TRADEMARK,

AND CONTENT OWNERSHIP ON SOCIAL MEDIA

Copyright Infringement: Social media platforms have revolutionized content sharing, but this

has also led to a surge in copyright infringement cases®. Users often repost images, videos, and

5 Stockham, K. (2023) Council post: Privacy and social media: Are you violating your own company policy?,
Forbes. Awvailable at: https://www.forbes.com/sites/forbescommunicationscouncil/2023/02/07/privacy-and-
social-media-are-you-violating-your-own-company-policy/ (Accessed: 04 June 2024).

6 Duggan, M. (2017) Online harassment 2017, Pew Research Center. Available at:
https://www.pewresearch.org/internet/2017/07/11/online-harassment-2017/ (Accessed: 04 June 2024).

" Schwartz, A. (2019) Digital Privacy at the U.S. border: Protecting the data on your devices, Electronic Frontier
Foundation. Available at: https://www.eff.org/wp/digital-privacy-us-border-2017 (Accessed: 04 June 2024).

8 Office, U.S.C. (no date) Copyright law of the United States (title 17) and related laws contained in title 17 of the
United States code, Copyright Law of the United States | U.S. Copyright Office. Awvailable at:
https://www.copyright.gov/title17/ (Accessed: 04 June 2024).
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articles without proper attribution or authorization, violating the original creator's copyright.
This has sparked legal battles between content creators, platform users, and social media
companies over the unauthorized use and distribution of copyrighted material.

Fair Use and Transformative Works: The concept of fair use plays a pivotal role in
intellectual property battles on social media®. Users may argue that their use of copyrighted
material falls under fair use, particularly if the content is transformed in a way that adds new
meaning or commentary. However, determining what constitutes fair use can be subjective and

often leads to disputes and litigation.

Trademark Disputes: Social media platforms are not immune to trademark infringement
issues, with companies and individuals clashing over the unauthorized use of trademarks in
usernames, profiles, and hashtags®. This is especially prevalent in cases where users attempt to
capitalize on the brand recognition of established trademarks for their own gain, leading to legal

action to protect intellectual property rights.

User-Generated Content and Platform Policies: Many social media platforms rely on user-
generated content to drive engagement, but this poses challenges in terms of intellectual
property ownership and rights management*!. Platform policies regarding content ownership
and licensing agreements may conflict with users' expectations, leading to confusion and

potential legal disputes over the control and monetization of user-created content.

Digital Millennium Copyright Act (DMCA) Takedowns: The DMCA provides a framework
for addressing copyright infringement on online platforms, allowing copyright holders to submit
takedown notices for infringing content'2. However, the efficacy of DMCA takedowns on social
media platforms is debated, with concerns raised about the volume of false or abusive takedown

requests and the impact on freedom of expression.

Emerging Technologies and Intellectual Property Challenges: The rise of new technologies
such as artificial intelligence, virtual reality, and augmented reality presents novel intellectual
property challenges on social media®®. Issues such as deepfakes, virtual property rights, and

algorithmic content generation raise questions about ownership, attribution, and legal

% Wilson, C. and Minow, M. (2021) Home, Stanford Copyright and Fair Use Center. Available at:
https://fairuse.stanford.edu/ (Accessed: 04 June 2024).

10 Trademark basics (2023) United States Patent and Trademark Office - An Agency of the Department of
Commerce. Available at: https://www.uspto.gov/trademarks/basics (Accessed: 04 June 2024).

11 Help center (no date) Help Center. Available at: https://help.instagram.com/ (Accessed: 04 June 2024).

12 Office, U.S.C. (no date b) The Digital Millennium Copyright Act, The Digital Millennium Copyright Act | U.S.
Copyright Office. Available at: https://www.copyright.gov/dmca/ (Accessed: 04 June 2024).

13 Ip and Frontier Technologies (no date) WIPO. Available at: https://www.wipo.int/about-
ip/en/frontier_technologies/ai_and_ip.html (Accessed: 04 June 2024).
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responsibility in the digital realm.

In conclusion, intellectual property battles on social media are multifaceted and continually
evolving, shaped by the intersection of technology, creativity, and legal frameworks.
Navigating these battles requires a nuanced understanding of intellectual property laws,

platform policies, and user behavior in the digital age.

IV. DEFAMATION DILEMMAS: NAVIGATING LIBEL AND SLANDER IN THE AGE OF

SOCIAL MEDIA

Definition and Legal Standards: Defamation involves making false statements about a person
that can harm their reputation. Libel refers to written defamatory statements, while slander
refers to spoken ones. *To prove defamation, the plaintiff typically must show that the
statement was false, published to a third party, made with at least a negligent disregard for the

truth, and caused damage to the plaintiff's reputation.®

Public Figures vs. Private Individuals: The legal standards for proving defamation differ
between public figures and private individuals. Public figures must demonstrate "actual malice,"”
meaning the statement was made with knowledge of its falsity or with reckless disregard for the
truth'®. Private individuals, on the other hand, need only show that the statement was made

negligently.

The Role of Social Media: Social media platforms have amplified the reach and speed of
defamatory statements. False information can spread rapidly, causing significant reputational
harm before corrective measures can be taken'’. This instant dissemination makes it challenging

to address and rectify defamatory statements promptly.

Anonymous and Pseudonymous Speech: Social media allows users to post anonymously or
under pseudonyms, complicating defamation cases. Identifying the true identity of the defamer
can be difficult, requiring legal action to compel platforms to disclose user information'®. This
anonymity can embolden individuals to make defamatory statements without fear of immediate

repercussions.

14 Slander (no date) Legal Information Institute. Available at: https://www.law.cornell.edu/wex/slander (Accessed:
05 June 2024).

5 (No date) GPSolo Magazine. Available at: https://www.americanbar.org/groups/gpsolo/publications/gp_solo/
(Accessed: 05 June 2024).

6 New York Times Co. v. Sullivan, 376 U.S. 254 (1964) (no date) Justia Law. Available at:
https://supreme.justia.com/cases/federal/us/376/254/ (Accessed: 05 June 2024).

17 Anderson, Janna. “The Future of Truth and Misinformation Online.” Pew Research Center, Pew Research
Center, 19 Oct. 2017, www.pewresearch.org/internet/2017/10/19/the-future-of-truth-and-misinformation-online/.
18 Sanchez, Catalina, et al. Electronic Frontier Foundation, www.eff.org/. Accessed 5 June 2024.
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Platform Liability and Section 230: In the United States, Section 230 of the Communications
Decency Act provides social media platforms with immunity from liability for content posted
by users'®. This means that platforms are generally not held responsible for defamatory
statements made by users. However, this protection is not absolute, and ongoing debates about

its scope and potential reforms continue.

Impact of Defamation on Individuals and Businesses: Defamatory statements on social
media can have severe consequences for individuals and businesses. They can lead to loss of
employment, business opportunities, and personal relationships, as well as emotional distress?.

High-profile cases often highlight the devastating impact of online defamation.

Legal Remedies and Challenges: Victims of defamation on social media can seek legal
remedies such as filing a defamation lawsuit, obtaining a court order to remove defamatory
content, and pursuing damages for reputational harm?!. However, legal proceedings can be
costly, time-consuming, and may not always result in the removal of defamatory content from

all platforms.

International Perspectives: Defamation laws vary significantly across jurisdictions, with some
countries imposing stricter penalties and others offering greater protections for freedom of
speech??, The global nature of social media complicates defamation cases, as defamatory

content can cross borders and involve parties in different legal systems.

In summary, defamation dilemmas on social media present complex legal challenges that
require balancing the protection of individuals' reputations with the principles of free speech.
Navigating these dilemmas involves understanding the legal standards, addressing the unique
features of social media, and seeking appropriate legal remedies.

V. CYBERBULLYING AND HARASSMENT: LEGAL AND SOCIAL IMPLICATIONS IN THE
DIGITAL AGE
Definition and Forms of Cyberbullying and Harassment: Cyberbullying involves the use of
digital technology to harass, threaten, or humiliate an individual. It can take many forms,

including sending mean messages, spreading rumours, sharing private information, and

impersonation. Online harassment extends to severe and persistent behaviour that threaten the

19 «“Section 230 Successes.” Electronic Frontier Foundation, 2023, www.eff.org/issues/cda230/successes.

20 sanchez, Catalina, et al. Electronic Frontier Foundation, www.eff.org/. Accessed 5 June 2024.

21 Forbes, Forbes Magazine, www.forbes.com/. Accessed 5 June 2024.

22 “Digital Media Law Project.” Defamation | Digital Media Law Project, www.dmlp.org/legal-guide/defamation.
Accessed 5 June 2024.
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safety and well-being of the victim.?3

Prevalence and Impact: Cyberbullying and online harassment are widespread issues affecting
individuals of all ages, but particularly prevalent among teens and young adults. The impacts
can be severe, leading to emotional distress, mental health issues, and in extreme cases, self-
harm or suicide®*. Victims often experience anxiety, depression, and a decline in academic or

work performance.

Legal Frameworks and Protections: Laws addressing cyberbullying and harassment vary
widely by jurisdiction. In the United States, several states have enacted specific cyberbullying
laws, while federal laws such as the Communications Decency Act provide some protections.
Other countries have introduced laws that criminalize online harassment and impose penalties

on perpetrators.

Role of Social Media Platforms: Social media companies have implemented policies and tools
to combat cyberbullying and harassment. These include content moderation, reporting
mechanisms, and community guidelines aimed at fostering a safe online environment?. Despite
these efforts, enforcement remains inconsistent, and harmful content can often slip through the

cracks.

Anonymity and Pseudonymity: The anonymity afforded by social media platforms can
embolden individuals to engage in bullying and harassment without fear of immediate
consequences. This anonymity complicates efforts to hold perpetrators accountable, as

identifying them often requires legal action to compel platforms to disclose user information.

Educational and Preventative Measures: Education plays a crucial role in preventing
cyberbullying and harassment. Schools and organizations have developed programs to teach
digital citizenship, responsible online behaviour, and the importance of empathy?®. Awareness
campaigns and resources for victims also help in providing support and encouraging reporting

of incidents.

Support for Victims: Victims of cyberbullying and harassment can seek support through
various channels, including counselling services, support groups, and legal assistance. Many
organizations provide hotlines and online resources to help victims cope with the emotional

impact and take steps to protect themselves.

2“Research & Policy.” National Conference of State Legislatures,
www.ncsl.org/research/education/cyberbullying. Accessed 6 June 2024.

2 MAYO CLINIC, “"TEEN SUICIDE: WHAT PARENTS NEED TO KNOW",”.

25 <" AWS AND POLICIES",” CYBERBULLYING RESEARCH CENTER.

26 «"CYBERBULLYING AMONG YOUNG PEOPLE",” EUROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS.
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Challenges in Enforcement and Legislation: Enforcing laws against cyberbullying and
harassment presents significant challenges. Jurisdictional issues, the rapid evolution of
technology, and the global nature of social media complicate legal responses. Additionally,
balancing free speech with the need to protect individuals from harm remains a contentious

issue.

In summary, cyberbullying and harassment on social media are complex problems that require
a multifaceted approach, including robust legal frameworks, proactive platform policies,

educational initiatives, and comprehensive support systems for victims.
VI. CONCLUSION

The rapid evolution of social media has revolutionized communication, business, and personal
interactions, offering unprecedented opportunities for expression and connectivity. However,
this transformation has also introduced a complex array of legal challenges that require careful

navigation by regulators, companies,

There are no sources in the current document. and users alike. The legal landscape of social
media is multifaceted, with key issues revolving around privacy, freedom of speech, intellectual

property, and cybersecurity.

In terms of privacy, the implementation of the General Data Protection Regulation (GDPR) in
Europe has set a global standard for data protection, compelling social media companies to
adopt rigorous measures in handling user data. High-profile incidents, such as the Cambridge
Analytica scandal, have underscored the necessity for stringent data protection and transparency
in data practices. These cases have highlighted the importance of user consent and the need for

robust mechanisms to safeguard personal information.

The issue of freedom of speech on social media presents a delicate balance between protecting
individual expression and moderating harmful content. Platforms like Twitter and Facebook
have faced significant scrutiny over their content moderation policies, which aim to curb hate
speech and misinformation while avoiding censorship. These debates illustrate the ongoing
struggle to define the boundaries of acceptable speech and the responsibilities of social media

companies in maintaining a safe and respectful online environment.

Intellectual property rights are frequently challenged by the sharing-centric nature of social
media. Copyright infringement and trademark misuse are common issues, prompting the
development of automated systems to detect and manage IP violations. Protecting intellectual

property in such a dynamic environment is a continuous challenge, as companies strive to
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uphold creators' rights and prevent unauthorized use of their content. The need for effective IP
management systems is critical in ensuring that social media remains a platform for innovation

and creativity.

Cybersecurity is a paramount concern, with social media platforms being frequent targets for
cyberattacks. High-profile data breaches, such as the 2018 Facebook data leak, have highlighted
the wvulnerabilities of these platforms and the need for robust cybersecurity measures.
Regulatory frameworks like the Cybersecurity Information Sharing Act (CISA) play a vital role
in enhancing data protection and fostering trust among users. Ensuring the security of personal

information is essential in maintaining the integrity and reliability of social media platforms.

In conclusion, the legal challenges posed by social media necessitate an ongoing evolution of
legal frameworks to keep pace with technological advancements and societal changes. The
protection of user rights and the promotion of responsible business practices are crucial in
fostering a secure and innovative digital environment. As social media continues to evolve, it
is imperative that legal standards and regulatory measures adapt to address the emerging issues,
ensuring that social media remains a powerful tool for connection and expression in a safe and

equitable landscape.
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