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Internet of Things (IoT): Balancing

Connectivity and Privacy in India

SAYANTIKA HALDER'

ABSTRACT
The Internet of Things (10T) is a revolutionary technological advancement that connects a

vast array of physical devices to the internet, allowing them to collect, exchange, and
process data. Although the Internet of Things (10T) has the potential to transform industries
and enhance the quality of life by enhancing efficiency and convenience, it also raises
substantial concerns regarding data privacy and protection. The unique challenges of
protecting user privacy and ensuring data security are posed by the vast quantity of data
generated by loT devices, which frequently includes sensitive personal information. This
paper examines into the intersection of data privacy and loT, emphasising the risks,
regulatory frameworks, and best practices that are crucial for safeguarding personal data
in a world that is becoming more interconnected.

Keywords: Internet of Things (loT), Data Privacy, Data Protection, Cybersecurity,

Informed Consent, Sensitive Personal Data, Data Security.

l. INTRODUCTION

A broad spectrum of physical devices that are connected to the internet and collect,
communicate, or utilise data is referred to as the Internet of Things (1oT). This involves personal
wearables such as watches and glasses, household appliances like televisions, industrial
machinery like forklifts, and urban infrastructure like traffic lights?. 10T devices have the
potential to generate substantial public value, notably in the public sector, where they provide

significant advantages in terms of efficiency, convenience, and insights.

Nevertheless, the concerns regarding data privacy and protection are increasing in conjunction
with the accelerated expansion of 10T adoption. Serious privacy challenges are frequently posed
by the enormous quantities of data generated by these devices, which frequently contain
personal, health, and sensitive information. The potential for detrimental and unforeseen

consequences increases as a result of the increased risks of data misuse, breaches, and

! Author is a student at Symbiosis Law School, Pune, India.

2 Yasar, K. and Gillis, A.S. (2024) What is 10T (internet of things)?: Definition from TechTarget, 10T Agenda.
Available at: https://www.techtarget.com/iotagenda/definition/Internet-of-Things-loT (Accessed: 20 August
2024).
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unauthorised access in the absence of adequate data privacy measures.

In an era where the Internet of Things (loT) is revolutionising the way businesses and
consumers interact with technology, it is more important than ever to ensure that data protection
is robust. As the interdependence of 10T devices continues to expand, it is necessary to confront
new challenges regarding data security, privacy, and compliance. As a result, this paper explores
the implications of data privacy in the context of 10T, underscoring the necessity of stringent
data protection practices, informed consent, and increased transparency to secure sensitive

information in this rapidly changing digital landscape.
(A) Objectives

e Analyse the potential for data misuse and the privacy challenges associated with loT

devices.

e Analyse the current regulatory frameworks, including the DPDP Act 2023 and the IT
Act 2000, in relation to the privacy of loT data.

e Analyse the efficacy of existing security protocols in safeguarding loT data from
breaches.

e Understand the process of obtaining and managing informed consent in the collection
of loT data.

I1I. ANALYSIS

The Internet of Things (1oT) has swiftly evolved as a revolutionary effect, interconnecting
thousands of millions of devices globally, such as industrial equipment, urban infrastructure,
and smart home appliances. These devices are constantly collecting and transmitting immense
amounts of data, which provides valuable insights and enhances efficiency across a variety of
sectors®. Nevertheless, the sensitive nature of the information that 10T devices frequently handle
raises significant concerns regarding data privacy and protection, as a result of the extensive

data collection capabilities of these devices.

loT devices are typically intended to operate autonomously, collecting data without the need
for active user input. This data can encompass a wide range of sensitive personal information,
including medical history from digital fitness devices, precise location data from smart vehicles,

and even audio and visual recordings from security systems in homes*. The potential for

3 What is the iot? everything you need to know about the internet of things right now (no date) ZDNET. Available
at: https://www.zdnet.com/article/what-is-the-internet-of-things-everything-you-need-to-know-about-the-iot-
right-now/ (Accessed: 20 August 2024).

4 Allioui, H. and Mourdi, Y. (2023) Exploring the full potentials of 10T for better financial growth and stability:
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unauthorised access or data breaches poses a substantial danger to user privacy, and the volume,
variety, and sensitivity of the data collected by 10T devices make them attractive targets for

cybercriminals.

The absence of transparency and user control over data collection and its subsequent use is one
of the primary obstacles to ensuring data privacy within the 1oT ecosystem. Users may be
oblivious of the extent of the data being collected, the manner in which it is being processed, or
the individuals who may have access to it, as a result of the fact that many loT devices are
designed to operate in the background. This issue is further complicated by the fact that 10T
devices are frequently interconnected, which means that a security vulnerability in one device
has the potential to compromise an entire network of devices, thereby escalating the privacy

risks.

Regulatory frameworks, including the Digital Personal Data Protection Act of 2023 and the
Information Technology Act of 2000 in India, have been established to establish legal
obligations and guidelines for the preservation of personal data in order to address these
concerns. For instance, the DPDP® Act underscores critical principles such as the requirement
to acquire informed consent prior to processing personal data, purpose limitation, and data
minimisation. These principles are essential in the context of 10T, where data is frequently
collected passively and continuously. Nevertheless, the rapid speed of loT technology's
evolution often exceeds the pace of regulatory developments, which leads to enforcement gaps

and challenges in ensuring comprehensive compliance.

It is imperative to implement robust cybersecurity measures in light of the increased privacy
risks associated with 10T. Traditional security protocols encounter distinctive obstacles as a
result of the frequently restricted processing power and memory of loT devices. Manufacturers
and service providers must prioritise the development of secure communication channels,
lightweight encryption methods, and regular software updates to mitigate potential threats in
order to confront these obstacles. Additionally, the implementation of industry-wide security
standards can assist in the establishment of a standard level of protection for all 10T devices,
guaranteeing that even those with limited resources are provided with sufficient security

measures®.

A comprehensive survey, MDPI. Available at: https://www.mdpi.com/1424-8220/23/19/8015 (Accessed: 20
August 2024).

® Digital Personal Data Protection Act of 2023.

® Rueda-Rueda, J.S. and Portocarrero, J.M.T. (2021) Framework-based security measures for internet of thing: A
literature review, De Gruyter. Available at: https://www.degruyter.com/document/doi/10.1515/comp-2020-
0220/html?lang=en (Accessed: 20 August 2024).
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It is a complex but essential endeavour to balance the innovative potential of 0T with the
necessity of safeguarding user privacy. It is imperative that manufacturers, regulators, and
consumers work together to establish a secure and privacy-conscious 10T ecosystem as loT
technology continues to evolve. This encompasses the development of devices with privacy
considerations as a default feature, the implementation of rigorous data protection measures,
and the provision of comprehensive information and empowerment to users to manage their
own data. The full benefits of 10T can be realised while mitigating the associated dangers to

data privacy and protection by addressing these challenges.
III. LEGAL FRAMEWORK

The Legal Framework for Data Privacy and Protection in India, particularly in the context of
the Internet of Things (10T), is primarily influenced by the Information Technology Act, 2000,
and the Digital Personal Data Protection Act of 2023. These laws outline the groundwork for
the regulation of data privacy, protection, and security in a digital environment that is becoming

more interconnected.
(A) Information Technology Act, 2000 (IT Act)

The IT Act of 2000 is the foundation of India’s legal framework for cybersecurity and electronic

commerce.

The Act contains numerous provisions that are pertinent to the privacy and protection of data

in the context of the Internet of Things (10T):

e Section 43A: This section’ pertains to compensation for data breaches. It requires that
any corporate entity that manages sensitive personal data or information (SPDI)
establish and sustain reasonable security protocols. The entity is responsible for
compensating the affected parties in the event of a breach caused by negligence in the
maintenance of these practices. This provision is especially pertinent for 10T devices

that collect and process sensitive data.

e Section 72A: This section® outlines the consequences for disclosing information in
violation of a lawful contract. It is applicable to individuals who have access to personal
data as a result of a contract, underscoring the significance of confidentiality and non-
disclosure agreements. This is particularly important in the 10T ecosystem, where data

sharing between devices and platforms is prevalent.

7 Section 43A of the Information Technology Act of 2000.
8 Section 72A of the Information Technology Act of 2000.
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e Section 66: This section® pertains to computer-related offences, such as hacking. This
provision ensures that unauthorised access to 10T networks and data is penalised, as 10T

devices are susceptible to threats.
(B) Digital Personal Data Protection Act of 2023 (DPDP Act)

The Digital Personal Data Protection Act of 2023 (DPDP Act) is an exhaustive law that
highlights the rights, responsibilities, and penalties related to the handling of personal data in

India. Several sections of the DPDP Act are particularly pertinent in the context of 10T (Internet
of Things) because of the substantial quantities of confidential and sensitive data that these

devices produce.

The Act contains numerous provisions that are pertinent to the privacy and protection of data

in the context of the Internet of Things (10T):

e Section 4: This section'? establishes the fundamental principles for the processing of
personal data, underscoring the importance of conducting data processing in a fair,
lawful, and transparent manner. This implies that data collection and utilisation must be
consistent with the intended objectives, and the data should be processed only to the
extent required to achieve those objectives for 10T devices. In order to guarantee
transparency in operations, loT providers must ensure that users are apprised about the

data being collected and its intended use.

e Section 7: This section'! underscores the necessity of obtaining explicit consent from
the data principal (individual) prior to processing their personal data. In the context of
the Internet of Things (10T), where devices frequently operate passively, it is imperative
to obtain explicit and informed consent. Clear, accessible, and comprehensible consent
mechanisms must be implemented to ensure that users are informed of the data
collection practices. 10T manufacturers are obligated to develop consent frameworks
that adhere to the following criteria i.e., consent must be freely given, specific, informed,

and unambiguous.

e Section 9: This section'? requires that personal data be processed exclusively for the
purposes that were specified at the time of collection. This means that data collected for

one purpose (e.g., monitoring fitness levels) cannot be utilised or reused for a different

9 Section 66 of the Information Technology Act of 2000.

10 Section 4 of the Digital Personal Data Protection Act of 2023.
11 Section 7 of the Digital Personal Data Protection Act of 2023.
12 Section 9 of the Digital Personal Data Protection Act of 2023.
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one (e.g., tailored advertisement) without obtaining fresh consent from the data principal
for 10T devices. It also underscores the importance of ensuring that data is not retained
for any longer than is required for the intended purpose.

e Section 10: Data minimisation necessitates the collection and processing of only the
data that is essential for the specified purpose. In order to ensure that the device's
function is fulfilled, companies must collect only the minimum amount of data
necessary in the loT ecosystem, where devices have the potential to collect vast
quantities of data. This section!® assists in mitigating the risks associated with the
collection of superfluous data, including the risk of data breaches or misuse.

e Section 12: This section* guarantees that personal data is precise, comprehensive, and
current. The accuracy of the data being processed is of the utmost importance for 10T
devices, particularly when it involves sensitive information like health data or location
monitoring. The data fiduciary (entity responsible for data processing) is required to

take reasonable measures to guarantee the veracity of the data.

e Section 14: This section® requires the implementation of reasonable security safeguards
to protect personal data from unauthorised access, data breaches, or inadvertent loss. In
the context of the Internet of Things (loT), this entails the implementation of rigorous
cybersecurity measures, including encryption, secure communication protocols, and
regular security updates, to safeguard the data collected by loT devices. It also
encompasses routine assessments and examinations to guarantee that the security

measures continue to be effective in the face of evolving threats.

e Section 15: This section®® highlights the rights of data principals, which include the
ability to access, rectify, erase, and port their personal data. This implies that loT users
should have the capacity to access the data their devices collect, rectify any inaccuracies,
request data deletion, or transfer their data to another service provider. IoT companies
must establish mechanisms that enable users to effortlessly exercise these rights, thereby

guaranteeing user control over their data.

e Section 17: The DPDP Act requires all significant data fiduciaries (those who process
a substantial amount of personal data) to appoint a Data Protection Officer (DPO). The

DPO is accountable for undertaking impact assessments, overseeing compliance with

13 Section 10 of the Digital Personal Data Protection Act of 2023.
14 Section 12 of the Digital Personal Data Protection Act of 2023.
15 Section 14 of the Digital Personal Data Protection Act of 2023.
16 Section 15 of the Digital Personal Data Protection Act of 2023.
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data protection laws, and serving as a link between the company and the data protection
authority!” for large-scale 10T service providers. The DPQ's function is essential in
guaranteeing that the 10T ecosystem adheres to legal mandates and that the privacy of

users' data is safeguarded.

Section 21: This section'® mandates that data fiduciaries inform the Data Protection
Board and the affected data principals in the case of a breach of the data. In the context
of the Internet of Things (IoT), where devices are interconnected and breaches can have
widespread implications, it is imperative to provide timely notification in order to
mitigate potential damage. The notification must contain information regarding the

breach, its anticipated consequences, and the corrective measures implemented.

Section 24: The DPDP Act establishes severe penalties'® for non-compliance with its
provisions. Significant fines may be imposed on 10T companies for neglecting to
implement essential data protection measures, obtain proper consent, or notify data
breaches. The penalties function as a deterrent to guarantee that companies prioritise

data privacy and protection in their 10T offerings.

IV. CASES

Aarogya Setu App Case (2020)?°: The Aarogya Setu app, an loTadjacent application

that was developed by the Indian government for COVID-19 contact tracing,
encountered legal challenges due to concerns regarding data privacy, transparency, and
the potential for personal data misuse. The Internet Freedom Foundation (IFF) submitted
a petition that underscored the absence of explicit data protection measures and
legislative support for the application. The case underscored the significance of
guaranteeing that the data collected by these applications, which frequently integrate
with 10T devices such as smartphones, is managed in a transparent and secure manner.
This case underscored the necessity of obtaining informed consent and establishing
explicit data protection policies when collecting personal data through loT-related
applications. Additionally, it underscored the hazards associated with government

surveillance via 10T technologies.

17 Section 17 of the Digital Personal Data Protection Act of 2023.

18 Section 21 of the Digital Personal Data Protection Act of 2023.

19 Section 24 of the Digital Personal Data Protection Act of 2023.

20 Zahoor, F. (2020) Is Aarogya Setu Privacy-first? nope, but it could be-if the government wanted., Internet
Freedom Foundation. Available at: https://internetfreedom.in/is-aarogya-setu-privacy-first-nope-but-it-could-be-
if-the-government-wanted/ (Accessed: 20 August 2024).
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e FETC v. D-Link Systems, Inc. (2017)?!: The Federal Trade Commission (FTC) of the

United States filed a lawsuit against D-Link Systems, a manufacturer of 10T devices,

including security cameras and routers. The Federal Trade Commission (FTC) claimed
that D-Link had neglected to implement reasonable security measures for its devices,
which could have exposed users' personal data to computer hackers. The case
underscored the significance of securing 10T devices and established a precedent for
holding companies accountable for inadequate cybersecurity practices, despite the fact
that the court ultimately dismissed the claim that D-Link's security practices were unjust.
This case emphasises the necessity for 10T manufacturers to establish robust security
protocols to safeguard user data. As the technology becomes more widespread, it is

probable that the legal scrutiny surrounding loT security practices will intensify.

e Ring Doorbell Camera Controversy (2019)?2: Ring, a company that is owned by

Amazon, was subjected to a variety of legal challenges and public scrutiny due to
privacy concerns regarding its loT-based doorbell cameras. Hackers were able to access
Ring cameras, and employees had access to client video feeds. Furthermore, there were
reservations regarding Ring's disclosure of data to law enforcement without sufficient
transparency. Ring revised its privacy policies and implemented numerous security
updates. Nevertheless, the controversy sparked a conversation regarding the equilibrium
between privacy and security in 10T devices. The privacy hazards associated with 10T
devices that capture and store video and audio data were underscored by this case. It
also illustrated the necessity of robust security measures and transparent policies to

safeguard user privacy.
V. CONCLUSION

The increasing number of 10T technology poses both substantial challenges and significant
opportunities, particularly in the context of data privacy and protection. Although 10T devices
provide greater effectiveness, convenience, and valuable information in a variety of sectors,
they also generate substantial amounts of sensitive data that necessitate comprehensive security
measures. In order to ensure the preservation of user privacy and the interplay between
innovative 10T solutions, an integrated approach is required. This approach should include a

focus on transparency and informed consent, as well as advance cybersecurity measures and

ZLETC v. D-Link Sys., Inc., No. 3:17-cv-00039-JD (N.D. Cal. 2017).

22 ju, H. and FTC, S. at the (2023) FTC says ring employees illegally surveilled customers, failed to stop hackers
from taking control of users’ cameras, Federal Trade Commission. Available at: https://www.ftc.gov/news-
events/news/press-releases/2023/05/ftc-says-ring-employees-illegally-surveilled-customers-failed-stop-hackers-
taking-control-users (Accessed: 20 August 2024).
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stringent regulatory frameworks. It is essential for all stakeholders, consumers, regulators, and

manufacturers to work together to establish a secure and privacy-conscious I0T ecosystem as

the Internet of Things (10T) continues to develop. The rights and security of individuals can be

fully realised without compromising the benefits of 10T by prioritising data protection and

privacy.

(A) Suggestions & Recommendations

Improve Transparency in Data Collection: It is imperative that 10T manufacturers

and service providers prioritise transparency by explicitly articulating the data being
collected, its intended use, and the individuals who will have access to it. This can be
accomplished by implementing real-time notifications and user-friendly privacy notices

during the data collection process.

Incorporate Privacy by Layout: Privacy should be a fundamental consideration in the

design of 10T devices from the outset of the product development process. This entails
the integration of data protection principles into the technology, which guarantees the

preservation of privacy throughout the device's lifespan.

Enhance User Consent Mechanisms: 10T providers should establish consent

frameworks that are resilient and that enable users to readily grant or revoke consent, as
well as to be fully informed about data collection practices. This may involve the
implementation of simplified consent processes and the provision of periodic reminders

to users regarding their data-sharing preferences.

Implement Industry-Wide Security Standards: There should be a concerted effort to

standardise and implement security protocols throughout the IoT sector. This
encompasses the implementation of encryption, secure launch mechanisms, and

consistent security updates to safeguard devices from unauthorised access and breaches.

Consistent Security Audits _and Assessments: To identify vulnerabilities and

guarantee that security measures are current, it is beneficial to conduct regular security
audits of 10T devices and systems. All 10T manufacturers and service providers should

be required to undergo these audits.

Educate Consumers on Data Privacy: It is imperative to increase consumer awareness

of the privacy risks associated with 10T devices and to provide them with information
on how to safeguard their personal data. This may be accomplished by means of online

resources, detailed user manuals, and public awareness campaigns.
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e Foster Collaboration Among Stakeholders: In order to resolve the intricate issues

associated with 10T and data privacy, it is recommended that government bodies,
industry executives, and consumer advocacy groups collaborate. This could entail the
exchange of best practices, research, and joint initiatives to enhance the overall security
and privacy.
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