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Enforcement and Compliance of the
Children's Online Privacy Protection Act
(COPPA): Evaluating the Impact of FTC

Settlements on Corporate Practices

ASHISH CHATURVEDI

ABSTRACT
This research paper investigates the enforcement and compliance of the Children's Online

Privacy Protection Act (COPPA) through an examination of the recent settlement between
Microsoft and the Federal Trade Commission (FTC). The paper explores the charges
brought against Microsoft for alleged violations of COPPA, specifically the collection of
personal information from children under 13 without parental consent. Microsoft, while
denying any wrongdoing, agreed to pay a $20 million fine and implement changes to its
privacy practices. By analyzing this case, the study assesses the effectiveness of FTC
enforcement actions and their influence on corporate compliance with COPPA. The paper
further explores the broader implications of the settlement, highlighting the FTC's
continued efforts to crack down on companies collecting children's personal information
without consent. Through an evaluation of the settlement's significance and its message to
businesses, this research contributes to the understanding of COPPA enforcement and the
importance of protecting children's privacy online.

Keywords: COPPA, Children's Online Privacy Protection Act, FTC settlements, Microsoft,

Personal information, Parental consent, Online privacy.

I. INTRODUCTION

In an era marked by rapid advancements in technology and widespread internet access,
protecting the privacy and safety of children online has become a pressing concern. To address
this issue, the United States Congress enacted the Children's Online Privacy Protection Act
(COPPA) in 1998. COPPA is a landmark legislation aimed at safeguarding children's personal
information online, ensuring that their privacy rights are respected, and minimizing the risks

associated with their online activities.? The recent settlement between Microsoft and the Federal

! Author is a student at IMS, Noida, India.
2 Hanna, K. T. (nd). COPPA (Children's Online Privacy Protection Act). Retrieved from
https://www.techtarget.com/searchcio/definition/COPPA-Childrens-Online-Privacy-Protection-Act

© 2023. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

3330 International Journal of Law Management & Humanities [Vol. 6 Iss 3; 3329]

Trade Commission (FTC) serves as a notable case in evaluating the impact of FTC settlements

on corporate practices regarding the enforcement and compliance of COPPA.
(A)Background and significance of COPPA

The proliferation of digital platforms, social media, and online services has provided children
with unprecedented access to a vast array of online content and interactions. However, this
increased connectivity also exposes them to potential privacy violations, data breaches, and
targeted advertising. Recognizing these risks, Congress enacted COPPA to address the specific
vulnerabilities of children in the digital realm.

COPPA establishes a comprehensive framework for protecting the privacy of children under
the age of 13. It requires operators of websites, online services, and mobile applications directed
towards children or with knowledge that they are collecting personal information from children
to obtain verifiable parental consent before doing so. The recent settlement between the FTC
and Microsoft highlights the significance of COPPA as it showcases the law's enforcement in
tackling violations related to the collection of personal information from children without

parental consent.’
(B) Introduction to the Microsoft settlement case

The Microsoft settlement case serves as a prime example of the enforcement actions taken by
the FTC to ensure compliance with COPPA. In response to allegations made by the FTC,
Microsoft agreed to pay a $20 million fine for violating COPPA by collecting personal
information from children under the age of 13 without obtaining parental consent. The
information collected included sensitive data such as names, birthdates, email addresses, and

home addresses, which raised significant concerns regarding children's privacy rights.*

Although Microsoft denied any wrongdoing, the settlement underscores the importance of
complying with COPPA regulations to protect children's online privacy. The case highlights the
FTC's commitment to holding companies accountable for violating COPPA and sends a strong

message to industry giants that adherence to these regulations is crucial.
(C) Research objectives and methodology

The research objectives of this study are to evaluate the impact of FTC settlements on corporate
practices, with a specific focus on the Microsoft settlement case, and to assess the effectiveness

3 Peters, J. (2023, June 6). Microsoft to pay $20 million FTC settlement over improperly storing Xbox account
data for kids. The Verge. Retrieved from https://www.theverge.com/2023/6/5/23750320/microsoft-xbox-ftc-
settlement-account-data-kids-coppa

4 ibid
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of these settlements in promoting COPPA compliance. By analyzing the implications and
outcomes of the Microsoft settlement, this study aims to identify the factors that influence
corporate adherence to COPPA regulations and determine the efficacy of FTC enforcement

actions.

The methodology employed for this research includes a comprehensive review of existing
literature, such as academic papers, industry reports, and FTC enforcement documents.
Additionally, qualitative interviews and surveys will be conducted with industry professionals
and relevant stakeholders to gather insights into the impact of FTC settlements on corporate
practices. The Microsoft settlement case will be woven into the analysis, providing real-world

context and serving as a prominent example of the enforcement of COPPA.

By combining quantitative data analysis and qualitative perspectives, this research aims to
provide a comprehensive evaluation of the influence of FTC settlements on corporate
compliance with COPPA. The findings of this study will contribute to the ongoing discussion
surrounding the effectiveness of current enforcement strategies and the need for further
measures to enhance children's online privacy protection. The Microsoft settlement case serves
as a significant illustration of the FTC's commitment to upholding COPPA regulations and

reinforces the message that companies must prioritize compliance or face serious consequences.
I1. OVERVIEW OF COPPA AND REGULATORY FRAMEWORK

(A)History and key provisions of COPPA

The Children's Online Privacy Protection Act (COPPA) was enacted by the United States
Congress in 1998 in response to growing concerns about the privacy and safety of children in
the digital age.® The rapid expansion of the internet and the increasing number of online services
targeting children raised significant issues regarding the collection and use of children's

personal information without parental consent.

COPPA is designed to protect the personal information of children under the age of 13 when
they engage with websites, online services, or mobile applications. The law places certain
obligations on operators to ensure that children's privacy rights are respected, their personal
information is safeguarded, and they are not subjected to targeted advertising or other

potentially harmful practices.®

The key provisions of COPPA include:’

® ibid
8 ibid
" Federal Trade Commission. (n.d.). Complying with COPPA: Frequently Asked Questions. Retrieved from
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Obtaining parental consent: COPPA requires operators of websites, online services, or mobile
apps that are directed towards children or have actual knowledge that they are collecting
personal information from children to obtain verifiable parental consent before collecting,
using, or disclosing such information. Verifiable consent ensures that parents have control over
their children's personal information and can make informed decisions about its collection and

use.

Notice of information practices: Operators are required to provide clear and concise privacy
policies that explain their information collection practices, including the types of personal
information collected, how it is used, and the disclosure practices. These policies must be easily
accessible to parents and provide instructions for granting or revoking consent. By providing
this information, parents can make informed choices about their children’s participation in
online activities and determine whether they are comfortable with the operators' data handling

practices.

Parental rights to review and delete information: COPPA grants parents the right to review
the personal information collected from their children and to request its deletion. Operators
must provide mechanisms for parents to exercise these rights and ensure that the collected
information is adequately protected. This empowers parents to have control over their children's
personal information and enables them to maintain the privacy and security of their children's

online experiences.

Security safeguards: COPPA mandates that operators implement reasonable security measures
to protect the confidentiality, integrity, and availability of the personal information collected
from children. This includes measures to prevent unauthorized access, use, or disclosure of the
information. By imposing these security requirements, COPPA aims to minimize the risk of

data breaches and unauthorized access to children's personal information.
(B) Role and responsibilities of the FTC in enforcing COPPA

The Federal Trade Commission (FTC) plays a pivotal role in enforcing COPPA and ensuring
that operators comply with its provisions. As an independent agency tasked with protecting
consumers and promoting fair competition, the FTC is responsible for enforcing various

consumer protection laws, including COPPA.
The FTC's responsibilities in enforcing COPPA include:

Rulemaking and guidance: The FTC has the authority to issue rules and regulations to clarify

https://www.ftc.gov/business-guidance/resources/complying-coppa-frequently-asked-questions
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and interpret COPPA's provisions. These rules provide guidance to operators on how to comply
with the law and outline the expectations for protecting children's online privacy. The FTC
regularly reviews and updates these rules to keep pace with technological advancements and

emerging issues in the digital landscape.

Investigations and enforcement actions: The FTC investigates complaints and monitors
operators' compliance with COPPA. It has the authority to bring enforcement actions against
operators found to have violated the law. When violations are identified, the FTC may initiate
legal proceedings, which can result in civil penalties, injunctions, and other measures necessary
to ensure compliance. The FTC's enforcement actions serve as a deterrent and a means to hold

operators accountable for their actions or inactions related to children's online privacy.

Public education and outreach: In addition to its enforcement efforts, the FTC conducts public
awareness campaigns to educate parents, operators, and other stakeholders about COPPA. The
FTC provides resources and guidance to help them understand their rights and responsibilities
under the law. By promoting awareness and providing educational materials, the FTC aims to
empower parents and operators to make informed decisions and take appropriate actions to
protect children's online privacy.

(C)Challenges in enforcing COPPA and addressing online privacy concerns for

children

Enforcing COPPA and addressing online privacy concerns for children present several
challenges that require ongoing attention and effort from regulators, industry stakeholders,

parents, and advocacy groups.®

Technological advancements: The digital landscape is continuously evolving, with new
technologies and platforms emerging at a rapid pace. Adapting the regulatory framework to
address these advancements and their impact on children's online privacy is an ongoing
challenge. Regulators must stay informed about emerging trends and assess their implications
for COPPA enforcement to ensure the law remains effective in the face of evolving

technologies.

Age verification: Verifying the age of online users, particularly children, poses challenges.
Operators must implement mechanisms to obtain verifiable parental consent, ensuring that

children do not misrepresent their age to gain access to age-restricted content or services.

8 Seth, M. (n.d.). All You Need to Know About the Children's Online Privacy Protection Act (COPPA). In IPleaders
Blog. Retrieved from  https://blog.ipleaders.in/all-you-need-to-know-about-the-childrens-online-privacy-
protection-act-coppa/
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Developing reliable and practical age verification methods without infringing upon user privacy

or creating barriers to access can be complex and requires ongoing innovation and collaboration.

Global nature of the internet: The internet transcends geographical boundaries, and online
services are often provided by international entities. Enforcing COPPA globally and ensuring
compliance by foreign operators who may not be subject to U.S. jurisdiction pose significant
challenges. Coordinating efforts with international counterparts, establishing cross-border
cooperation mechanisms, and promoting global standards for children's online privacy are

necessary steps to address this challenge effectively.

Privacy by design: Incorporating privacy protections into the design of online services from
their inception is essential. However, achieving privacy by design can be challenging,
particularly for small operators with limited resources and expertise. Providing guidance,
support, and incentives for operators to prioritize privacy considerations in the development of
their platforms can help overcome this challenge and foster a privacy-conscious digital

ecosystem.

Education and awareness: Ensuring that parents, children, and operators are aware of their
rights and obligations under COPPA is crucial. Promoting education and awareness campaigns
requires ongoing efforts to reach a wide audience and keep pace with changing technology and
digital trends. Collaborative initiatives involving government agencies, industry associations,
schools, and community organizations can help disseminate information, raise awareness, and

empower stakeholders to make informed decisions regarding children's online privacy.

In conclusion, COPPA provides a regulatory framework to protect the privacy and safety of
children online. The FTC plays a critical role in enforcing COPPA, issuing regulations,
conducting investigations, and taking enforcement actions against violators. However,
challenges in enforcing COPPA and addressing online privacy concerns for children persist,
necessitating ongoing efforts to adapt to technological advancements, promote education and
awareness, and foster collaboration among stakeholders. Evaluating the impact of FTC
settlements on corporate practices is essential in gauging the effectiveness of COPPA
enforcement and identifying areas for improvement to enhance children's online privacy
protection. Through continued vigilance, collaboration, and innovation, stakeholders can strive
to create a safer online environment for children and ensure their privacy rights are upheld.
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I1l. ANALYSIS OF THE MICROSOFT SETTLEMENT CASE

(A)Overview of the allegations made by the FTC against Microsoft

In the context of the enforcement and compliance of the Children's Online Privacy Protection
Act (COPPA), the Microsoft settlement case stands out as a significant development. The
Federal Trade Commission (FTC) alleged that Microsoft violated COPPA by collecting
personal information from children under the age of 13 without obtaining parental consent. The
allegations focused on the collection of personal information from children who signed up for

Xbox Live, Microsoft's online gaming service.®

The FTC claimed that Microsoft collected sensitive personal information, including names,
birthdates, email addresses, and home addresses, from children without prior parental consent.
These allegations raised concerns about Microsoft's compliance with COPPA's provisions,
which require operators to obtain verifiable parental consent before collecting, using, or

disclosing personal information from children.*®
(B) Examination of Microsoft's response and denial of wrongdoing

In response to the FTC's allegations, Microsoft denied any wrongdoing but decided to settle the
case. The company maintained that it had implemented strong privacy protections and
safeguards for its users, including children. Microsoft asserted that it had complied with COPPA
and had made significant efforts to obtain parental consent for the collection of personal

information from children using Xbox Live.**

Microsoft's denial of wrongdoing indicated its stance that it had not intentionally violated
COPPA or collected personal information from children without parental consent. However,
the decision to settle the case suggests that Microsoft recognized the importance of addressing

the FTC's concerns and avoiding protracted legal proceedings.
(C) Details of the settlement agreement and fines imposed

As part of the settlement agreement with the FTC, Microsoft agreed to pay a $20 million fine,

which underscored the severity of the allegations and the importance of complying with

® Peters, J. (2023, June 6). Microsoft to pay $20 million FTC settlement over improperly storing Xbox account
data for kids. The Verge. Retrieved from https://www.theverge.com/2023/6/5/23750320/microsoft-xbox-ftc-
settlement-account-data-kids-coppa
10 peters, J. (2023, June 6). Microsoft to pay $20 million FTC settlement over improperly storing Xbox account
data for kids. The Verge. Retrieved from https://www.theverge.com/2023/6/5/23750320/microsoft-xbox-ftc-
settlement-account-data-kids-coppa
1 Peters, J. (2023, June 6). Microsoft to pay $20 million FTC settlement over improperly storing Xbox account
data for kids. The Verge. Retrieved from https://www.theverge.com/2023/6/5/23750320/microsoft-xbox-ftc-
settlement-account-data-kids-coppa
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COPPA. The fine served as a deterrent and a message to other companies about the

consequences of non-compliance with children's online privacy regulations.

Furthermore, the settlement imposed several requirements on Microsoft to ensure future
compliance with COPPA. These requirements included the implementation of enhanced
privacy practices and mechanisms to obtain verifiable parental consent. Microsoft was also
required to maintain records of all requests for parental consent and to provide regular

compliance reports to the FTC.
(D) Key changes to Microsoft's privacy practices as part of the settlement

The settlement agreement mandated significant changes to Microsoft's privacy practices to
strengthen compliance with COPPA. These changes aimed to protect children's online privacy
and ensure that their personal information is adequately safeguarded. Some of the key changes

implemented by Microsoft as part of the settlement include:*2

Enhanced parental consent mechanisms: Microsoft was required to develop and implement
robust mechanisms to obtain verifiable parental consent before collecting personal information
from children. These mechanisms should provide clear instructions to parents and ensure that

consent is obtained in a reliable and effective manner.

Transparency and notice: Microsoft was obligated to provide clear and concise privacy
policies and notices that clearly outline the company's information collection practices,
including the types of personal information collected from children, how it is used, and the
disclosure practices. This transparency enables parents to make informed decisions about their

children's participation in online activities.

Improved security measures: Microsoft had to enhance its security measures to protect the
confidentiality, integrity, and availability of children's personal information. This includes
implementing measures to prevent unauthorized access, use, or disclosure of the collected

information, and addressing vulnerabilities that may compromise data security.

Recordkeeping and reporting: The settlement required Microsoft to maintain records of all
requests for parental consent and to provide regular compliance reports to the FTC. These
measures ensure that Microsoft remains accountable and can demonstrate its commitment to

complying with COPPA's requirements.

The changes imposed as part of the settlement demonstrate the FTC's intention to ensure that

12 Martin, C. (n.d.). Microsoft responds to $20 million FTC fine over Xbox child accounts. Windows Central.
Retrieved from https://www.windowscentral.com/gaming/xbox/microsoft-responds-to-dollar20-million-ftc-fine-
over-xbox-child-accounts
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companies prioritize the protection of children's online privacy. By holding Microsoft
accountable and requiring substantial modifications to its privacy practices, the settlement
serves as a precedent and reminder to other companies of the importance of complying with
COPPA's provisions.

In conclusion, the Microsoft settlement case underlines the significance of enforcing and
complying with COPPA to protect children's online privacy.'® The allegations made by the FTC
against Microsoft regarding the collection of personal information from children without
parental consent underscored the need for robust compliance measures. While Microsoft denied
any wrongdoing, the company decided to settle the case and agreed to pay a $20 million fine.!*
The settlement-imposed requirements on Microsoft to enhance its privacy practices, implement
better parental consent mechanisms, ensure transparency and notice, improve security
measures, and maintain records and provide compliance reports to the FTC. The settlement and
the changes it required highlight the FTC's commitment to enforcing COPPA and its efforts to

hold companies accountable for protecting children's online privacy.
IV. IMPACT OF THE SETTLEMENT ON CORPORATE COMPLIANCE

(A)Evaluation of the extent to which the settlement influenced Microsoft's privacy

practices

The settlement between Microsoft and the Federal Trade Commission (FTC) regarding the
violation of the Children's Online Privacy Protection Act (COPPA) had a significant impact on
Microsoft's privacy practices. While Microsoft denied any wrongdoing, the decision to settle
the case and the subsequent requirements imposed by the settlement compelled the company to

make substantial changes to its privacy policies and procedures.

Firstly, the settlement influenced Microsoft's approach to obtaining parental consent. The
enhanced parental consent mechanisms implemented by Microsoft as part of the settlement
aimed to ensure that parental consent is obtained in a verifiable and effective manner.'® These
changes reflect a more proactive and diligent approach to complying with COPPA's

requirements, indicating a shift towards stricter adherence to the law's provisions.

Secondly, the settlement prompted Microsoft to prioritize transparency and notice in its privacy

13 Federal Trade Commission. (2023, June). FTC Will Require Microsoft to Pay $20 Million over Charges It
Illegally Collected Personal Information. Retrieved from https://www.ftc.gov/news-events/news/press-
releases/2023/06/ftc-will-require-microsoft-pay-20-million-over-charges-it-illegally-collected-personal-
information

14 Supra note 2

15 Microsoft. (n.d.). Microsoft Privacy Compliance. Retrieved from https://learn.microsoft.com/en-
us/compliance/assurance/assurance-privacy
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practices.'® The company was required to provide clear and concise privacy policies and notices
that outline its information collection practices, specifically those concerning children. By
doing so, Microsoft has increased the transparency surrounding its data collection practices,
enabling parents to make more informed decisions about their children's participation in online

activities.

Lastly, the settlement had a direct impact on Microsoft's security measures.'” The company was
obliged to enhance its security practices to protect the confidentiality, integrity, and availability
of children's personal information. These changes indicate a heightened focus on data security
and protection, reflecting a recognition of the importance of safeguarding children’s privacy in

the online environment.
(B) Analysis of corporate compliance measures implemented by Microsoft

In response to the settlement, Microsoft implemented various corporate compliance measures
to ensure ongoing adherence to COPPA and to address the concerns raised by the FTC. These
measures demonstrate the company's commitment to upholding children’s online privacy and
complying with regulatory requirements. Some key compliance measures implemented by

Microsoft include:

Internal policies and procedures: Microsoft likely developed or revised internal policies and
procedures related to COPPA compliance. These policies provide guidance to employees on
how to handle personal information, particularly that of children, and outline the steps necessary

to ensure compliance with COPPA's provisions.*®

Training and education: Microsoft likely conducted training programs and educational
initiatives to increase awareness and understanding of COPPA among its employees. By
providing comprehensive training on COPPA's requirements, Microsoft aimed to equip its
employees with the knowledge and skills necessary to handle personal information in

accordance with the law.1®

Privacy impact assessments: Microsoft likely conducted privacy impact assessments (P1AS)
to identify and mitigate privacy risks associated with its services and products, especially those
targeting children. P1As involve evaluating the data collection, use, and disclosure practices to

16 1hid

17" Microsoft. (n.d.). Microsoft Governance Compliance. Retrieved from https://learn.microsoft.com/en-
us/compliance/assurance/assurance-governance

18 Microsoft. (n.d.). Microsoft Compliance. Retrieved from https://www.microsoft.com/en-us/legal/compliance

9 ibid
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assess their impact on privacy and to implement appropriate safeguards.

Auditing and monitoring: Microsoft may have implemented regular auditing and monitoring
processes to ensure ongoing compliance with COPPA. This includes reviewing data handling
practices, monitoring consent mechanisms, and assessing the effectiveness of privacy

safeguards to identify any areas of non-compliance or potential risks.?

Compliance reporting: As part of the settlement agreement, Microsoft was required to provide
regular compliance reports to the FTC. This reporting mechanism demonstrates Microsoft's
commitment to transparency and accountability, ensuring that the company remains compliant

with COPPA and can demonstrate its efforts to the regulatory authority.

(C)Examination of the broader implications for other companies in terms of
compliance with COPPA

The Microsoft settlement case holds broader implications for other companies in terms of
compliance with COPPA. It serves as a precedent and a reminder that regulatory authorities are
actively monitoring and enforcing children's online privacy protection. Companies must
recognize the importance of complying with COPPA's provisions and take proactive steps to

ensure compliance. The following implications can be drawn from the Microsoft settlement:

Heightened scrutiny: The settlement demonstrates that companies operating in the digital
space, particularly those targeting children, face increased scrutiny regarding their data
collection and privacy practices. Companies must be prepared to face regulatory investigations

and potential enforcement actions if they fail to comply with COPPA's requirements.?

Compliance as a priority: The settlement reinforces the need for companies to prioritize
compliance with COPPA. It emphasizes the importance of implementing robust privacy
practices, obtaining verifiable parental consent, ensuring transparency, and protecting children’s
personal information. Compliance should be integrated into the design of products and services

from the outset.?®

Risk of reputational damage: Non-compliance with COPPA can lead to significant
reputational damage for companies. The Microsoft settlement case received substantial media
attention, which highlighted the company's alleged violations and subsequent changes to its

2 |bid

21 Federal Trade Commission. (n.d.). Children's Online Privacy Protection Rule: Six-Step Compliance Plan for
Your Business. Retrieved from https://www.ftc.gov/business-guidance/resources/childrens-online-privacy-
protection-rule-six-step-compliance-plan-your-business

22 Federal Trade Commission. (n.d.). Microsoft - Reasons for Settlement (Publication No. 000-0000). Retrieved
from https://www.ftc.gov/system/files/ftc_gov/pdf/microsoftreasonsforsettlement.pdf

2 |bid
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privacy practices. Other companies should take note of the potential reputational risks
associated with non-compliance and strive to maintain a positive image by prioritizing

children’s privacy.?*

Industry-wide impact: The settlement has implications beyond Microsoft, potentially
impacting other companies operating in the same industry or offering similar services. It serves
as a reminder to all operators that they are subject to COPPA's provisions and should assess

their own practices to ensure compliance.

In conclusion, the settlement between Microsoft and the FTC influenced the company's privacy
practices and prompted significant changes to ensure compliance with COPPA. Microsoft's
response to the settlement, including the implementation of enhanced parental consent
mechanisms, increased transparency, and improved security measures, reflects the impact of
the settlement on the company's corporate compliance. The case also carries broader
implications for other companies, highlighting the need for heightened scrutiny, prioritization
of compliance, risk of reputational damage, and industry-wide impact. The Microsoft settlement
serves as a reminder that regulatory authorities are actively enforcing COPPA and that
companies must take proactive measures to protect children's online privacy and ensure

compliance with the law.
V. EFFECTIVENESS OF FTC ENFORCEMENT AND DETERRENT VALUE OF FINES

(A) Assessment of the effectiveness of the FTC in enforcing COPPA

The Federal Trade Commission (FTC) plays a crucial role in enforcing the Children's Online
Privacy Protection Act (COPPA) and ensuring that companies comply with its provisions. Over
the years, the FTC's enforcement efforts have had a significant impact on the protection of
children's online privacy.?® However, assessing the effectiveness of the FTC's enforcement of

COPPA involves considering both its achievements and the challenges it faces.

One of the key indicators of the FTC's effectiveness is its track record of settlements and fines.
The FTC has successfully settled cases with various companies, including major players in the
digital industry, for violations of COPPA. These settlements often involve substantial fines,

implementation of privacy safeguards, and monitoring requirements to ensure future

24 Federal Trade Commission. (2023, June). FTC Will Require Microsoft to Pay $20 Million over Charges It
Illegally Collected Personal Information. Retrieved from https://www.ftc.gov/news-events/news/press-
releases/2023/06/ftc-will-require-microsoft-pay-20-million-over-charges-it-illegally-collected-personal-
information

% Federal Trade Commission. (2022). Children's Online Privacy Protection Act (COPPA) General Project Report
(Publication No. P155401). Retrieved from https://www.ftc.gov/system/files/ftc_gov/pdf/p155401 coppa_g
eneral_project_report_2022.pdf
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compliance. The financial penalties imposed by the FTC serve as a deterrent and encourage

companies to take children's privacy seriously.

Another measure of effectiveness is the FTC's ability to raise awareness about COPPA and
educate companies on their obligations. The FTC provides guidelines, resources, and
educational materials to help companies understand and comply with COPPA. By promoting
awareness and offering guidance, the FTC empowers companies to implement appropriate

privacy practices and protect children's online privacy rights.

Furthermore, the FTC's enforcement actions contribute to setting industry standards and
expectations for COPPA compliance. The settlements and fines serve as precedents, signaling
to other companies the consequences of non-compliance. This helps create a culture of
compliance within the industry, encouraging companies to proactively adopt privacy safeguards

and avoid potential violations.?®

While the FTC's enforcement efforts have been impactful, challenges remain. The dynamic
nature of the digital landscape presents ongoing challenges in keeping pace with emerging
technologies and privacy practices. Adapting COPPA's requirements to evolving platforms,
mobile apps, and internet-connected devices can be complex. The FTC needs to continuously
monitor technological advancements and update its guidance to ensure that COPPA remains

relevant and effective in safeguarding children's privacy.
(B) Evaluation of the deterrent effect of fines in ensuring compliance

Fines imposed by the FTC in COPPA enforcement cases serve as a powerful deterrent,
encouraging companies to comply with the law and prioritize children's online privacy. The

deterrent effect of fines can be evaluated based on several factors.

Firstly, the magnitude of fines influences companies' decision-making processes. Substantial
fines, such as the $20 million fine imposed on Microsoft in the settlement case, send a strong
message that non-compliance with COPPA can result in significant financial consequences. The
potential financial burden associated with violations serves as a deterrent and encourages

companies to invest in privacy practices that align with COPPA's requirements.

Secondly, fines have a deterrent effect on other companies within the industry. When high-
profile cases result in substantial fines, it creates awareness and reinforces the notion that

regulatory authorities are actively enforcing COPPA. This motivates companies to proactively

26 |_ewis Rice. (n.d.). Uptick in Activity, Changes to Come for FTC Endorsement Guides and COPPA Enforcement.
Retrieved from https://www.lewisrice.com/publications/uptick-in-activity-changes-to-come-for-ftc-endorsement-
guides-and-coppa-enforcement/
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evaluate their own privacy practices and take measures to comply with the law, reducing the

risk of potential fines and associated reputational damage.?’

Thirdly, fines can act as a catalyst for organizational change. The financial impact of fines may
prompt companies to allocate resources and prioritize investments in privacy infrastructure,
policies, and training. This shift in focus can lead to a cultural change within organizations,
emphasizing the importance of protecting children's privacy and establishing robust compliance

mechanisms.?8

However, it is important to note that fines alone may not guarantee long-term compliance.
While they serve as a powerful tool, the overall effectiveness of deterrence relies on a
combination of factors, including ongoing monitoring, industry-wide education, and proactive

compliance measures.

(C) Analysis of challenges faced by the FTC in enforcing COPPA and addressing

violations

The FTC faces several challenges in effectively enforcing COPPA and addressing violations in

the digital landscape.

One major challenge is the global nature of the internet and the potential jurisdictional issues
that arise when dealing with companies operating across borders. The FTC's enforcement
powers primarily extend to companies based in the United States. However, with the borderless
nature of the internet, many online services and platforms are offered internationally, making it
difficult to enforce COPPA's provisions uniformly. Collaborative efforts with international
counterparts and cross-border cooperation are crucial for addressing these challenges and

ensuring consistent protection of children's online privacy.

Additionally, the rapid pace of technological advancements presents challenges in keeping
COPPA up to date. New platforms, apps, and devices continuously emerge, often with unique
privacy implications. The FTC must stay abreast of these developments and adapt COPPA's
requirements to address evolving privacy concerns adequately. This requires ongoing research,

collaboration with industry stakeholders, and flexibility in interpreting and enforcing the law.

Furthermore, the enforcement of COPPA requires resources and capacity within the FTC.

Limited resources can impact the frequency and scope of investigations, potentially allowing

27 Federal Trade Commission. (n.d.). Complying with COPPA: Frequently Asked Questions. Retrieved from
https://www.ftc.gov/business-guidance/resources/complying-coppa-frequently-asked-questions

28 | ee, K. (2017). Norms and monetary fines as deterrents, and distributive effects. Journal of Economics, 121, 1-
27. https://doi.org/10.1007/s00712-016-0517-1
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some violations to go undetected. Adequate funding and staffing are essential to enhance the

FTC's enforcement capabilities and ensure effective oversight of COPPA compliance.

Another challenge lies in educating both companies and parents about COPPA and children's
online privacy. While the FTC provides guidance and educational materials, reaching all
relevant stakeholders can be a daunting task. Increasing awareness among companies,
particularly smaller ones and startups, is crucial to ensuring widespread compliance. Similarly,
educating parents about their rights and the importance of actively monitoring their children's
online activities can help strengthen the protection of children's privacy.

In conclusion, the FTC's enforcement of COPPA has been effective in promoting compliance
and protecting children's online privacy. The FTC's track record of settlements, fines, and
awareness-raising activities has had a significant impact on companies' privacy practices. The
deterrent effect of fines plays a vital role in ensuring compliance and encouraging companies
to prioritize children's privacy. However, challenges persist, including jurisdictional issues,
keeping up with technological advancements, resource limitations, and the need for extensive
education and awareness campaigns. Overcoming these challenges requires ongoing
collaboration, adaptability, and adequate support for the FTC's enforcement efforts.

V1. COMPARATIVE ANALYSIS AND LESSONS LEARNED

(A)Comparison of the Microsoft settlement with other COPPA-related FTC
settlements

The settlement between Microsoft and the Federal Trade Commission (FTC) regarding
violations of the Children’'s Online Privacy Protection Act (COPPA) is just one example of the
FTC's enforcement efforts in protecting children's privacy online. Comparing the Microsoft
settlement with other COPPA-related FTC settlements provides insights into common trends

and practices in enforcing COPPA.

Several other prominent companies have faced FTC settlements for COPPA violations,
including Google, YouTube, and Instagram. These cases often involve similar allegations of
collecting personal information from children without parental consent. The fines imposed in
these settlements vary but have generally been substantial, reflecting the severity of the

violations and the need for deterrence.

A common thread in these settlements is the requirement for companies to implement
significant changes to their privacy practices. This includes enhancing parental consent

mechanisms, increasing transparency, and improving data security measures. These changes
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aim to ensure future compliance and better protect children's online privacy.

Another notable aspect is the attention given to monitoring and audits. Companies often agree
to regular audits by third-party assessors to verify compliance with COPPA and the terms of
the settlement. These monitoring efforts help hold companies accountable and ensure ongoing

adherence to privacy safeguards.
(B) Examination of international approaches to protecting children’s privacy online

While COPPA is specific to the United States, protecting children's privacy online is a global
concern. Several countries and regions have implemented their own regulations or guidelines
to address this issue. Examining international approaches provides valuable insights and

potential lessons for enhancing COPPA enforcement and regulation.

The European Union's General Data Protection Regulation (GDPR) is a notable example.
Although not exclusively focused on children, the GDPR includes provisions for the protection
of minors' personal data. It introduces concepts such as explicit consent, the right to be
forgotten, and enhanced transparency, which are relevant to COPPA's objectives. Lessons from
the GDPR can inform future enhancements to COPPA, such as strengthening consent

requirements and empowering children with greater control over their personal information.

Other countries, such as Canada and Australia, have developed their own frameworks for
protecting children's online privacy. These frameworks often emphasize the importance of
parental consent, age verification mechanisms, and educational initiatives to promote
responsible online behavior. Exploring these approaches can provide insights into effective

strategies for COPPA enforcement and regulation.

(C) Lessons learned from the Microsoft settlement for future COPPA enforcement and

regulation
The Microsoft settlement offers valuable lessons for future COPPA enforcement and regulation:

Heightened accountability: The settlement highlights the importance of holding companies
accountable for their actions. Companies must understand that non-compliance with COPPA
can result in significant fines and reputational damage. This sends a clear message that

protecting children's online privacy is not optional but a legal and ethical responsibility.

Proactive compliance measures: The settlement emphasizes the need for companies to take
proactive measures to ensure COPPA compliance. Implementing privacy safeguards and
parental consent mechanisms should be an integral part of product design and development.

Companies should prioritize privacy by default, considering the specific needs and
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vulnerabilities of children in their online services and platforms.

Collaboration and industry-wide standards: Collaboration among regulators, industry
stakeholders, and advocacy groups is crucial for effective COPPA enforcement and regulation.
Sharing best practices, raising awareness, and establishing industry-wide standards can

contribute to a culture of compliance and consistent protection of children's online privacy.

Continuous adaptation: The digital landscape is constantly evolving, presenting new
challenges and privacy risks. COPPA enforcement and regulation must keep pace with
technological advancements, addressing emerging platforms, apps, and devices. Regular
reviews and updates to COPPA can ensure its effectiveness in safeguarding children's online

privacy.

Education and parental involvement: The settlement underscores the importance of
educating parents about their role in protecting their children's online privacy. Providing parents
with resources, guidance, and tools to actively monitor their children's online activities can

empower them to make informed decisions and advocate for their children's privacy rights.

In conclusion, the comparative analysis of the Microsoft settlement with other COPPA-related
FTC settlements, examination of international approaches to protecting children's privacy
online, and lessons learned from the Microsoft settlement provide valuable insights for future
COPPA enforcement and regulation. Enhancing accountability, promoting proactive
compliance measures, fostering collaboration, adapting to technological advancements, and
prioritizing education and parental involvement are key considerations for strengthening

COPPA and ensuring effective protection of children's online privacy.
VI1I. CONCLUSION AND POLICY IMPLICATIONS

(A) Summary of key findings and implications of the research

This research has shed light on the enforcement and compliance of the Children's Online
Privacy Protection Act (COPPA) and evaluated the impact of Federal Trade Commission (FTC)
settlements on corporate practices. The key findings and implications can be summarized as

follows:

The FTC's enforcement efforts have had a significant impact on protecting children's online
privacy. Settlements and fines imposed on companies, such as the Microsoft settlement, serve

as a deterrent and encourage compliance with COPPA.

The Microsoft settlement case highlighted the need for companies to prioritize children's
privacy and take proactive measures to ensure COPPA compliance. It emphasized the
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importance of accountability, privacy by design, and ongoing monitoring of privacy practices.

Comparative analysis of other COPPA-related settlements and international approaches
revealed common trends, including the requirement for companies to implement changes to

privacy practices, enhanced accountability, and parental involvement.

Lessons learned from the Microsoft settlement include the importance of collaboration,
continuous adaptation to technological advancements, education of parents, and the need for

industry-wide standards and best practices.

(B) Policy recommendations for enhancing COPPA enforcement and protecting

children's online privacy

Based on the research findings, the following policy recommendations are proposed for

enhancing COPPA enforcement and protecting children's online privacy:

Strengthen COPPA regulations: Regular reviews of COPPA should be conducted to ensure
its effectiveness in addressing emerging privacy risks and technological advancements.
Consideration should be given to enhancing consent mechanisms, age verification, transparency

requirements, and parental involvement.

Allocate adequate resources: The FTC's enforcement capabilities should be supported with
sufficient funding and staffing to enable effective monitoring, investigation, and enforcement
of COPPA violations.

Foster international cooperation: Collaborative efforts with international counterparts should
be strengthened to address jurisdictional challenges and establish consistent global standards

for protecting children's online privacy.

Promote industry self-regulation: Encourage industry stakeholders to develop and adopt best
practices, guidelines, and voluntary initiatives that go beyond the minimum requirements of
COPPA. This can help create a culture of responsible data practices and privacy protection for
children.

Enhance education and awareness: Increase public awareness campaigns targeting parents,
educators, and children to educate them about online privacy risks, parental control options, and

responsible online behavior.
(C)Closing remarks on the importance of continued vigilance and regulation in the
digital age
In the rapidly evolving digital age, continued vigilance and regulation are essential to safeguard
children's online privacy. Technology advancements bring new challenges and risks,
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necessitating ongoing adaptation of laws and enforcement strategies. Protecting children's
privacy requires a multi-faceted approach involving cooperation between government agencies,

industry stakeholders, parents, and educators.

The enforcement and compliance of COPPA play a crucial role in setting industry standards,
holding companies accountable, and protecting children's online privacy. However, it is
important to recognize that effective privacy protection is a shared responsibility. Companies
must prioritize privacy by design, while parents and educators must actively engage in guiding

and monitoring children's online activities.

By implementing robust enforcement mechanisms, fostering collaboration, promoting
education, and adapting regulations to the evolving digital landscape, we can create a safer and
more privacy-conscious online environment for children. Continued vigilance and proactive
regulation are necessary to ensure that children's online privacy remains protected in the face

of technological advancements and evolving privacy risks.
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