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Echoes of Conflict: Navigating Cross-
Border Terrorism in South Asia in the
Digital Era

BKM JAYASEKERA'

ABSTRACT
Transnational terrorism continues to be a persistent challenge in South Asia, characterized

by non-state actors operating across borders to commit acts of violence and destabilize the
region. The purpose of this study is to investigate the dynamics of cross-border terrorism in
South Asia by focusing on its causes, manifestations, impact on security and stability, and
responses of affected countries and the international community. This study aims to
contribute to a deeper understanding of the complexities of transnational terrorism in the
South Asian context by analyzing case studies, historical contexts and policy responses, and
to explore effective strategies to counter this threat.

Keywords: cross-border, terrorism, South Asia, law.

. INTRODUCTION

South Asia has long been plagued by cross-border terrorism, with extremist groups using porous
borders and external support to carry out violent acts, destabilizing the region. From the
Kashmir conflict between India and Pakistan to the activities of groups like the Taliban and
Lashkar - e « Taiba, cross-border terrorism poses major challenges to peace, security and
development in South Asia. This poses challenges for international law enforcement and
cooperation to address terrorism and hold perpetrators accountable under an international legal
framework.? This study aims to examine the root causes, symptoms, and consequences of cross-
border terrorism in the region, as well as the responses of affected countries and the international

community. 3

Cross-border terrorism in the digital age refers to the phenomenon of cross-border terrorism
promoted or amplified by advances in information and communication technology. In this

context, terrorist groups use digital tools and platforms to not only plan, coordinate, and carry

! Author is a Senior Lecturer at Faculty of Law, General Sir John Kotelawala Defence University, Sri Lanka.

2 Acharya A, Cross-border Terrorism in South Asia: Causes, Consequences, and Countermeasures (Routledge
2017).

3 Bajpai K and Paul TV (eds), Cross-border Terrorism in India: Patterns, Causes, and Responses (Oxford
University Press 2017).
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out attacks, but also to spread propaganda, recruit new members, and radicalize individuals
across borders.* The digital age has revolutionized the terrorist landscape by providing terrorists
with unprecedented access to communication channels, social media platforms, encrypted
messaging services, and online forums. These technologies allow terrorist organizations to
operate globally, reach a larger audience, and maintain anonymity while communicating and

coordinating their activities.

In addition, the digital environment provides fertile ground for recruitment and radicalization,
as terrorists use social media algorithms, online forums and video-sharing platforms to spread
extremist ideologies, glorify violence and recruit sympathizers. In addition, the digital age is
blurring the line between physical and virtual wars, creating cyber-terrorism and hybrid warfare
tactics, as online radicalization can radicalize and mobilize individuals to carry out attacks
without direct contact with terrorist networks. Terrorist groups can target critical infrastructure,
government systems, and financial institutions through cyberattacks, Causing Widespread
disruption and disruption In the digital age, terrorist groups operating in South Asia are using a
variety of communication channels, social media platforms, and encrypted messaging systems.
We plan, coordinate and execute cross-border attacks using 2digital tools and platforms through
our security services and online forums. They use the system to spread propaganda, recruit new

members and radicalize individuals across borders.
Il. CROSS-BORDER TERRORISM IN INTERNATIONAL ARENA

Cross-border terrorism refers to acts of terrorism committed by non-state actors originating
from one country, supported by one country, but directed against another. These actions often
involve crossing borders to carry out attacks or seek shelter, training, funding, and other forms
of support. The phenomenon of transnational terrorism poses significant challenges for the
affected countries and the international community as a whole. Key features and impacts of
transnational terrorism include violations of sovereignty, complex diplomatic relations, cross-
border networks, security impacts, legal and law enforcement challenges, and humanitarian

impacts.

Cross-border terrorism is often accompanied by a violation of the sovereignty of the target
country, as terrorist groups operate from sanctuaries or receive support from neighboring
countries. This challenges the ability of affected countries to maintain security and control over

their territories.®> Cross-border terrorism can strain diplomatic relations between countries,

4 Bruce Hoffman, Inside Terrorism (Columbia University Press 2017).
5 Chari PR (ed), Cross-border Terrorism in India: Focus on Pakistan (Vij Books India Pvt Ltd 2019).

© 2024. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1752 International Journal of Law Management & Humanities [Vol. 7 Iss 6; 1750]

especially when there are claims or evidence of state patronage or support for terrorist groups.
Such accusations can increase tensions and lead to diplomatic crises and conflicts between
states. Terrorist groups engaged in cross-border terrorism operate as part of cross-border
networks, often with links to other extremist organizations, crime syndicates, and state sponsors
of terrorism. This interconnectivity complicates efforts to effectively combat terrorism and

requires international cooperation and coordination

Cross-border terrorism poses a serious security threat to the affected countries and their citizens.
Terrorist attacks targeting civilians, infrastructure and government agencies can lead to loss of
life, economic damage and social instability and undermine regional peace and security.
Addressing transnational terrorism requires a strong legal framework and effective law
enforcement mechanisms, both at the national and international levels.® These include
extradition treaties, mutual legal assistance agreements, information sharing, border security
and cooperation on counter-terrorism activities. Cross-border terrorism often results in
humanitarian crises such as population migration, loss of livelihoods and human rights
violations. Civilians living in conflict-affected areas are particularly vulnerable to violence,
exploitation and abuse by terrorist groups. Addressing transnational terrorism requires a
comprehensive and multifaceted approach that includes political, diplomatic, economic and
security measures. This approach should include cooperation between affected countries,
regional institutions, and the wider international community to destroy terrorist networks,
counter extremist ideologies, address the root causes of terrorism, and promote cross-border

peace and stability.

Books discussing cross-border terrorism typically delve into the complex legal, political, and
socio-economic challenges that arise in addressing such a multifaceted issue. Key themes often
include the difficulties in extraditing terrorist suspects across borders, the discrepancies between
national counter-terrorism laws, and the impact of political rivalries between neighboring
countries that hinder effective cooperation. For instance, Acharya, A. (2017). Cross-border
terrorism in South Asia: Causes, consequences, and countermeasures. Routledge explores the
root causes of cross-border terrorism in South Asia, highlighting how historical grievances,
political instability, social inequality, and ethnic conflicts fuel cross-border terrorist activities
in the region.” The book critically assesses how these factors contribute to the rise of
transnational terrorism, which has severe implications for national security, regional stability,

and international relations. It emphasizes the interplay between state and non-state actors and

6 Martha Crenshaw, Explaining Terrorism: Causes, Processes, and Consequences (Routledge 2017).
" Acharya A, Cross-border Terror, and Countermeasures (Routledge 2017).
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the challenges that South Asian countries face in combating terrorism through legal, political,
and military measures. Acharya also evaluates various countermeasures adopted by these
countries, such as legal reforms, intelligence-sharing mechanisms, and military operations,

discussing their effectiveness and the persistent obstacles to eradicating terrorism.

Similarly, Bajpai, K., & Paul, T. Cross-border terrorism in India: Patterns, causes, and
responses focuses on India’s unique challenges in dealing with cross-border terrorism,
particularly due to its fraught relationship with neighboring Pakistan. The book examines how
terrorism originating from outside India's borders is not only a direct security threat but also a
key issue in India's foreign policy and national defense strategy.® It looks at the various patterns
and tactics employed by cross-border terrorist groups, their financing, and their connections to
global jihadist networks. Bajpai and Paul further explore the Indian government's strategic
responses to combat such terrorism, including its military, diplomatic, and legal actions, while
also considering regional and global approaches to mitigate the threat of cross-border terrorism
in South Asia. The book contributes to a broader understanding of how transnational terrorism
is dealt with in a complex political landscape and highlights the interplay between domestic
policies and international counter-terrorism cooperation. Through these detailed examinations,
both books underscore the need for a unified, regional strategy to effectively tackle the threats

posed by cross-border terrorism in South Asia.

Books dealing with transnational terrorism offer insightful analysis of the complex relationships
between neighboring countries, the role of state sponsorship and the challenges facing states in
the fight against transnational terrorism. Cross-border terrorism in India: Focus on Pakistan
delves deeper into the controversy and complex relationship between India and Pakistan,
focusing on the latter's support for terrorist groups targeting India. The book examines major
terrorist incidents, such as the 2001 attack on the Indian Parliament and the 2008 Mumbai
attacks, attributed to cross-border terrorism allegedly backed by a Pakistan-based group.® Chari
explores the political, military and diplomatic aspects of these attacks and shows how state-
sponsored terrorism has fueled tensions between the two countries and affected regional
security. The book also scrutinizes the broad implications of such terrorism for international
peace and security and the challenges it faces in dealing with state-sponsored terrorism within

existing legal and diplomatic frameworks.

8 Bajpai, K., & Paul, T. V. (eds.), Cross-border terrorism in India: Patterns, causes, and responses (Oxford
University Press 2017).
9 Chari, P. R. (ed.), Cross-border terrorism in India: Focus on Pakistan (Vij Books India Pvt Ltd 2019).
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On a more theoretical level, Crenshaw, Martha. (2017). Description of Terrorism: Causes,
processes, and consequences. Routledge provides a comprehensive analysis of the root causes
and dynamics of terrorism, including the phenomenon of transnational terrorism.® While not
limited to the South Asian context, Crenshaw looks at factors such as ideological proliferation,
the role of state sponsorship, and global networks that facilitate the movement of terrorist
groups, providing a theoretical framework for understanding how terrorism spreads across
borders. Her research is particularly valuable in explaining how terrorism, when localized,
evolves into a cross-border threat that challenges national sovereignty and international
security. Gannor, boaz. (2005). Counterterrorism Puzzle: A guide for decision
makers.Transactional Publisher provides a broad, global perspective on counter-terrorism
strategies, including the challenge of cross-border terrorism, and Real Ganor in the fight against
Terrorism highlights the need for international cooperation, information sharing, and the
development of a robust legal framework to address the global nature of terrorism.'! His
research highlights the importance of cooperative efforts among states, international
organizations, and other stakeholders to build effective counter-terrorism measures that prevent
the spread of terrorism across borders. These books provide important insights into the
multifaceted nature of cross-border terrorism, highlighting both the regional dynamics of the
South Asian context and the broader international strategies needed to counter such cross-border
threats.

sageman, mark. (2004). Understanding terrorist networks. The University of Pennsylvania Press
offers an in-depth investigation of global networks that promote transnational terrorism.*?
Sageman employs a sociological lens to understand how terrorist groups operate and expand
across borders, and by examining the relationships, recruitment strategies and ideological
motivations that individuals link members of such network cross-border terrorist groups,
Sageman explores the operational structure of these organizations and their impact on the
international community. His analysis helps to explain how global terrorist networks are
formed, sustained, evolved and often crossed the borders of any state.This framework is
especially important in the context of transnational terrorism, and the ideological and
operational relationships between groups of different countries contribute to the perpetuation of

transnational threats. Benefits.

10 Crenshaw, Martha, Explaining Terrorism: Causes, Processes, and Consequences (Routledge 2017).
11 Ganor, Boaz, The Counter-Terrorism Puzzle: A Guide for Decision Makers (Transaction Publishers 2005).
12 Sageman, Marc, Understanding Terrorist Networks (University of Pennsylvania Press 2004).
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On a wider level, Wilkinson, Paul. (2017). Terrorism and democracy: The response of liberal
states. Routledge Examines focuses specifically on how transnational terrorism interacts with
democratic principles, and Wilkinson explores the complex balance that democratic states must
take between ensuring national security and protecting civil liberties.*®* While cross-border
terrorism often involves outside parties and complicates national security concerns, liberal
democracies face the dilemma of responding to threats without violating fundamental freedoms
such as due process, privacy and freedom of expression. Wilkinson's research highlights the
tension between effective counter-terrorism measures, such as surveillance, detention and
targeted military action, and the protection of individual rights within a democratic framework.
This analysis is important in understanding how democracies must navigate the legal, political
and ethical challenges of responding to terrorism, especially when threats arise across borders
and require a subtle and balanced approach to counterterrorism. Together, Sageman and
Wilkinson's work provides a comprehensive understanding of transnational terrorism and a
global network fueled by complex response mechanisms that democracies must consider in
addressing these transnational threats.

These books offer a wide range of perspectives on transnational terrorism, from historical and
political analysis to practical strategies to counter threats. Ministers highlight the complexity of
this issue and emphasize the need for international cooperation, a strong legal framework and

effective counter-terrorism measures to address the challenges posed by transnational terrorism.
I1l. CROSS-BORDER TERRORISM IN SOUTH ASIA

Cross-border terrorism in South Asia refers to the phenomenon of acts of violence and
destabilization by non-state actors in one country in another. This issue has become a persistent
challenge in the region, with various extremist groups exploiting porous borders and using
outside support to carry out attacks'®. One of the most prominent examples of cross-border
terrorism in South Asia is the conflict in Kashmir between India and Pakistan. Extremist groups
operating from the territory of Pakistan have infiltrated India-controlled Kashmir, carrying out
attacks and fuelling insurgencies. This has led to important security challenges in the region and
tensions between the two countries. In addition, groups such as the Taliban in Afghanistan and

Lashkar « e « Taiba in Pakistan are involved in cross-border terrorism, posing a threat not only

to their own stability but also to neighboring countries.

13 Wilkinson, Paul, Terrorism and Democracy: The Liberal State Response (Routledge 2017).
14 Marc Sageman, Understanding Terror Networks (University of Pennsylvania Press 2004).
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Cross-border terrorism in South Asia has a wide range of consequences, including violations of
sovereignty, diplomatic tensions, security threats and humanitarian crises. It also presents
complex legal and law enforcement challenges and requires a solid framework for cooperation
and coordination between affected countries. Addressing transnational terrorism in South Asia
requires a comprehensive approach that includes political, diplomatic, economic and security
measures'®. These include strengthening regional cooperation, strengthening the legal
framework, addressing the root causes of terrorism, and promoting cross-border peace and
stability. Cross-border terrorism remains an important challenge in South Asia and requires

concerted efforts to effectively counter this threat and ensure regional security and stability.

IV. LEGAL FRAMEWORK FOR THE CROSS-BORDER TERRORISM IN INTERNATIONAL

ARENA IN THE DIGITAL ERA

Transnational terrorism in the international arena involves a variety of international laws and
legal frameworks that govern the actions of state, individual and non-state actors. Applicable
laws and legal instruments to address transnational terrorism include UN Security Council
resolutions, international treaties, customary international law, human rights law, international
humanitarian law and regional agreements. The United Nations Security Council (UNSC) has
issued a number of resolutions addressing terrorism, including cross-border terrorism.
Resolutions such as UN Security Council Resolution 1373 (2001) require states to take
measures to prevent and combat terrorism,'® including curbing the financing of terrorism,
extraditing suspects and cooperating in criminal investigations.Several international treaties
provide a legal framework for the fight against terrorism and the prosecution of terrorists. These
include the International Convention for the Suppression of Terrorist Bombings (1997), the
International Convention for the Suppression of the Financing of Terrorism (1999) and the

International Convention for the Suppression of Acts of Nuclear Terrorism (2005).

Customary international law is based on state practice, is recognized by the international
community as binding, and also prohibits terrorism. Principles such as the prohibition of the
use of force against other states, the obligation to prevent acts of terrorism, and the obligation

to prosecute or extradite terrorists are considered customary international law. While countering

15 Boaz Ganor, The Counter-Terrorism Puzzle: A Guide for Decision Makers (Transaction Publishers 2005).

16 United Nations Security Council, Resolution 1373 (2001) on Threats to International Peace and Security Caused
by Terrorist Acts (2001) https://www.un.org/securitycouncil/s/res/1373-(2001) accessed 13 November 2024.
Further refer United Nations Security Council, Resolution 1566 (2004) on Threats to International Peace and
Security Caused by Terrorist Acts (2004) https://www.un.org/securitycouncil/s/res/1566-(2004) accessed 13
November 2024. United Nations Security Council, Resolution 1535 (2004) on Threats to International Peace and
Security Caused by Terrorist Acts (2004) https://www.un.org/securitycouncil/s/res/1535-(2004) accessed 13
November 2024.
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terrorism, the International Covenant on Civil and Political Rights (ICCPR) and torture and
other cruel, inhuman or degrading instruments require states to respect the human rights of
individuals suspected of terrorism and to ensure the right to due process, even if they cross

national borders.

In situations of armed conflict, international Humanitarian Law (IHL), also known as the Law
of war, applies. IHL regulates acts of armed conflict and prohibits acts of terrorism against
civilians and non-combatants. The Geneva Convention and its additional protocols establish
rules for the protection of civilians, Prisoners of war and other persons affected by armed
conflict. Regional organizations and agreements can also play a role in combating transnational
terrorism. For example, the Association for Regional Cooperation in South Asia (SAARC) has
adopted the SAARC Regional Convention on the Suppression of Terrorism, which aims to
strengthen regional cooperation in the fight against terrorism.!” The implementation and
implementation of these laws requires inter-state cooperation, an effective domestic legal
framework, capacity-building measures and international support and cooperation. While legal
frameworks exist to address transnational terrorism, challenges remain in ensuring effective
enforcement and accountability, particularly in situations where we do not want or may not be

able to fulfil our obligations under international law.*®

V. LEGAL FRAMEWORK FOR CROSS-BORDER TERRORISM IN SOUTH ASIA IN THE

DIGITAL AGE

Cross-border terrorism in South Asia presents complex legal challenges that require a
multifaceted approach that includes compliance with the principles of national law, regional
agreements, international treaties and international law. This chapter discusses and analyzes the
legal framework governing cross-border terrorism in the context of South Asia, and examines
its strengths, weaknesses and areas to be improved Addressing cross-border terrorism in South
Asia requires a robust legal framework that enables cooperation between affected countries and
the international community.!® South Asian countries may have domestic laws and legal
mechanisms to combat terrorism, but regional and international cooperation is essential to
effectively address transnational terrorism. As terrorist organizations use social media

algorithms, online forums and video-sharing platforms to spread extremist ideologies, glorify

United Nations Office on Drugs and Crime, International Convention for the Suppression of Terrorist
Bombings(1997) https://www.unodc.org/documents/terrorism/Publications/CTC_convention-e.pdf accessed 13
November 2024.

18 Gary LaFree and Laura Dugan, Research on Terrorism: Trends, Achievements, and Failures (Routledge 2017).
19 Acharya A, Cross-border Terrorism in South Asia: Causes, Consequences, and Countermeasures (Routledge
2017).
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violence and recruit sympathizers, his digital landscape offers an environment for adoption and
radicalization. Online radicalization poses important challenges for counter-terrorism efforts in
South Asia, as it can radicalize and mobilize individuals to carry out attacks without direct

contact with terrorist networks.

Moreover, the digital age is blurring the line between physical and virtual wars, creating cyber
terrorism and hybrid war tactics in South Asia. Terrorist groups can target critical infrastructure,
government systems and financial institutions through cyberattacks, causing widespread
disruption and disruption in the region®®. The geopolitical complexity of South Asia - long-
standing conflicts, territorial disputes and interregional conflicts - exacerbates the challenges
posed by transnational terrorism in the digital age. These factors contribute to the proliferation
of terrorist networks, the flow of weapons and funds across borders, and the exploitation of
porous borders for terrorist activities.

Several UN Security Council resolutions address terrorism and its impact on international peace
and security. Resolutions such as UN Security Council Resolution 1373 (2001) require states
to take measures to prevent and combat terrorism, including cooperation in criminal
investigations, extradition of suspects and suppression of terrorist financing. South Asian
countries can use these resolutions to strengthen cooperation and coordination in the fight
against transnational terrorism. The Association for Regional Cooperation in South Asia
(SAARC) has adopted the SAARC Regional Convention on the Suppression of Terrorism,
which aims to strengthen regional cooperation in the fight against terrorism. The Convention
provides a legal framework for member States to prevent terrorist activities involving cross-
border elements and cooperate in prosecution. Bilateral and regional agreements between South
Asian countries can promote cooperation to combat transnational terrorism. These agreements
may include provisions for the extradition of criminals, mutual legal assistance, information
sharing, and joint counter-terrorism measures. Strengthening and implementing such
agreements is essential to strengthening regional security and stability.?* Regional agreements
are valuable, but limited cooperation and trust among member states impede effective

cooperation in the fight against transnational terrorism.

South Asian countries have acceded to various international treaties that provide a legal
framework for the fight against terrorism. These include the International Convention for the

20 Marc Sageman, Understanding Terror Networks (University of Pennsylvania Press 2004).

2L International Atomic Energy Agency, International Convention for the Suppression of Acts of Nuclear
Terrorism(2005)  https://www.iaea.org/publications/8870/the-international-convention-for-the-suppression-of-
acts-of-nuclear-terrorism-a-commentary accessed 13 November 2024.
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Suppression of Terrorist Bombings (1997), the International Convention for the Suppression of
the Financing of Terrorism (1999) and the International Convention for the Suppression of Acts
of Nuclear Terrorism (2005). Compliance with these treaties will strengthen cooperation and
coordination among states in the fight against transnational terrorism. Regional counter-
terrorism mechanisms, such as the South Asia Counter-Terrorism Portal (SATP) and the South
Asia Regional Information Coordination Center (SARICC), strengthen information sharing,
intelligence cooperation and cooperation mechanisms to fight terrorism in South Asia and
promote greater cooperation between intelligence agencies and law enforcement agencies are
essential to effectively deal with transnational terrorism.?? South Asian countries must comply
with international law, including the principles of sovereignty, territorial integrity and human
rights, in their efforts to combat transnational terrorism.2® Supporting these principles ensures
that counter-terrorism measures are implemented in accordance with legal norms and respect

for the rights of individuals and states.

South Asian countries have enacted various domestic laws to combat terrorism within their
territory. But these laws often lack unity, leading to contradictions and gaps in dealing with
transnational terrorism. Harmonizing regional-wide domestic laws could strengthen
cooperation and coordination in the fight against terrorism. While countering terrorism, South
Asian countries must comply with international human rights law, including the International
Covenant on Civil and Political Rights (ICCPR) and the Convention against Torture and other
cruel, inhuman or degrading treatment and punishment. Ensuring compliance with human rights
in counter-terrorism measures is essential to prevent human rights violations and to maintain
legitimacy. A comprehensive legal framework, including domestic laws, bilateral and regional
agreements and international treaties, is essential to address cross-border terrorism in South
Asia. Strengthening cooperation, coordination and compliance with legal norms is essential to
effectively address this cross-border threat and promote peace and security in the region.6.
Challenges in Addressing Cross-Border Terrorism in South Asia in the Digital Era.?* Cross-
border terrorism remains a significant security challenge in South Asia, with its roots in
historical conflicts, ideological extremism, and geopolitical rivalries. Despite the existence of
legal frameworks at international, regional, and national levels, addressing cross-border
terrorism effectively is hampered by legal, political, and institutional challenges. This essay

examines these challenges and analyzes the relevant provisions of international conventions,

22 Martha Crenshaw, Explaining Terrorism: Causes, Processes, and Consequences (Routledge 2017).

23 Bajpai K and Paul TV (eds), Cross-border Terrorism in India: Patterns, Causes, and Responses (Oxford
University Press 2017).

24 Richard Jackson, Terrorism: A Critical Introduction (Palgrave Macmillan 2011).
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regional treaties, and national laws, offering recommendations for a more coordinated and

effective response.

Extradition is a critical tool for holding perpetrators of terrorism accountable. However, South
Asia faces significant challenges due to differences in extradition laws, political considerations,
and strained bilateral relations. For example, India and Pakistan have long been at odds over
the extradition of individuals accused of participating in acts of terrorism. Extradition serves as
a pivotal mechanism in holding perpetrators of terrorism accountable by ensuring they face
justice for their actions. However, South Asia encounters numerous obstacles in executing
effective extradition processes, stemming from disparities in extradition laws, political
sensitivities, and longstanding bilateral tensions.”® These challenges are particularly
pronounced in the strained relations between India and Pakistan, where conflicting political
agendas and historical disputes frequently obstruct the extradition of individuals implicated in
acts of terrorism. Such discord undermines efforts to establish accountability and creates a
climate of mistrust that hinders cooperation on broader counter-terrorism initiatives. The legal
frameworks provided by regional and international instruments highlight the significance of
extradition in combating transnational terrorism. For instance, Article IV of the SAARC
Regional Convention on Suppression of Terrorism (1987) encourages member states to
extradite individuals accused of terrorism-related offenses, albeit subject to the constraints of
domestic law. On a global scale, Article 16 of the UN Convention Against Transnational
Organized Crime (2000) calls for member states to streamline extradition procedures,

promoting efficiency and collaboration in addressing cross-border terrorism.

Similarly, Article 9 of the International Convention for the Suppression of Terrorist Bombings
(1997) establishes the obligation of states to either prosecute or extradite offenders, ensuring
that those responsible for terrorist acts are held accountable within a legal framework. Despite
these provisions, South Asian countries often face delays and complications in their extradition
processes, influenced by divergent legal systems, the absence of uniform procedural standards,
and the politicization of extradition requests.?® Strengthening regional cooperation and aligning
national laws with international conventions can help overcome these hurdles, fostering a more
cohesive approach to extradition and, consequently, a more robust counter-terrorism framework

in the region. Despite these provisions, extradition in South Asia is often delayed due to political

% Boaz Ganor, The Counter-Terrorism Puzzle: A Guide for Decision Makers (Transaction Publishers 2005).
26 paul Wilkinson, Terrorism Versus Democracy: The Liberal State Response (Routledge 2017).
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sensitivities and differing interpretations of legal obligations. For instance, India's efforts to

extradite suspected terrorists from Pakistan have frequently stalled due to diplomatic tensions.

The lack of adequate legal infrastructure, expertise, and resources in certain South Asian
countries significantly hampers their ability to effectively investigate, prosecute, and adjudicate
terrorism-related cases, undermining regional efforts to combat cross-border terrorism.
Countries like Nepal and Afghanistan, for instance, face persistent challenges due to limited
financial and technical resources, as well as insufficiently trained law enforcement and judicial
officers. These limitations leave them vulnerable to the transnational nature of terrorism, as they
struggle to ensure accountability for perpetrators and disrupt terrorist networks. Addressing
these deficiencies is critical to enhancing the overall security framework in South Asia. Article
18 of the International Convention for the Suppression of the Financing of Terrorism (1999)
underscores the importance of capacity-building, calling on states to develop and strengthen the
technical and institutional means necessary for effective investigation and prosecution of
terrorism-related offenses. Similarly, UN Security Council Resolution 1373 (2001) emphasizes
the need for states to fortify their domestic institutions to adequately respond to terrorist threats.
However, achieving these goals requires more than policy directives; it necessitates targeted
investment in capacity-building programs. Through the assistance provided under international
frameworks, countries can receive technical aid and specialized training tailored to their specific
needs. This includes equipping law enforcement with the tools to collect and analyze evidence,
enhancing judicial officers’ understanding of complex terrorism-related legal frameworks, and
fostering inter-agency cooperation within national boundaries. Furthermore, fostering
partnerships with regional and international organizations can facilitate the sharing of best
practices, ensuring that even resource-constrained states are better prepared to address the
multifaceted challenges of terrorism.?” By bridging the gap in legal capacity, South Asia can
move closer to establishing a unified and effective approach to combating cross-border

terrorism.

Political sensitivities and historical rivalries in South Asia significantly hinder regional
cooperation in counter-terrorism efforts, posing a major challenge to addressing the threat of
cross-border terrorism. The longstanding disputes between India and Pakistan, particularly over
territorial issues like Jammu and Kashmir, exemplify how historical conflicts create a hostile
environment that obstructs joint counter-terrorism initiatives. Despite the SAARC Charter

(1985) emphasizing the promotion of mutual trust and cooperation among member states,

27 Boaz Ganor, The Counter-Terrorism Puzzle: A Guide for Decision Makers (Transaction Publishers 2005).
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political considerations often overshadow such commitments. These tensions impede vital
processes, such as the extradition of suspects, intelligence-sharing mechanisms, and
collaborative operational strategies?®®. For example, accusations of state sponsorship of
terrorism—where one state is alleged to provide financial or logistical support to terrorist groups
operating against another state—further deepen mistrust and undermine diplomatic relations.
This has been particularly evident in the strained India-Pakistan relationship, where accusations

and counter-accusations have derailed meaningful dialogue on counter-terrorism cooperation.

The UN Charter (1945), particularly Article 33, encourages peaceful dispute resolution through
negotiation, mediation, and other measures, which are essential to fostering an environment
conducive to regional collaboration. However, the lack of political will and mutual distrust
among South Asian nations has often prevented the effective implementation of these
principles. The absence of consistent intelligence-sharing agreements, coupled with reluctance
to participate in joint investigations, allows terrorist networks to exploit these political divisions
and operate across borders with relative impunity. To address these challenges, South Asian
countries must prioritize confidence-building measures, facilitated through both bilateral and
multilateral platforms. Initiatives such as third-party mediation, regional workshops on counter-
terrorism strategies, and the depoliticization of security issues can help bridge the trust gap. By
aligning their national security objectives with international legal frameworks and fostering a
collective sense of responsibility, South Asian states can mitigate the impact of political

sensitivities and work towards a more unified approach to combating terrorism.

Despite the existence of regional mechanisms like the SAARC Convention on Suppression of
Terrorism (1987), which theoretically provides a platform for cooperation among South Asian
countries in combating terrorism, its effectiveness has been severely limited by a lack of trust
and differing priorities among member states. The SAARC Conventionencourages states to
cooperate in the suppression of terrorism, including through the exchange of information,
coordination of actions, and mutual legal assistance. However, it lacks binding enforcement
mechanisms to ensure compliance, and the political realities of the region have hindered its
implementation.?® In practice, the Convention has not led to meaningful cooperation due to the
deep-rooted mistrust between countries, particularly between India and Pakistan, whose
bilateral tensions overshadow regional counter-terrorism efforts. For instance, India and

Pakistan have historically been at odds over the sharing of intelligence and the extradition of

28 Bajpai K and Paul TV (eds), Cross-border Terrorism in India: Patterns, Causes, and Responses (Oxford
University Press 2017).
2 Bajpai K and Paul TV (eds), Cross-border Terrorism in India: Patterns, Causes, and Responses (Oxford
University Press 2017).
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accused terrorists, with both countries accusing each other of harboring or supporting terrorist

organizations.

This situation is exacerbated by the UN Convention against Transnational Organized Crime
(UNTOC) (2000), which under Article 27, calls for enhanced international and regional
cooperation in addressing transnational crimes such as terrorism. While the UNTOC
emphasizes the importance of collaborative approaches, its implementation in South Asia has
been hampered by the lack of cohesive regional strategies. The absence of a unified counter-
terrorism framework and the persistence of national interests that prioritize sovereignty and
security concerns over regional cooperation has prevented the realization of a regional counter-
terrorism mechanism that is both robust and effective. Additionally, historical conflicts,
territorial disputes, and divergent national interests continue to act as barriers to the
development of a shared vision or strategy for tackling terrorism in the region. As a result, while
South Asian countries have nominally committed to addressing terrorism through regional
cooperation, the lack of political will and mutual trust has led to the underutilization of the
SAARC Convention, leaving the region vulnerable to the evolving threat of transnational
terrorism. Only by overcoming these political and historical barriers, strengthening institutional
capacity, and fostering genuine trust can South Asian nations hope to create an effective and

unified approach to combating terrorism.

Counter-terrorism measures in South Asia often face criticism for their tendency to violate
fundamental human rights, which undermines the legitimacy of efforts to combat terrorism. In
particular, the use of arbitrary detention, torture, and restrictions on freedom of expression in
the name of counter-terrorism has raised significant concerns within the region. The
International Covenant on Civil and Political Rights (ICCPR) (1966), a key international human
rights instrument, clearly protects individuals from arbitrary detention under Article 9, ensuring
that no one is subjected to arrest or detention without legal grounds. Article 14 further
guarantees the right to a fair trial, ensuring that those accused of terrorism are provided due
process in a court of law. However, counter-terrorism laws in some South Asian countries have
led to the erosion of these protections. For example, in India, the Unlawful Activities
(Prevention) Act (UAPA)has been criticized for its potential to be misused to detain individuals
without trial and for its broad definitions of terrorist activities, which can easily be applied to
suppress political dissent and target minorities. Similarly, in Pakistan, the Anti-Terrorism Act

(1997) has been accused of providing a legal framework for the arbitrary detention of

© 2024. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1764 International Journal of Law Management & Humanities [Vol. 7 Iss 6; 1750]

individuals, with insufficient safeguards against torture or prolonged detention without

charge.*

Such measures are often justified on the grounds of national security, but they conflict with the
UN Global Counter-Terrorism Strategy (2006), which explicitly calls for counter-terrorism
efforts to be conducted in compliance with human rights standards. This imbalance between
security concerns and human rights protections undermines the credibility of counter-terrorism
initiatives, as it becomes difficult to distinguish between the genuine fight against terrorism and
the suppression of political or social opposition. The misuse of counter-terrorism legislation
against political activists, journalists, and minority groups has created an environment of fear,
where legitimate expressions of dissent are treated as terrorist activities. As a result, these
practices not only violate international human rights standards but also risk alienating local
populations and undermining the broader effectiveness of counter-terrorism efforts. Ensuring
that counter-terrorism measures adhere to human rights principles is essential for maintaining
both the legitimacy and long-term success of efforts to combat terrorism in the region. This
includes ensuring that laws like the UAPA and the Anti-Terrorism Act are subject to rigorous
oversight, that detainees are afforded fair trials, and that restrictions on freedom of expression

are not used as a tool of political repression.

Allegations of state sponsorship of terrorism significantly exacerbate tensions and instability in
South Asia, further complicating efforts to combat cross-border terrorism. When states provide
financial support, safe havens, or political backing to terrorist groups, it not only fuels the
activities of these groups but also undermines regional security, making it more difficult for
other countries to address terrorism effectively.3! The UN Security Council Resolution 1373
(2001)specifically addresses this issue, calling on all states to prevent and suppress the financing
of terrorism and to deny safe havens to terrorists. This resolution compels states to take
measures to prevent terrorist financing and to criminalize the provision of support to terrorist
organizations, including through the freezing of funds and assets related to terrorism. In
addition, the International Convention for the Suppression of the Financing of Terrorism (1999)
explicitly prohibits the provision of financial support to terrorist groups, underscoring the

international community's commitment to closing off the resources that fuel terrorism.

%0 Bajpai K and Paul TV (eds), Cross-border Terrorism in India: Patterns, Causes, and Responses (Oxford
University Press 2017).
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Despite these international commitments, certain South Asian countries continue to face
allegations of state sponsorship of terrorism.3? This includes providing material and logistical
support to groups engaged in cross-border terrorism, often for strategic political or military
reasons. Such support can take the form of financial resources, weapons, training, or political
shelter, which enables these groups to operate with relative impunity. The provision of safe
havens for terrorists in countries with limited counter-terrorism enforcement mechanisms
further compounds the problem, allowing terrorists to regroup, recruit, and plan attacks across
borders. This creates a significant challenge to regional security, as it leads to an escalation of
violence and deepens mistrust between states, particularly in the case of India and Pakistan,

where such allegations have been a source of continuous tension.

Addressing state sponsorship of terrorism requires coordinated diplomatic efforts, the
imposition of economic sanctions, and accountability mechanisms under international law.
Diplomatic channels must be leveraged to pressure states to cease their support for terrorist
organizations, while international sanctions can be used to target the financial networks that
sustain these groups. Additionally, the international community must hold states accountable
for violations of the norms outlined in UN Security Council Resolution 1373 and the
International Convention for the Suppression of the Financing of Terrorism. Accountability can
be achieved through the establishment of international tribunals, sanctions, and other measures
to ensure that states cannot provide safe havens or financial support to terrorist groups without
facing consequences. Without a concerted international effort to address state sponsorship of
terrorism, regional security will remain compromised, and terrorism will continue to undermine
peace and stability in South Asia.®® Therefore, stronger enforcement of existing legal
frameworks and greater diplomatic cooperation are essential to combating the scourge of state-

sponsored terrorism in the region.

V1. RECOMMENDATIONS TO AVOID THE IDENTIFIED PROBLEMS OF THE LEGAL

FRAMEWORK FOR CROSS-BORDER TERRORISM IN SOUTH ASIA IN THE DIGITAL AGE

Harmonization of counter-terrorism laws in South Asia is essential to address the growing threat
of transnational terrorism and to ensure the effective implementation of legal measures. Diverse
regional legal frameworks and different national approaches to counter-terrorism allow gaps
and contradictions to be exploited by terrorist groups.For example, inconsistencies in the

extradition laws, the definition of terrorism and the application of counter-terrorism measures

32 Chari PR (ed), Cross-border Terrorism in India: Focus on Pakistan (Vij Books India Pvt Ltd 2019).
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can impede cooperation between countries and make it difficult to hold perpetrators
accountable. By adopting uniform legal standards, South Asian countries can strengthen
regional cooperation, streamline legal procedures and ensure a more coordinated approach to
countering terrorism. One potential way to achieve this is to strengthen and expand regional
frameworks such as the SAARC Convention on the Suppression of Terrorism.3* While the
SAARC Convention provides a platform for cooperation, it lacks the necessary enforcement
mechanisms to ensure compliance with international counter-terrorism standards. To improve
its effectiveness, the Convention should incorporate a binding protocol that requires member
states to align their domestic laws with internationally accepted counter-terrorism norms.*
These protocols establish a uniform definition of terrorism, common standards for extradition
and mutual legal assistance, and consistent procedures for prosecuting terrorism-related crimes.
Such harmonization will not only fill existing enforcement gaps, but will also provide a unified
legal framework that can support joint operations, information sharing and joint counter-
terrorism strategies. In addition, adopting uniform legal standards demonstrates a collective
commitment to combating terrorism, promotes confidence among member states and promotes
greater cooperation in such areas as information exchange, asset freezing and the identification
of terrorist financing networks. The harmonized legal framework will also strengthen the
region's capacity to comply with international conventions such as the International Convention
for the Suppression of Terrorist Bombings (1997) and UN Security Council resolutions, and
require member states to adopt specific counter-terrorism measures. Ultimately, concerted
efforts to align national counter-terrorism laws with international standards and regional
frameworks will strengthen South Asia's ability to fight terrorism effectively and sustainably
and contribute to greater peace and security in the region.

Strengthening capacity building is a key element in enhancing South Asia’s ability to effectively
combat transnational terrorism. Many countries in the region, particularly those with limited
legal and institutional resources, such as Afghanistan and Nepal, face significant challenges in
the investigation, prosecution and sentencing of terrorism-related crimes. These challenges are
attributed to a lack of professional training for law enforcement officials, a lack of technical
expertise in counter-terrorism strategies, and weak legal infrastructure. As a result, South Asian
countries often struggle to meet their demands to deal effectively with terrorism and related
criminal activities. To address these shortcomings, international organizations such as the

United Nations, the World Bank and regional institutions such as SAARC play a key role by

34Martha Crenshaw, Explaining Terrorism: Causes, Processes, and Consequences (Routledge 2017).
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providing financial support, training and technical assistance. These efforts should focus on
strengthening the legal, judicial and law enforcement frameworks of South Asian countries,
while ensuring that domestic institutions have the resources and expertise needed to effectively
combat terrorism. UN Security Council Resolution 1373 (2001) underlines the importance of
strengthening domestic institutions to combat terrorism, particularly through capacity-building
initiatives. It calls on Member States to strengthen their capacity to investigate and prosecute
acts of terrorism by improving their legal and law enforcement systems. Similarly, the
International Convention for the Suppression of the Financing of Terrorism (1999) emphasizes
the need for strong institutions capable of preventing and responding to terrorist activities, in
particular areas related to the identification and prosecution of terrorist financing networks.®
Capacity-building programs include training law enforcement officials in counter-terrorism
techniques, providing judicial authorities with professional knowledge on prosecuting
terrorism-related crimes, and equipping legal institutions with the tools necessary to investigate
complex cases of transnational terrorism. In addition, these programs will facilitate the
exchange of cross-border information and expertise and build stronger networks of cooperation
between regional and international counterparts International organizations will focus on
capacity-building to ensure that South Asian countries can effectively tackle terrorism and
ensure the proper management of justice by strengthening regional security, as well as
strengthening regional security.3” It would improve compliance with international counter-

terrorism standards in South Asia and contribute to global efforts to combat terrorism.

Promoting regional dialogue through confidence-building measures is essential to improve
cooperation among South Asian countries in the fight against terrorism. The region's diverse
political landscape, historical conflicts and territorial disputes have long hindered effective
cooperation on counter-terrorism efforts. However, the SAARC Charter (1985) encourages
mutual trust and cooperation among member states and provides a platform for collectively
addressing security challenges. Confidence-building measures (CBMSs) can serve as a catalyst
to overcome these challenges by promoting transparency, mutual understanding and reducing
the likelihood of misunderstandings and conflicts that often arise from diverse national interests.
Regular dialogue, in which countries come together to discuss counter-terrorism strategies,
helps to build the confidence needed for effective cooperation. These discussions can focus on
harmonizing counter-terrorism legislation, harmonizing national priorities and regional goals,

and establishing joint operations to combat terrorist groups operating across borders. Joint
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exercises such as joint counterterrorism training, information sharing platforms and coordinated
intelligence activities can improve the operational capabilities of South Asian countries and
enhance their commitment to regional cooperation. Such activities not only enhance confidence
among member states, but also create a practical framework for responding to terrorism in a
coordinated manner. These dialogues will help regional countries identify threats more quickly,
respond more effectively and take collective action against terrorist organizations by enhancing
the flow of information. In addition, these CBM will create a stable and cooperative
environment with diplomatic tools to ease tensions between countries like India and Pakistan,
which have often been at odds on the issue of terrorism and cross-border attacks. These
dialogues can pave the way for more productive relations and the establishment of binding
commitments on counter-terrorism, thereby strengthening collective security in the region.® As
part of this process, it is important to include actors from non-governmental organizations,
academic institutions and civil society to ensure that the counter-terrorism strategies developed
are comprehensive, human rights compliant and long-term sustainable. Ultimately, promoting
regional dialogue and confidence-building initiatives will not only strengthen South Asia's

counter-terrorism capacity, but also contribute to stability and peace in the wider region.

Ensuring compliance with human rights in counterterrorism is critical to maintaining the
legitimacy and effectiveness of such efforts in South Asia.>® While the region faces serious
challenges from terrorism, it is equally essential that counter-terrorism laws and policies comply
with international human rights standards to prevent abuse and protect fundamental freedoms.
The International Covenant on Civil and Political Rights (ICCPR) (1966) guarantees such rights
as protection from arbitrary detention (Article 9), the right to a fair trial (Article 14) and freedom
of expression. Counter-terrorism measures that violate these rights, such as arbitrary detention,
torture and suppression of political opposition, can undermine the moral authority of
governments, exacerbate tensions in the long run and further radicalize the population. In South
Asia, laws such as India's Act on the Prevention of Unlawful Acts (UAPA) and Pakistan's
Counterterrorism Act (1997) have been criticized for broad and sometimes vague provisions
that allow abuses against political opponents, religious minorities and activists, rather than
focusing solely on those who commit terrorist acts. Strengthening judicial oversight and
accountability mechanisms is essential to ensure that counter-terrorism efforts remain within
the legal and human rights context. This can be achieved by establishing an independent

supervisory body, ensuring a transparent investigative process and providing legal means to
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3% Martha Crenshaw, Explaining Terrorism: Causes, Processes, and Consequences (Routledge 2017).

© 2024. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1769 International Journal of Law Management & Humanities [Vol. 7 Iss 6; 1750]

individuals who have been unjustly detained or abused. In addition, the National Human Rights
Commission should be empowered to monitor and report on the impact of counter-terrorism
measures and ensure that state actions are scrutinized and explained. International human rights
bodies, such as the UN Human Rights Council (UNHRC), can play a role in providing guidance
and recommendations to countries on best practices to balance security concerns and human
rights obligations. Regional cooperation on human rights compliance, particularly under
frameworks such as the SAARC Charter, can promote a common understanding of how to
protect both security and civil liberties in the context of counter-terrorism.*® Finally,
incorporating human rights considerations into counter-terrorism training for law enforcement,
military and judicial officers is important to ensure that these actors understand their legal
obligations under international law and are equipped to effectively enforce them. By integrating
human rights protection into counter-terrorism measures, South Asian countries can increase
the credibility and legitimacy of their efforts and ultimately lead to more sustainable, just and
effective security policies that protect both individuals and communities from the scourge of

terrorism.

Addressing state support for terrorism is an important aspect of countering transnational
terrorism in South Asia.This is because state support for terrorist groups not only exacerbates
regional instability, but also complicates international efforts to ensure accountability. State
sponsorship of terrorism can take many forms, including providing financial support, safe
havens, weapons, or political support to terrorist organizations. This support often undermines
efforts to fight terrorism both at the regional and international levels, as it protects perpetrators
from prosecution and promotes the growth of extremist ideology. UN Security Council
Resolution 1373 (2001) explicitly calls on states to prevent and curb financing and safe havens
for terrorists and recognizes the harmful effects such assistance has on international peace and
security. The International Convention on the Suppression of the Financing of Terrorism (1999)
further strengthens this legal framework by prohibiting the provision of financial assistance to
terrorist organizations and underlines the commitment of the international community to curb
activities sponsored by such countries. But addressing state sponsorship of terrorism in South
Asia requires a multifaceted approach that includes not only international legal mechanisms,
but also diplomatic engagement, economic sanctions and, if necessary, accountability

mechanisms under international law.*!
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Diplomatic channels play an important role in putting pressure on states to stop supporting
terrorist groups and comply with international norms. Through bilateral and multilateral
dialogue, states can express concerns, provide incentives for compliance, or threaten sanctions
to enforce cooperation. Diplomatic efforts also include leveraging regional organizations such
as the Association for Regional Cooperation in South Asia (SAARC) to promote regional
consensus and encourage collective action against countries providing terrorism support.
Economic sanctions, including freezing assets, imposing trade restrictions and blocking aid, can
be powerful tools to hold states accountable.*? However, such sanctions must be carefully
targeted to avoid damage to civilians and should be designed to encourage a change in behavior
within the leadership of the problematic state. For example, sanctions could be imposed on
military leaders and government agencies directly responsible for supporting terrorism,

ensuring that humanitarian assistance remains available to the wider population.

Regional agreements and treaties should also incorporate provisions requiring Member States
to take concrete action against those who provide support to terrorist organizations and
explicitly address the sponsorship of terrorist states. The SAARC Convention on Counter-
Terrorism (1987), while promoting cooperation on counter-terrorism issues, lacks an explicit
enforcement mechanism to address state patronage. Strengthening the regional legal framework
by incorporating a binding protocol on this issue will lead to more effective regional cooperation
and coordination. In addition, international actors, such as the United Nations and the European
Union, will support efforts to hold states accountable for terrorism-related activities through
diplomatic pressure and sanctions. By incorporating provisions to explicitly address terrorism,
we can create a more unified and effective approach to countering terrorism that reduces the
influence of states seeking to destabilize the region through support for violent non-state
actors®. Ultimately, addressing state patronage of terrorism in a robust and coordinated manner
requires a commitment to multilateralism, diplomatic engagement and the use of both

preventive and punitive measures to promote regional peace and security.

Addressing transnational terrorism in South Asia requires a multifaceted approach, including
harmonization of laws, regional cooperation and compliance with international human rights
standards. The existing framework provides a basis, but the challenges of extradition, weak
legal capacity, political sensitivity, and state patronage require stronger mechanisms and

political will. South Asia can make significant progress in combating transnational terrorism
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and ensuring regional security by building trust, strengthening institutional capacity and

promoting uniform legal standards.
VII. CONCLUSION

In conclusion, the legal framework for dealing with cross-border terrorism in South Asia faces
several challenges, but also offers opportunities for improvement and enhanced cooperation.
The study proposes several recommendations to address these challenges related to the current
legal framework, such as inconsistencies in domestic law, challenges of extradition of criminals,
weak legal capacity, political sensitivity, lack of regional cooperation, human rights concerns,
and state sponsorship of terrorism, including harmonization of domestic law, building legal
capacity, strengthening regional cooperation, promoting bilateral agreements, ensuring human
rights compliance, diplomatic engagement, and addressing state sponsorship of terrorism.

By implementing these recommendations, South Asian countries can strengthen their legal
frameworks, strengthen regional cooperation and effectively combat transnational terrorism,
while upholding human rights and international legal norms. Cooperation among South Asian
countries, supported by the international community, is essential to address the transnational
nature of terrorism and to promote peace, security and stability in the region. Transnational
terrorism in the digital age is a complex and evolving threat to global security and requires
innovative approaches and concerted efforts. Understanding the dynamics of terrorism in the
digital age is essential to developing effective counter-terrorism strategies and protecting
societies from the risks posed by terrorist organizations operating across borders. Addressing
cross-border terrorism in South Asia remains a complex and multifaceted challenge, but a
concerted effort to strengthen the legal framework, strengthen cooperation and address the root

causes can contribute to a more effective response and a safer and more stable region.
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