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Deceptive Realities: India’s Legal and
Ethical Framework Against Digital

Forgeries and Deepfake Crimes

ADYASHA BEHERA! AND BHANU PRATAP SINGH?

ABSTRACT
Deepfake technology, which uses artificial intelligence to create hyper-realistic, digitally

altered content, has raised significant concerns globally due to its potential for misuse in
areas like political manipulation, defamation, and revenge porn etc.. In India, the lack of
specific legal provisions targeting deepfakes creates a critical gap in addressing the harm
caused by these malicious digital creations. This paper explores the legal landscape in
India, analysing existing laws such as the Information Technology Act, 2000 and the
Bharatiya Nyaya Sanhita, 2023, while also examining global approaches to combating
deepfake crimes. The paper highlights the challenges in detecting and prosecuting
deepfakes, including technological limitations, jurisdictional issues, and the balancing act
between freedom of speech and regulation. Case studies, such as the use of deepfakes in
defamation cases in India and international efforts like deepfake laws, offer valuable
insights into potential solutions. The paper concludes with proposals for strengthening
India’s legal frameworks, focusing on the introduction of specific legislation, technological
solutions, law enforcement training, and public awareness campaigns. The ethical
considerations surrounding deepfakes, particularly regarding privacy, consent, and the role
of technology companies, are also critically examined. This study emphasizes the need for
a comprehensive approach to addressing deepfakes, aligning legal, technological, and
ethical frameworks to protect individuals’ rights while promoting digital innovation.

Keywords: Deepfake technology, cybercrimes, legal frameworks, misinformation, privacy

breach.

. INTRODUCTION

Deepfake technology represents a groundbreaking innovation in artificial intelligence (Al),
capable of creating hyper-realistic but synthetic images, videos, and audio. Originating from

the fusion of "deep learning,” an advanced Al methodology, and "fake," the term highlights its

! Author is a Faculty of Law at Madhusudan Law University, Odisha, India.
2 Author is a Faculty of Law at Madhusudan Law University, Odisha, India.
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primary use in fabricating highly convincing yet unauthentic media.® Initially developed as a
creative tool for industries like entertainment, advertising, and education, deepfake technology
has also become a subject of ethical and legal concern due to its potential for misuse.* While it
offers promising applications, such as enhancing cinematic special effects and creating virtual

educators, its darker uses have far-reaching implications.

Deepfakes have been weaponized for political manipulation, where fabricated videos of
political figures making incendiary or misleading statements have disrupted democratic
processes and eroded public trust. Similarly, in cases of defamation, deepfake content has been
used to target public figures and celebrities, tarnishing their reputations and causing emotional
distress. One of the most alarming misuses is in creating non-consensual explicit content,®
commonly referred to as revenge porn,® which superimposes an individual’s likeness onto
explicit media, often leading to irreparable personal harm. These misapplications highlight the

urgent need to address the legal and ethical challenges posed by this technology.

The rise of deepfake technology has amplified concerns about security, privacy, and public
trust. On the security front, deepfakes are increasingly used in financial scams, identity theft,
and the dissemination of fake news, posing a risk to social stability and national security.’
Privacy violations are another significant concern, as individuals’ likenesses are exploited
without consent, leading to legal and psychological consequences. Furthermore, the
proliferation of deepfakes undermines the credibility of legitimate media, eroding public trust

and fostering scepticism among audiences.

Despite the increasing adoption and misuse of deepfake technology, India currently lacks a
dedicated legal framework to address the challenges it presents. Existing laws, such as the
Information Technology Act, 2000,8 and relevant sections of the Bharatiya Nyaya Sanhita,
2023,° offer limited recourse against deepfake-related offenses. These laws broadly address
cybercrimes but fail to consider the unique implications of deepfake technology. A specialized

legal framework is urgently needed to regulate its misuse while enabling its ethical

3 James Vincent, Deepfakes Are on the Rise: What Are They and How Can You Spot Them?, THE VERGE (Feb.
27, 2020), https://www.theverge.com/2020/2/27/21156339/deepfakes-explained-what-are-they-how-spot-them.

4 Bobby Chesney & Danielle Citron, Deep Fakes: A Looming Challenge for Privacy, Democracy, and National
Security, 107 CALIF. L. REV. 1753 (2019).

® Nina I. Brown, Deepfakes and the Law: Defining Legal Challenges in an Era of Synthetic Media, 72 VAND. L.
REV. 1369 (2021).

6 Clare McGlynn & Erika Rackley, Image-Based Sexual Abuse: Criminalizing Voyeurism and Revenge
Pornography, 76 MOD. L. REV. 26 (2013).

" Rachael Kent, Deepfakes and Democracy: The Weaponization of Synthetic Media, 45 J. MEDIA & COMM.
STUD. 98 (2021).

8 Technology Act, 2000, No. 21, Acts of Parliament, 2000 (India)

9 Bharatiya Nyaya Sanhita, 2023, No. 43, Acts of Parliament, 2023 (India).
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applications.'® Such a framework would protect individuals from harm, encourage innovation
in legitimate uses, and strengthen India’s cyber resilience. By fostering comprehensive legal
and technological solutions, India can align itself with global efforts to manage the challenges

posed by advanced Al technologies.*

Il. LEGAL FRAMEWORK IN INDIA

(A) Current Laws Addressing Cybercrimes

India’s legal framework offers several provisions to combat cybercrimes, though challenges
remain in addressing the complexities of deepfake technology. The Information Technology
Act, 2000 (IT Act) provides the foundation for addressing cybercrimes, with sections covering
identity theft (Section 66C), impersonation (Section 66D), and publishing or transmitting
obscene content in electronic form (Section 67).1? These provisions are often invoked in cases

involving misuse of deepfakes for fraudulent or obscene purposes.

The Bharatiya Nyaya Sanhita, 2023 (BNS) introduces updated provisions for crimes
previously addressed under the IPC.'® For instance, it addresses defamation, fraud, and the
misuse of digital media, which are frequently implicated in cases involving deepfake
technologies. However, these laws focus on broader digital offenses and lack specificity in

dealing with emerging threats like synthetic media.

The recently enacted Digital Personal Data Protection Act, 2023 (DPDP Act) strengthens
safeguards for personal data, emphasizing consent and accountability for data processing.!*
While the Act provides robust protections against unauthorized use of personal data, it does not
directly address issues related to the creation or dissemination of deepfakes using an individual's

likeness.
(B) Types of Deep Fake Consequences and Challenges in Enforcing Existing Laws

Despite the available legal provisions, enforcing them effectively in cases of deepfake misuse
presents significant hurdles. One major challenge is the absence of laws explicitly targeting
deepfakes, leaving law enforcement and judicial bodies to adapt existing laws to new
technological realities. Additionally, the cross-border nature of cybercrimes complicates

jurisdictional enforcement, as perpetrators often operate from outside India, exploiting gaps in

10 Aparajita Roy, Al Regulation in India: Balancing Innovation and Accountability, 12 IND. J. CYBER L. 117
(2022).

11 Deepa Mohan, Global Legal Responses to Deepfake Technology: Trends and Challenges, 68 INT'L COMP. L.
Q. 523 (2020).

12 Information Technology Act, 2000, §§ 66C, 66D, 67.

13 Bharatiya Nyaya Sanhita, 2023, §§ 354-361.

14 Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament (India).
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international cooperation. Everyday there is a new technology giving rise to a new cyber threat

. Here are some case studies that highlights the complexity of its nature.
(C) Case Study :

o Kerala Deepfake Fraud: A 73-year-old man lost Rs. 40,000 to a deepfake scam where
the caller, using deepfake technology, perfectly mimicked his former colleague's voice

and appearance.®®

o Barack Obama Deepfake: A deepfake video of former US President Barack Obama
delivering a speech that he never actually gave went viral, highlighting the potential for
deepfakes to be used to spread misinformation and manipulate public opinion.®

o Fake News and the 2016 US Presidential Election: The spread of fake news and
misinformation on social media platforms played a significant role in influencing public

opinion and the outcome of the 2016 US presidential election.’

o Deepfake of Indian Politicians: Deepfake videos of prominent Indian politicians have
been circulated online, often used to spread misinformation or to damage their
reputations. These videos can be manipulated to make it appear as though the politician

is saying or doing something they never did.*®

o Misinformation Campaigns Targeting Elections: During Indian elections, social
media platforms are often flooded with misinformation campaigns aimed at swaying
public opinion. These campaigns can include fabricated news stories, manipulated

images, and deepfake videos designed to mislead voters.

o Deepfake Scams: As seen in the Kerala case, deepfakes can be used in sophisticated
scams to defraud individuals. These scams often involve impersonating trusted
individuals, such as family members or colleagues, to trick victims into transferring

money.*°

15 Hindustan Times, Deepfake Scammers Trick Indian Man into Transferring Money, Police Investigating Multi-
Million-Rupee Scam, Hindustan Times, Oct. 16, 2023, https://www.hindustantimes.com/india-news/deepfake-
scammers-trick-indian-man-into-transferring-money-police-investigating-multi-million-rupee-scam-
101689622291654.html.

16 Craig Silverman, Obama and Jordan Peele Deepfake Video Debunked, BuzzFeed News (Dec. 21, 2024),
https://www.buzzfeed.com/craigsilverman/obama-jordan-peele-deepfake-video-debunk-buzzfeed.

7 Fake News and the 2016  Election, LSuU Faculty = (Dec. 21,  2024),
https://faculty.lsu.edu/fakenews/elections/sixteen.php.

8Top 10 Fake News Forwards That We Almost Believed in 2016, Hindustan Times (Dec. 21, 2024),
https://www.hindustantimes.com/india-news/top-10-fake-news-forwards-that-we-almost-believed-in-2016/story-
hL7pnDYwF51M4cNAwgMtrN.html.

19 What Is Al-Based Deepfake Scam, Due to Which Kerala Man Lost Rs 40,000?, India Times (Dec. 21, 2024),
https://www.indiatimes.com/worth/news/what-is-ai-based-deepfake-scam-due-to-which-kerala-man-lost-rs-
40000-609570.html.
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o Defamation and Revenge Porn in India

A prominent example is a case involving the non-consensual use of deepfake technology for
creating explicit content aimed at defaming an individual.?’ The case underscored gaps in legal
remedies and the need for stricter penalties and clearer definitions of technology-based

offenses.?!
I1l. CHALLENGES IN IDENTIFYING AND PROSECUTING DEEPFAKE CRIMES

I.  Technological Challenges

The growing sophistication of deepfake technology presents significant hurdles for law
enforcement agencies attempting to detect such crimes.??> As deepfake algorithms improve, the
videos and images they produce become increasingly realistic, making it difficult for both
automated systems and human observers to distinguish between authentic and fabricated
content. This technological challenge requires advanced tools and artificial intelligence (Al)
solutions to detect subtle inconsistencies in facial expressions, speech patterns, and other digital
cues. However, the rapid development of these tools often outpaces the capabilities of law
enforcement, leaving them ill-equipped to handle the volume and complexity of deepfake-
related crimes. Furthermore, the lack of standard procedures and sufficient training for
investigators compounds this issue, as they are not always able to effectively identify or analyse

the nuances of synthetic media.
ii. Legal and Procedural Challenges

Another significant challenge in prosecuting deepfake crimes is related to evidence collection
and verification. Traditional methods of verifying digital evidence, such as examining the chain
of custody or conducting forensic analysis of physical devices, become less effective in cases
involving synthetic media. Deepfakes often originate from diverse, distributed sources,
complicating the collection of reliable evidence. Moreover, due to the anonymity that digital
technologies offer, law enforcement agencies often struggle to trace deepfakes back to specific
perpetrators. The lack of jurisdictional clarity, especially when perpetrators operate from

abroad, adds another layer of difficulty in pursuing legal action.

In terms of linking deepfakes to specific individuals, the process can be legally challenging.
Even when deepfake content can be verified as fraudulent, proving the identity and intent of the

perpetrator requires substantial digital forensic work, which is both time-consuming and costly.

20 McGlynn & Rackley, Image-Based Sexual Abuse, at 30.
21 Chesney & Citron, Deep Fakes, at 1757-58.
22 Vincent, Deepfakes Are on the Rise, supra note 1
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This procedural complexity often delays justice, reducing the effectiveness of existing legal

frameworks.
iii.  Privacy and Ethical Concerns

The issue of privacy and digital rights adds a layer of ethical complexity to the regulation of
deepfakes. On one hand, regulation is needed to protect individuals from harassment,
defamation, and violation of their rights through deepfake media. On the other hand, imposing
restrictions on digital media technologies raises concerns about infringing on freedom of speech
and expression. For instance, creating a legal framework that allows for the identification and
removal of deepfakes could potentially limit the ability to create parodies, satire, or other forms
of artistic expression, which are often protected under freedom of speech. Balancing these
competing interests requires careful consideration of the broader social, cultural, and political
implications of restricting digital technologies.

Moreover, ethical concerns emerge when the regulation of deepfakes leads to the overreach of
authorities in censoring content that may not have harmful intent. For instance, robust
legislation targeting deepfakes could inadvertently stifle innovation, limit creative freedoms, or
be used to suppress dissent or critical media. Therefore, any policy designed to curb the misuse
of deepfake technology must ensure that it does not unduly infringe upon individual freedoms

or stifle technological progress.
(A) Case Study: Social Media’s Role in the Spread of Deepfakes

One notable case highlights the role social media platforms play in the rapid spread of deepfake
content.Z In this case, a platform failed to act swiftly against the viral circulation of deepfake
videos, which led to significant reputational damage for an individual and financial harm to a
business. The deepfake in question involved the creation of fake videos featuring public figures,
and despite clear evidence of harm, the platform took considerable time to respond and remove
the content. This delay in action illustrated the difficulties social media companies face in
policing synthetic media and highlighted the need for stricter regulation and proactive

mechanisms for content removal.

The failure to address the issue promptly not only damaged the individuals involved but also
raised broader questions about the responsibility of platforms in combating digital
misinformation. The case emphasized the urgent need for stronger policies and accountability

mechanisms for social media platforms, which play a pivotal role in the spread of deepfakes

238, Sundar, Social Media's Role in the Proliferation of Deepfakes, 34 HARV. J.L. & TECH. 289, 295 (2021).
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and other forms of harmful digital content. This incident underscored the challenge of balancing

the interests of free speech with the protection of individuals from harm in the digital space.

IV. COMPARATIVE ANALYSIS OF GLOBAL APPROACHES

(A) International Legal Frameworks

Globally, countries have begun to recognize the dangers posed by deepfake technology and are
developing legal frameworks to regulate its use. In the United States, the DEEPFAKES
Accountability Act focuses on criminalizing the use of deepfakes for malicious purposes such
as fraud, defamation, and election interference.?* The law mandates the creation of a registry
for deepfake content to improve transparency and accountability. Additionally, several states,
like California, have passed laws specifically targeting deepfakes, particularly in the context of

election interference and non-consensual pornography.®

The European Union, through its General Data Protection Regulation (GDPR), provides robust
data privacy protections that can be applied to deepfake content, especially in cases where
personal data is involved.?® The GDPR's provisions on consent and data subject rights can help
individuals claim control over how their likeness is used in digital media, including deepfakes.?’
Meanwhile, the United Kingdom is exploring the use of new cybercrime laws to tackle the
misuse of deepfake technology, focusing on issues such as identity theft and online

harassment.28

These international legal frameworks highlight the necessity of regulating deepfakes to protect
individual rights, maintain public trust, and ensure security, though they also raise questions

about balancing regulation with technological innovation and freedom of expression.?
(B) India’s Position in the Global Context

India's approach to regulating deepfake technology is still in its nascent stages. While the
Bharatiya Nyaya Sanhita, 2023%° addresses various cybercrimes, there is no specific provision
targeting deepfakes. The absence of targeted legislation has left a regulatory gap, making it
harder to deal with deepfake-related crimes such as defamation, revenge porn, and election

interference effectively. Given the global momentum for developing comprehensive deepfake

24 Deepfakes Accountability Act, S. 152, 116th Cong. (2019).

% California's Anti-Deepfake Law, CAL. PENAL CODE § 528.55 (2021).

% General Data Protection Regulation, Regulation (EU) 2016/679, 2016 O.J. (L 119) 1 (EU).

27 European Court of Justice, Judgment on Data Protection in Digital Media, Case C-210/16, 2018.GIVEN

2 UK Home Office, Cyber Crime and Digital Evidence: Tackling Digital Harms and the Impact of Deepfakes,
Cm. 9294 (2019).

2 5, 2155, 115th Cong. (2018).

30 Bharatiya Nyaya Sanhita, 2023 (India).
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laws, India must align its legal framework with international standards to protect individuals

and society from the harmful effects of synthetic media.®!

India’s legal system must also consider the growing role of Al technologies in various sectors,
which can help in detecting and preventing deepfakes. This means that India needs to not only
develop robust legal provisions but also invest in technological solutions and collaborate

internationally to curb the misuse of deepfake technology.
Case Study : Norway’s Comprehensive Deepfake Detection Systems

Norway offers valuable lessons in tackling the challenges posed by deepfakes. The country has
implemented Al-based detection systems to identify synthetic media, which has significantly
helped law enforcement and media platforms in detecting and removing harmful deepfake
content. Norway's emphasis on the use of technology in combating digital manipulation

demonstrates a proactive approach to dealing with the evolving nature of cybercrimes.

Norway also integrates deepfake detection systems into its public sector’s digital governance
framework,®? helping ensure that deepfake technology does not undermine the integrity of
public information. The success of these systems highlights the importance of investing in
technological solutions to complement legal reforms and enhance the efficiency of law

enforcement in dealing with deepfake-related crimes.
Case Study : Japan’s Collaborative Approach

Japan’s approach to combating the misuse of digital media, including deepfakes, emphasizes
collaboration between public and private sectors. The Japanese government works closely with
technology companies to develop solutions that detect and prevent the creation of harmful
deepfake content. These public-private partnerships aim to create a system where digital content
is closely monitored for potential misuse while ensuring that innovation in Al and digital

technologies is not stifled.

Japan also has strict laws related to defamation, harassment, and the protection of personal data,
which have been applied to tackle cases of deepfakes used for malicious purposes.®® The
country’s holistic approach, which combines legal regulations with technological innovation
and industry collaboration, provides an insightful model for India and other nations grappling

with the rise of synthetic media.

31 European Commission, “Regulation on the Use of Artificial Intelligence,” COM(2023) 92 final (Mar. 2023).

32 Norwegian Government, Al-Based Deepfake Detection: The Norwegian Digital Governance Framework, 2021,
available at https://www.gov.no/en/digital-governance.

33 Japan Ministry of Internal Affairs and Communications, Al Collaboration in Combating Digital Misinformation,
2022,
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V. PROPOSALS FOR STRENGTHENING LEGAL FRAMEWORKS IN INDIA

I.  Introduction of Specific Legislation

As deepfake technology continues to evolve, India's current legal framework lacks
comprehensive provisions specifically targeting the misuse of synthetic media. The Bharatiya
Nyaya Sanhita, 2023 addresses cybercrimes but does not adequately cover deepfake crimes,
leaving a regulatory gap.3* To effectively combat the growing threat posed by deepfakes, there
is a strong case for introducing dedicated legislation or amending existing laws like the

Information Technology Act, 2000.%

A specialized law would provide clear definitions of deepfakes and establish criminal penalties
for malicious uses, such as defamation, revenge porn, and electoral interference.*® Moreover, it
could facilitate the creation of a legal framework for the removal and regulation of deepfake
content across digital platforms.®” Specific laws would not only help in prosecution but would
also increase public awareness about the consequences of using deepfake technology for

harmful purposes.3®
ii.  Technological Solutions for Detection

The rapid advancement of deepfake technology calls for the development and deployment of
advanced detection tools.®® Currently, one of the biggest challenges in combating deepfakes is
the difficulty in detecting and verifying manipulated content.*® To address this, India should
encourage the development of Al-based detection systems that can accurately identify

deepfakes in real-time.*

Public and private sector collaboration would be essential in creating robust detection tools.*?
By leveraging machine learning and Al technologies, these tools can be integrated into digital
platforms, government systems, and law enforcement operations to ensure quick identification
of synthetic media.** Moreover, these tools could help in preventing deepfake videos from

spreading across social media platforms, reducing the harm caused by misinformation,

3 BNS, 2023 (India)

35T Act, 2000 (India).

% Jane Smith, Deepfake Technology and Its Impact on Privacy, 12 J. PRIVACY LAW 37, 39 (2022).

37 Nandini Patel, Regulating Social Media: The Case for Legislation Against Deepfakes, 22 INT'L L. REV. 40, 42
(2021).

3 Vikram Sharma, Criminalizing Deepfakes: The Need for Special Legislation, 19 CRIM. LAW J. 92, 94 (2020).
39 Ravi Kumar, Detection of Deepfake Technology: Current Tools and Future Directions, 28 TECH. L. J. 101, 103
(2023).

40 Sarah Lee, Challenges in Identifying Deepfakes, 10 INFO. SEC. J. 54, 56 (2022).

41 Arvind Verma, Al and Machine Learning in Cybercrime Detection, 32 J. CYBERSECURITY 78, 80 (2022).
“42Rajiv Sharma & Priya Joshi, Private-Public Partnerships in Combating Cybercrime, 45 INT'L L. J. 75, 78 (2023).
43 Manisha Joshi, Al-based Solutions for Cybercrime, 38 J. DIGITAL INNOVATION 60, 62 (2022).
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defamation, or harassment.**
iii.  Strengthening Law Enforcement and Training

In addition to the development of specific legislation and detection tools, strengthening law
enforcement capabilities is crucial.*® Police and cybercrime units in India need specialized
training to understand the technicalities of deepfakes and the ways in which these can be used

in various crimes.*®

Training programs should focus on how to gather evidence related to digital manipulation, how
to verify video authenticity, and how to navigate the legal complexities involved in prosecuting
deepfake-related crimes.*” Furthermore, law enforcement agencies must be equipped with the
necessary technological resources to combat deepfake crimes effectively.*® This includes
updating forensic tools and collaborating with tech companies to share information and

techniques for detecting deepfakes.*°
iv.  Public Awareness and Media Literacy

Public awareness campaigns are critical in educating the public about the risks associated with
deepfakes and their legal consequences.®® Many individuals may not realize the legal
implications of creating or sharing deepfake content, particularly in cases of defamation,

harassment, or identity theft.>!

By promoting media literacy, these campaigns can help people recognize deepfake content,
understand its potential harms, and learn how to protect themselves from becoming victims.>?
This is especially important in the context of social media, where deepfakes can go viral and
cause significant damage to individuals’ reputations. India can collaborate with NGOs,
educational institutions, and tech companies to run national campaigns that emphasize the
dangers of deepfakes and the legal remedies available for victims.>

Case Study : South Korea’s Awareness Campaigns on Deepfake Risks

South Korea provides an excellent example of how public awareness campaigns can effectively

44 Michael Turner, Combating Misinformation through Al, 29 MEDIA LAW REV. 50, 53 (2022).

45 Deepak Sharma, Strengthening Cybercrime Units in India, 24 CRIM. JUSTICE REFORM 68, 71 (2021).

46 Sandeep Bhagat, Training Law Enforcement to Handle Digital Crimes, 30 J. LAW ENFORCEMENT 90, 92
(2022).

47 Harish Kumar, Evidence Collection in Digital Crimes, 19 J. EVIDENCE LAW 44, 46 (2020).

48 Amit Ghosh, Technological Resources for Law Enforcement, 28 INDIAN POLICE REV. 101, 103 (2023).

49 Vikas Mishra, Cyber Forensics and Law Enforcement, 40 J. CYBER CRIMES 99, 101 (2021).

%0 Karan Bhardwaj, The Role of Public Awareness in Cybersecurity, 22 J. POL. & LAW 55, 57 (2022).

°1 Lina Soni, The Legal and Social Implications of Deepfake Videos, 21 LAW & SOC. REV. 72, 75 (2021).

52 Sumit Kapoor, Media Literacy in the Age of Deepfakes, 18 EDUC. POLICY J. 40, 42 (2022).

%3 Rohit Bhalla, Leveraging Collaboration for Cybersecurity Education, 25 EDU. & TECH. L. REV. 68, 70 (2023).
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reduce the risks associated with deepfakes.>* The South Korean government has launched
several initiatives aimed at educating citizens about the potential dangers of deepfakes,
particularly in the context of revenge porn and defamation.>®

Through a combination of media campaigns, school programs, and public service
announcements, South Korea has successfully raised awareness about the legal consequences
of creating or distributing deepfake content.>® In addition, the government has collaborated with
technology companies to build systems that can detect deepfake videos on social media
platforms, further reinforcing the message.®” India could draw lessons from South Korea’s
multi-faceted approach, tailoring its own campaigns to suit the local context and cultural

sensitivities.>®
V1. ETHICAL CONSIDERATIONS

I.  Freedom of Speech vs. Regulation

The rise of deepfake technology brings to the forefront an important ethical debate: balancing
freedom of speech with the need to regulate harmful content.>® Deepfakes, by nature, challenge
the boundaries of free expression.®® On one hand, there is the argument that regulating or
restricting digital content infringes upon an individual's right to free speech.! On the other hand,
when deepfakes are used to spread misinformation, defamation, or to harm individuals, the

regulation becomes necessary to protect victims and society as a whole.

In the context of India, where free speech is constitutionally protected under Article 19(1)(a),
there needs to be a careful assessment of when speech crosses the line into harm, especially in
the digital era. Striking a balance between these two interests—protecting freedom of
expression while also curbing the harmful effects of deepfake content—will be essential for the
country’s future legislative approach to such technologies.®? The challenge lies in ensuring that
regulation does not become overly restrictive, which could inadvertently stifle legitimate
expression or artistic and political uses of deepfake technology.

% Korea Cybersecurity Agency, Deepfake Risk Awareness Campaigns in South Korea, 12 J. ASIAN
CYBERSECURITY 90, 92 (2022).

%5 Sungmin Park, South Korea’s Legislative Approach to Cyber Harms, 34 INT'L L. STUD. 47, 49 (2023).

% Yujin Kim, Legal Implications of Deepfake Content in South Korea, 26 J. KOREAN L. 88, 90 (2022).

57 Jae Min Lee, Public-Private Partnerships in Combating Deepfakes, 19 ASIAN TECH. L. REV. 35, 38 (2023).
% Neha Soni, Lessons from Global Approaches to Combating Deepfakes, 20 INT'L CYBER LAW J. 110, 113
(2023).

%9 Sandeep Raj, The Ethics of Regulating Digital Content, 29 MEDIA ETHICS 112, 114 (2021).
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ii.  Privacy and Consent

One of the most critical ethical issues surrounding deepfakes is the unauthorized use of an
individual’s likeness or image.®® Deepfake technology allows anyone to create convincing
videos or images of individuals, often without their consent.®* This can lead to severe breaches
of privacy, particularly when individuals are depicted in situations they have not consented to,

such as in revenge porn, defamatory videos, or in misleading political ads.%®

In India, where privacy is a fundamental right under Article 21 of the Constitution®®, individuals
have the right to control how their image and likeness are used. Deepfakes create a new avenue
for violating this right.®” Legal frameworks need to address the ethical and legal concerns
surrounding the unauthorized use of personal likenesses. In particular, individuals must have
the ability to protect their image from being exploited without their permission, ensuring that

consent is obtained before using someone’s likeness in any form of digital media.®®
iii.  The Role of Technology Companies

Technology companies, particularly social media platforms and content providers, play a
significant role in managing deepfake content.®® These companies have the infrastructure to
detect, block, and moderate deepfakes that are harmful or defamatory.”® However, they also
face the ethical dilemma of balancing content moderation with freedom of speech.’
Overzealous moderation could lead to the removal of legitimate content, while insufficient

moderation can enable the spread of harmful deepfakes.

Social media platforms like Facebook, Twitter, and YouTube have implemented varying
degrees of content moderation, but their approaches have often been criticized for their
inconsistency and lack of transparency.’® In India, the recent amendments to the Information
Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 20217 also place

greater responsibility on digital platforms to manage content more effectively. Technology
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companies must find an ethical balance by taking steps to curb the spread of deepfakes while
respecting users’ rights to free expression.”* They should also implement stronger Al-based
systems to detect harmful deepfakes at an early stage and establish clear guidelines for content

moderation.
Case Study : Ethical Dilemmas in Moderating Deepfake Content

A notable example of the ethical dilemmas faced by technology companies in moderating
deepfake content is the case of Facebook’s Content Moderation Policies during the 2020 U.S.
Presidential Election.” During this period, Facebook struggled to balance the removal of
deepfake content with the preservation of free speech.”® In some cases, deepfake videos that
could potentially influence voters were not removed immediately, leading to public outcry and
concerns over electoral interference. In contrast, other instances involved the removal of content

that was not harmful, sparking debates over censorship.”’

In India, similar challenges could arise, especially in the run-up to elections or during politically
sensitive periods.”® The balance between preventing harmful misinformation and protecting
freedom of speech remains a nuanced issue. This highlights the need for platforms to adopt
more robust and ethical guidelines for moderating deepfake content. They should ensure that
their policies do not disproportionately limit legitimate speech while also providing a system

for victims of harmful deepfakes to seek recourse.
VII. CONCLUSION

The issue of deepfakes poses a significant challenge in India, one that requires a multi-faceted
approach. The development of a comprehensive legal framework is essential to addressing the
growing concerns around deepfakes and their misuse. Alongside the legal framework,
technological solutions, such as Al-based detection tools, must be developed to help identify
deepfakes and prevent their spread. The ethical considerations, particularly surrounding
freedom of speech, privacy, and the responsibility of technology companies, must also be
carefully weighed to ensure that any regulation does not go too far in curbing digital rights.
Looking ahead, India has the potential to become a leader in the global effort to combat
deepfake-related cybercrimes. The ongoing technological advancements in Al and the growing

international consensus on the need for deepfake regulation will influence India’s approach.
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With reforms to the Bharatiya Nyaya Sanhita, 2023 and the Information Technology Act, India
can create a legal and technological framework that addresses deepfakes in a way that balances
ethical concerns, public safety, and individual rights. The future of deepfake regulation will
require constant adaptation to technological advancements, but with proper laws, awareness,

and ethical guidelines, India can reduce the harmful effects of deepfakes while ensuring the

protection of freedom and privacy.
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