
Page 1114 - 1124 

 

 

   

 

 

 

INTERNATIONAL JOURNAL OF LAW 

MANAGEMENT & HUMANITIES 

[ISSN 2581-5369] 

Volume 3 | Issue 4 

2020 

© 2020 International Journal of Law Management & Humanities 

 

 

 

 

 

 

 

 

 

 

Follow this and additional works at: https://www.ijlmh.com/ 

Under the aegis of VidhiAagaz – Inking Your Brain (https://www.vidhiaagaz.com) 

 

This Article is brought to you for “free” and “open access” by the International Journal of Law 
Management & Humanities at VidhiAagaz. It has been accepted for inclusion in International Journal of 
Law Management & Humanities after due review.  

 

In case of any suggestion or complaint, please contactGyan@vidhiaagaz.com. 

To submit your Manuscript for Publication at International Journal of Law Management & 
Humanities, kindly email your Manuscript at editor.ijlmh@gmail.com. 

https://www.ijlmh.com/
https://www.vidhiaagaz.com/
mailto:Gyan@vidhiaagaz.com
mailto:editor.ijlmh@gmail.com


1114 International Journal of Law Management & Humanities [Vol. 3 Iss 4; 1114] 

© 2020. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

Cyber Squatting: Need for Comprehensive 

and Standalone Legislation 

 
VANI DHAWAN

1 

 

ABSTRACT 

Trademarks are the words, images, expressions, logos or mottos which recognizes and 

recognize one business from other. Trademarks encroachment can be generally seen 

nowadays, so as to pick up benefit from the altruism from a current brand name. One such 

method of brand name encroachment is cybersquatting. Cybersquatting is alluded as the 

way toward enlisting, selling or utilizing an area name with the goal of benefitting from 

generosity of another person's current brand name. It alludes to the act of purchasing up 

area names, which incorporates the names of existing business, with a mal purpose to offer 

them at a benefit to those legitimate proprietors or to claim to be a genuine site of the brand 

to confound or bamboozle the clients and possible clients. Indian law doesn't have a 

particular resolution systematized to manage the instances of cybersquatting however 

there are relating laws and global structure in such manner yet they miss the mark to 

manage the regularly expanding hazard of cybersquatting.  

The paper intends to clarify the current lawful situation of the nation, related Indian laws 

and universal systems relevant to the equivalent, how legal executive has managed these 

cases without a particular law overseeing it, investigating the structure of different wards.  

The exploration technique is doctrinal and have utilized optional wellsprings of data to 

come to end results.  

Keywords - trademarks, cybersquatting, universal structure, brand names, encroachment. 

 

I. CONCEPT  

Cybersquatting is the act of copying a space name which has a place with some other 

individual, business or association with a ulterior intention of offering it to legitimate proprietor 

including some built-in costs. So as to have better bits of knowledge to cybersquatting, 

comprehension of space names is an essential. All assets on the web, be it a site page or record 

of data has its own location, URL (Uniform Resource Locator). A space name is a piece of the 

location and is allotted to every PC or network access. An area name can be comprehended as 

the site name too. PCs use IP addresses, a progression of numbers. be that as it may, it isn't 

                                                      
1 Author is a student of Vivekananda Institute of professional studies, GGSIPU, India. 
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truly plausible to recollect series of numbers. In this manner, these area names are created and 

used to recognize elements on the web instead of utilizing IP addresses. An area name is more 

significant to the clients than the arrangement of numbers individuals can hence decide on an 

effectively recalled and unmistakable area names in the internet. Each area name must be 

enrolled so as to come into utilization, likewise no other site can have a similar space name. 

the portion of names and addresses overall is done halfway by IANA through the INCENTRIC. 

A space name is a mix of names on various levels. In addition, Top level space can be 

partitioned into two classes specifically – nation code TLDs which are nation explicit like .in 

for India and .au for Australia and nonexclusive high level area. Second level space (SLD) 

names frames the topic thus.  

Contact administrator of top level domain (TLD) In case the requested name has not already 

been assigned to anyone a similar will be endorsed and allowed. ICANN (web company of 

relegated names and numbers) is responsible for the organization of high level areas.  

Cyber squatters are the dishonest imitators who mean to enlist brand names and trademarks as 

space names belonging to any outsiders, with a thought of directing business on the generosity 

of such other gathering by confounding clients or possible clients and now and again to offer 

it to the legitimate proprietor at a benefit. Cyber squatters have a monetary rationale. Enlistment 

of a space name is reasonable, be that as it may, when enrolled, attractive incomes can be 

produced by distributing commercials on the website page, for example, pay-per-click 

promotions. Cybersquatting additionally incorporates redirecting traffic from the first brand 

name holder, along these lines, making misfortunes to the last mentioned.  

Cybersquatting is of different sorts 2–  

 Domain Name - It is the act of enlisting a previously enrolled brand name as a space 

name, with a rationale of blackmailing cash from the first proprietor of the exchange 

mark.  

 Identity theft - This is submitted by keep a nearby beware of the expiry dates of the 

popular space names by online applications and enrolling them for the sake of the 

screens when the past enlistment lapses. This is finished with the expectation of 

deluding the guests of recently enrolled site, who visit them under the impression of 

that site despite everything having a place with the past proprietors.  

                                                      
2 Sankalp Jain, cybersquatting concepts, types and legal regimes in India and USA (2015) 
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 Typo hunching down - It includes purposeful incorrect spelling of a current and unique 

brand name and enlistment of an area name like a well-known brand name. these rely 

upon the odds that clients will incorrectly spell the first brand name and will be 

coordinated to their site page.  

 Name jacking - This alludes to the demonstration of enlisting under a name having 

altruism of its own or is intelligent of support by the individual whose name is 

remembered for the space name. The cyber squatters exploit the preoccupation of traffic 

from the objective individual to themselves.  

II. WORLD INTELLECTUAL PROPERTY ORGANIZATION (WIPO) AND UDRP ON 

CYBER SQUATTING  

WIPO gave a web framework to organization of business debates relating to protected 

innovation through arbitration and mediation techniques. It is productive and prudent just as it 

takes under 45 days to finish the procedures. Despite the fact that the intervention techniques 

happen online there is as yet a need of physical recording of reports. This contest goal 

instrument just engages cybersquatting cases and for all other protected innovation clashes 

including battle with respect to area names. ICANN instruments were proposed by WIPO (The 

assembled country world protected innovation association). WIPO has proposed different rules 

for settling debates with respect to reserve and so as to deal with the space name method. 

ICANN was built up with a rationale of giving proprietors of renowned or notable brand names 

an elite utilization of their exchange denotes all high level spaces in an enormous geographic 

territory. It is likewise Rule 4(a) of the UDRP strategy, the procedure is accessible just in the 

instances of supposed space name encroachment.  

 That the area name enlisted is comparable or confusingly indistinguishable from an 

exchange imprint or administration mark in which the complainant has rights.  

 The registrant has no rights in regard of the area name enlisted.  

 The area name has been utilized or enlisted in the dishonesty.  

Instances of conditions that will considered by the head as a proof of utilization of space name 

in dishonesty are as under-  

 The space name was gained essentially to sell, leasing or moving the area name 

enlistment to a complainant, for important thought in overabundance of the area name 

registrant's cash based expenses straightforwardly identified with the space name.  
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 The space names were enlisted to disturb the business lead of the contenders.  

 To keep the proprietor of the brand name from mirroring the imprint in comparing space 

name.  

 By enlisting the area name the registrant deliberately pulls in monetary profits, by 

making a probability of disarray with the complainant's imprint as to source sponsorship 

or underwriting of items, administrations and so on.  

III. PRESENT DAY SCENARIO IN INDIA, AUSTRALIA AND USA  

(A) THE UNITED STATES OF AMERICA  

The main provision managing cybersquatting was passed in 1999 by the congress, the counter 

cybersquatting consumer protection act (ACPA)3. This permits the brand name proprietors to 

record a common suit against digital vagrants who register brand names with an intention to 

pick up benefits from the generosity of the brand names.  

There are significantly two activities which are permitted  

 Under exchange mark arrangements  

 Under in rem provisions 4 

Trademark provisions 5of ACPA can be conjured by the offended party, on the off chance that 

he demonstrates that  

 The decried mark is unmistakable or well known  

 The space name is indistinguishable or confusingly like a current imprint  

 The brand name is enlisted in dishonesty with a plan to benefit from offended party's 

imprint  

The courts are qualified with the forces for grants order, abrogation, harms against the litigants. 

To keep any blameless registrants from badgering, ACPA permits barrier of sincere trust and 

others under Federal Trademark Act of 19466.  

The in-rem provisions7 are joined in the demonstration to follow the individuals who are past 

court's ward. Under this arrangement the weight is on offended party to show that;  

                                                      
3 U.S.C. SEC 1125 
4 Jasson W Callo, asserting in personal jurisdiction over foreign cyber squatter, 69 U. CHI. L. Rev 1837 (2002) 
5 Sec 1125 (d) (1) 
6 J Thomas MC Cathy, on trademarks and unfair competition, 25- 268 (edition 4 2000)  
7 Sec 1125(d) (2) it is a technical term used to designate proceeding or actions instituted against thing unlike 

personal action. Black law dictionary 797 (edition 7 1999)  
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 The brand name is enrolled with the United States licenses and brand name office 

(''USPTO'') or is secured under area 43 (an) and (C) of the Lanham Act.  

 The offended party couldn't set up any close to home locale over the registrant or 

couldn't find him in the wake of practicing due persistence.  

Under this arrangement the intensity of the court is confined to coordinating relinquishment, 

crossing out, or move of the space name to the imprint proprietor. In addition, there is no 

arrangement for grant of harms and no power overseeing the area name space. us ccTLD is 

directed by division of business with Neustar, a private substance. usDRP8 is utilized to demand 

abrogation or move of .us area names which encroach the brand names while the usNDP9 

guarantees that all enlistments have a nearby association with the US. There is no position 

which may give quick track settlement of debates separated from case.  

(B) AUSTRALIA  

In Australia, common suit can be documented against digital vagrants for exchange mark 

encroachment under the exchange mark act 199510, activity forgoing off under customary claim 

for misappropriation under the opposition and purchaser act 201011. The au Dispute Resolution 

Policy (auDRP12) was detailed by the .au space organization Ltd (auDA). Under which the 

gatherings could look to discretion to determine the division. auDA was set up in the year 1999 

as a not revenue driven organization. It capacities under an industry self-administrative model 

with its BODs involving individuals from both demand and supply class13. It sets out the 

method for free assertion of debates between the exchange mark holder and the respondent. It 

likewise creates and makes arrangements concerning the registration of .au space names. in 

any case, it doesn't straightforwardly mediate protests under. auDRP rather move them to 

endorsed auDRP supplier who chooses a mediator to examine the protests. WIPO is one such 

supplier. AuDA can put a vault server lock on the pending goals of the question either Suo 

moto or in line with the gatherings. After the intervention, a deed of settlement is readied. 

AUDRP sets out a prohibitive meaning of the area grumblings, the definition is comprehensive 

and spreads – space name hunching down, grammatical mistake crouching while others like 

name jacking and robbery are past its extension. It besides disregards it needs instrument for 

                                                      
8 .us dispute resolution policy  
9 Nexus dispute policy  
10 Trademark act 1995 no. 119 compilation no. 36  
11 Competition and consumer act 2010 no. 51 1974 compilation no. 111 
12 .au dispute resolution policy, policy no. 2016-01 (apr 15, 2016) 
13 Review of the .au domain administration, Australian government department, department of communication 

and the arts  (April 2018) 
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second level area names dependent on gTLDs and confined to break or conceivable penetrate 

of auDA distributed approach.  

(C) INDIA  

In contrast to some different nations, India starting at now has no space name security law in 

any case, offenses like cybersquatting cases are managed under the arrangements of exchange 

mark act 1999.  

As it was held by the Hon'ble preeminent court of India in Satyam Infoway Ltd v. Sifynet 

Arrangements Pvt Ltd AIR 2004 SC 3540 "most definitely, there is no enactment which 

expressly alludes to the contest goal regarding area names. In any case, in spite of the fact that 

the activity of the Trade Marks Act 1999 itself isn't additional regional and may not take into 

consideration satisfactory insurance of area names, this doesn't imply that space names are not 

to be legitimately ensured to the degree conceivable under the laws identifying with going off".  

Besides, there are different approaches to battle cybersquatting too by-  

 Cease and halt requests to digital vagrants.  

 Arbitration procedures under the guidelines set somewhere near ICANN.  

 Trial in a state or government court.  

 Filing case with the vault constrained by NIXI (National Internet trade in India). 

Through this the case can likewise be put to quick track debate goal process from where 

grumbling choices are moved inside 30 days.  

A casualty may pick any way to make his guarantee yet be will not disregard the fundamental 

negative impacts left unchecked.  

Cybersquatting is an essential concern explicitly for the areas having money related exchange 

as a result of the digital vagrants taking advantage in burglarizing and tricking people by 

acquiring their Credit Card subtleties. There are a few IT groups devoted to have an opportune 

keep an eye on these spaces. As usual, Indian legitimate framework is quiet on this issue as 

well, the current or proposed Information Technology Act in India has no particular 

arrangements for rebuffing digital vagrants, best case scenario, the area name can be reclaimed. 

As there is a nonattendance of lawful pay under the IT Act, to keep vagrants from taking spaces 

further, .in vault had started proactive strides to allow pay to casualty organizations. Be that as 

it may, it is only a start and still, there is no successful framework or laws to battle 

Cybersquatting  
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Cybersquatting is a worry for the most part for those having budgetary exchange in light of the 

fact that the wrongdoers may take advantage in looting and tricking people as they would have 

their Visa subtleties.  

There is no particular arrangement for rebuffing and asserting legitimate pay from digital 

vagrants in the current data and innovation act. despite the fact that the space name can be 

reclaimed. As the Indian courts have perceived the lacuna, the arrangements of the Trademark 

Act can in this manner be applied. Courts have taken steps to allow remuneration to casualties.  

Section 135 of The Trademark Act, 1999 states lawful solutions for suits for encroaching 

enrolled brand names or the death of directive, harms or record for conveyance of products or 

decimation of encroaching merchandise. In addition, section 103 accommodates the 

punishment of utilizing bogus brand names for example culpable with detainment of at the very 

least a half year which can be stretched out as long as 3 years with fine at the very least Rs. 

50000 that may stretch out up to 2 lacs. in instances of exchange marks being as of now enrolled 

giving cure is accessible to the proprietor he can likewise document the activity for 

encroachment under said act.  

IV. CASE LAWS -  

As Trade Mark Act, 1999 is applied by the courts to the instances of cybersquatting. Act gives 

two cures –  

 Remedy of encroachment – the cure can be benefited by the proprietor just in the cases, 

where in the brand name has been enrolled.  

 Remedy of going off-this cure is accessible where the enlistment has not occurred.  

On case of Yahoo Inc. v. Akash Arora And Others 1999 II AD14 Delhi the issue was the 

endeavour made to utilize the area name <yahooindia.com > against space name <yahoo.com> 

for undertaking internet providers. It was seen that the level of comparability is crucial in such 

cases for activity of going off, as there is probability of disarray and trickiness being caused. 

In the occasion case most extreme similitude can be seen in both the area names. There is a 

decent chance that the client may get befuddled and bamboozled in accepting that both area 

names have a place with one source though the two has a place with two unique concerns.  

While in Tata Children Ltd v. Design ID Ltd 200515, The Delhi High Court held that the 

misstep of getting to one area name rather than other will prompt preoccupation of clients and 

                                                      
14 Yahoo INC. v. Akash Arora and ors 1999AD Delhi 229, 78 (1999) DLT 285 
15 TATA sons ltd v. fashion ID LTD (117) 2005 DLT 748, 2005 140 PLR 12, 2005 (30) PTC 182 DEL 
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disarray. This would be profoundly predominant error in online business as its quick 

advancement and moment availability to clients and potential clients may cover. There will be 

a chance of clients showing up at various site having comparative area name and search for 

capacities accessible under some other indistinguishable space. The clients will reason that the 

space name proprietor has distorted his products or administrations through its limited time 

exercises and first area name proprietor would accordingly free its clients. Thus, it is in this 

manner clear that the area name may have all the qualities of a brand name consequently 

activity for going off can be documented.  

In case of Dr. Reddy Research Centres v. Manu Kosuri And Ors 200116 it was held by the 

Delhi High Court that when the respondent and the offended party works together under the 

comparative or indistinguishable names which is probably going to deceive the purchasers or 

clients that both have a place with same proprietors or one is the part of other, the litigant is at 

risk for an activity of going off and it is consistently a bit much that there must be in presence 

merchandise of the offended party with which the respondent try to befuddle his own space 

name going off may happen in situations where the offended party don't manage the culpable 

products. At the point when the offended party and litigant are occupied with normal or 

covering fields of movement, the opposition would happen and there is a chance of disarray 

and trickery. The area name serves same capacity as the brand name and isn't simply a location. 

In this manner, offended party is qualified for equivalent insurance as exchange mark.  

In a web access a specific web webpage can be reached by anybody anyplace on the planet 

who proposes to visit that website. An alarm see must be taken for simple access by everybody. 

For this situation the space name DR. REDDY'S of the offended party is like that of the 

respondent's name drreddyslab.com. thinking about the web clients being confounded and 

misdirected because of the high measure of comparability.  

In Aqua Minerals Restricted v. Mr. Pramod Borse And Others17 the Hon'ble high court has 

held that except if an individual has a dependable clarification concerning for what reason did 

he pick a specific name for enrolment as an area name or as it was at that point in long and 

earlier presence and had set up an altruism and notoriety. Also, there is no other conceivable 

deduction that can be drawn that the individual needed to bit of leeway of the built up name 

which was accomplished at an immense expense and cost of publicizing.  

The high court of Delhi in case of Nestle India Limited v. Mood Hospitality Pvt Ltd18, 2010 

                                                      
16 Dr. Reddy’s laboratories v. Manu Kosuri and ors 2001 (58) DRJ 241 
17 Aqua minerals limited v. Promod Borse & ors AIR 2001 Delhi 467 
18 Nestle India v mood hospitality pvt ltd, 2010 (42) PTC 514 (DEL) 
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has held that if there should arise an occurrence of between time directives trial of at first sight 

case as customarily comprehended has been supplanted in any event in exchange mark matters, 

by the trial of similar qualities of the opponent cases. This is likewise with regards to the 

necessities of the said demonstration in as much as it portrays what adds up to encroachment 

as well as makes arrangements for what doesn't add up to encroachment. It is occupant upon 

the appointed authority to consider relative quality of the appealing party/litigant's case both 

under area 29 and segment 30 (an) of the demonstration.  

Sanmay Ved, a previous employee of google purchased the domain name 'google.com' for only 

$12 after he discovered that it was ready to move. Google needed to pay him $6006 to get the 

space name, the sum was multiplied later on. At the point when it was found that he gave the 

cash to 'Specialty of Living' – an establishment.  

Amal Augustine, a designing understudy from Kochi enlisted the space name 

maxchanzuckerberg.org which was later bought by the CEO of Facebook, Mark Zuckerberg 

for $700.  

V. TOWARDS AN EXHAUSTIVE ENACTMENT IN INDIA 

The developing web based business scope in India and around the world and nonattendance of 

a positive legitimate arrangement has come about into a critical increment in the quantity of 

detailed offense. Because of which the requirement for legitimate rules for counteraction of 

impersonation of space names has likewise enormously expanded. There will likewise be 

complete and independent enactments overseeing the equivalent or the current brand name act 

1999 will be corrected or incorporate area name in its items. 19 

The meaning of brand names under sec 2(m) will be corrected to give incorporation to area 

names explicitly.  

Extent of sec 103 ought to likewise be extended for burden of punishment on any individual 

who gives any data or online access to great or administrations on a website page with a space 

name like a previously existing exchange mark.  

A legal body can be set up to investigate the issues concerning the equivalent and build up an 

efficient channel of correspondence and coordination with ICANN  

Filling of FIR under the segment 66 of the data and innovation act 2000 and sec 469 of IPC are 

distantly identified with the instances of cybersquatting. Thusly, there will be an unmistakable 

                                                      
19 Rupal jaiswal on the web of cybersquatting; do we need a law to clean it? Pen acclaims ISSN 2581 5504 VOL 

6 
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arrangement in IT Act too to condemn the deceptive demonstration of enrolling an area name 

like a well-known and particular space name to profit by its altruism.  

Court will be enabled to pass impermanent or perpetual orders to forestall the utilization of 

area name which are misleading and befuddling in nature. Likewise, least harms will be granted 

in such cases.  

Any domain name whose registration is either pending or experienced a contest, in such cases 

area names of comparable or indistinguishable nature will not be enlisted.  

No individual will be permitted to register a space name which is like a current name and to 

bargain in indistinguishable line of products from the current firm does.  

legitimate elements will be set down to be considered so as to follow the nearness of intention 

of irritating or making pointless cases by the proprietor.  

In rem arrangement as set somewhere near enemy of cybersquatting shopper security act, 

America will be received as it would dodge the interferences caused in the cases including 

jurisdictional issues and where the digital vagrant is untraceable.  

VI. CONCLUSION  

In India, there is no unmistakable lawful arrangement concerning the equivalent. The data and 

innovation act, 2000 which is an essential enactment punishing cybercrimes, is additionally 

quiet on the matter of digital hunching down and it has been left on the legal executive to 

approach and give solutions for digital crouching violations. Be that as it may, so as to contain 

cybersquatting and to rebuff the wrongdoers there is a prompt requirement for a positive law. 

The law will give lawful solutions for the offended party to acquire legal harms and to 

guarantee pay for the harms caused to him because of the area name enlisted in the dishonesty. 

So it can go about as security for safeguarding the protected innovation of the offended party 

on the web. Be that as it may, considering approaches being received over the globe by the 

enlistment centres, the courts and worldwide associations like WIPO will forestall the 

utilization of previously existing area names enrolled as exchange marks request to determine 

the contention at an extremely fundamental degree of vault. The courts have been putting forth 

attempts and creating procedures for controlling cybersquatting by methods for assertion and 

intervention for the most part for affecting clashing genuine clients of business trademarks to 

arrive at a convenience with one another.  

Additionally, so as to be successful any approach must be all around acknowledged and 

consistently implemented around the world. In the wake of this century all nations will hold 
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hands to control this universal issue or, in all likelihood would confront the danger of this 

threatening issue developing once in a while. 

***** 


