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Cyber Frauds in Digital Banking:
Legal Challenges and Preventive

Framework in India

DR. PRAVIN RATHOD'

ABSTRACT
Digital banking has brought a significant transformation in the Indian banking system by

providing fast, convenient, and accessible financial services. The introduction of internet
banking, mobile banking, and digital payment systems such as UPI has reduced dependency
on physical banking. However, this rapid digitalization has also led to a sharp increase in
cyber frauds. Fraudsters exploit both technological systems and human behaviour to carry
out unauthorized transactions. This paper examines various types of cyber frauds in digital
banking, analyses the legal framework governing such crimes in India, and identifies major
challenges in prevention and enforcement. It further suggests practical measures for
strengthening fraud prevention mechanisms in the banking sector. The study highlights that
along with strong legal provisions, awareness and technological safeguards are essential
to ensure safe digital banking.

Keywords: Digital Banking, Cyber Fraud, UPI Fraud, Phishing, Cyber Law, Banking
Security

I. INTRODUCTION

Digital banking refers to the use of electronic platforms and technologies to provide banking
services without the need for physical interaction with bank branches. It includes services such
as internet banking, mobile banking, ATMs, and digital payment systems. In India, digital
banking has grown rapidly due to increased internet usage, smartphone penetration, and

government initiatives promoting digital transactions.

The shift from traditional banking to digital banking has improved efficiency, speed, and
accessibility. Customers can now perform transactions anytime and anywhere without visiting

bank branches. However, this transformation has also increased exposure to cyber frauds.

Cyber frauds in digital banking include phishing attacks, OTP frauds, UPI scams, identity theft,
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and card-related frauds. Fraudsters use advanced techniques and social engineering methods to
deceive customers and gain access to their financial information. These frauds result in financial

losses and reduce trust in digital banking systems.

Therefore, it is essential to analyse cyber frauds, understand the legal framework, and suggest

preventive measures to ensure safe digital banking.
Evolution of Banking System

The banking system in India has evolved from manual operations to a fully digital ecosystem.
Initially, banking was conducted manually using physical records such as ledgers and registers.
Transactions were time-consuming and required customers to visit bank branches for every

service.

With the introduction of computerisation, banks began using digital systems for record keeping
and transaction processing. This improved efficiency and reduced errors. However, banking

was still largely branch-dependent.

The next major development was the introduction of Core Banking Systems (CBS), which
connected all branches of a bank through a centralized system. This enabled real-time

processing and introduced the concept of “anywhere banking.”

Further advancements led to the introduction of electronic banking services such as ATMs,
internet banking, and mobile banking. These services allowed customers to perform

transactions independently without visiting branches.

The introduction of UPI marked a major revolution in digital banking by enabling instant fund
transfers using mobile devices. Today, banking has become fully digital, offering 24/7 services

and seamless transactions.
However, along with these advancements, cyber frauds have also increased significantly.
Evolution of Digital Banking in India?
Digital banking in India has evolved in phases:
e Pre-2000: Traditional banking with limited computerization
e 2000-2010: Introduction of internet banking and core banking systems
e Post-2010: Rapid growth due to smartphones and internet access

e Post-2016: Major boost after demonetization and rise of digital payments like UPI

2 Digital Banking System
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I1. INTRODUCTION TO DIGITAL BANKING

Digital banking refers to the use of electronic platforms and technologies to provide banking
services without the need for physical visits to bank branches. It includes services such as
internet banking, mobile banking, and digital payment systems, enabling customers to perform
transactions anytime and anywhere. With technological advancement, digital banking has
become an integral part of the modern financial system, offering speed, convenience, and

efficiency.

In India, digital banking started gradually with the entry of private and foreign banks
introducing advanced technology-based services. Banks like private sector banks and foreign
banks were the early adopters of computerisation and online banking facilities. Later, public
sector banks also adopted digital systems to remain competitive and improve customer service.
Government initiatives and policies further accelerated the growth of digital banking, making

it accessible to a wider population.

The expansion of digital banking has significantly improved financial inclusion and ease of
transactions. However, with increasing digitalization, the risk of cyber frauds has also grown.
Fraudsters continuously develop new methods to exploit technological systems and user
behaviour. This raises concerns about the future of secure banking and highlights the need for
strong legal frameworks and preventive measures. Legal provisions and regulatory guidelines

play a crucial role in protecting customers and ensuring safe digital banking practices.

Thus, while digital banking has transformed the banking sector in India, it also brings challenges

that require continuous monitoring, awareness, and legal support to prevent cyber frauds.

The development of digital banking is closely linked with advancements in technology. Early
computer systems operated on basic binary language, which later evolved into user-friendly
operating systems like Windows. With the introduction of smartphones, Android devices, and
tablets, banking services became more accessible and portable. These technological

developments played a key role in transforming banking into a fully digital system.
Meaning and Concept of Digital Banking

Digital banking refers to the delivery of banking services through electronic channels without
the need for physical interaction with bank branches. It enables customers to perform various
financial activities such as fund transfers, balance enquiry, bill payments, and account
management using digital platforms like internet banking, mobile applications, ATMs, and

UPL. The core idea of digital banking is to provide convenient, fast, and efficient banking
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services through the use of technology.

The concept of digital banking is based on the integration of banking services with information
and communication technology. It involves the use of secure networks, databases, and software
systems to process and record transactions in real time. Customers are provided with digital
access credentials such as user ID, passwords, MPIN, and OTP for authentication. This system
ensures that transactions can be carried out safely and efficiently without physical presence in

the bank.

Digital banking goes beyond simple online transactions and includes a complete transformation
of traditional banking processes into digital formats. It allows customers to access banking
services anytime and anywhere, making it more flexible and user-friendly. Services like online
account opening, digital payments, mobile wallets, and instant fund transfers are all part of this
concept. It also supports financial inclusion by reaching people in remote areas through digital

means.

However, the concept of digital banking also includes certain risks, particularly related to cyber
frauds and data security. Since transactions are conducted electronically, there is a possibility
of unauthorized access, identity theft, and fraud. Therefore, along with convenience, digital

banking also requires strong security measures and user awareness to ensure safe usage.
Concept of Digital Banking: Global and Indian Perspective

The concept of digital banking was first introduced globally with the advancement of computer
technology in the banking sector during the late 20th century. Initially, banks in developed
countries started using computers for internal operations such as record keeping and transaction
processing. With the growth of the internet in the 1990s, banks introduced internet banking
services, allowing customers to access their accounts online. This marked the beginning of
digital banking, where financial services were delivered through electronic channels instead of
traditional methods. Over time, the development of mobile technology, smartphones, and secure
communication systems further expanded digital banking into mobile banking and real-time

payment systems.

In India, the concept of digital banking was introduced gradually. The process began with the
computerisation of banks in the 1980s and 1990s to improve efficiency and reduce manual
work. Private and foreign banks were the early adopters of advanced technologies such as
internet banking and ATM services. Later, public sector banks also implemented these systems
to enhance customer service. The introduction of Core Banking Solutions (CBS) allowed banks

to connect branches and provide centralized services.
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The real expansion of digital banking in India occurred with increased internet usage,
smartphone penetration, and government initiatives promoting digital transactions. Systems like
mobile banking and UPI made banking services more accessible to the general public. Today,
digital banking in India has become widespread, transforming the way financial transactions

are conducted.

Thus, the concept of digital banking evolved from basic computerisation to a fully digital

ecosystem, first at the global level and then gradually adopted and expanded in India.

In conclusion, digital banking represents a shift from traditional banking to a technology-driven
system that enhances efficiency, accessibility, and customer experience, while also bringing

new challenges related to cyber security.
e Features of Digital Banking

Digital banking offers several features that make it efficient, convenient, and widely used. These

features are explained below:

24/7 Availability: Digital banking services are available at all times, including holidays.
Customers can perform transactions without depending on banking hours, which increases

convenience and flexibility.

Anywhere Access: Customers can access banking services from any location using mobile

phones, laptops, or tablets. There is no need to visit a bank branch physically.

Real-Time Transactions: Most transactions such as UPI transfers and IMPS are processed

instantly. This ensures quick transfer of funds and immediate confirmation.

Paperless Banking: Digital banking reduces the use of physical documents. Services like
account opening, statements, and transactions are handled electronically, saving time and

resources.

User-Friendly Interface: Banking apps and websites are designed to be simple and easy to use.

Even people with basic knowledge of technology can operate digital banking services.

Multi-Level Security: Digital banking provides security through passwords, OTP, MPIN, and

biometric authentication. This helps in protecting user accounts from unauthorized access.

Wide Range of Services: Customers can perform various activities such as fund transfer, bill
payment, recharge, account management, loan applications, and investments through a single

platform.

Instant Notifications and Alerts: Users receive SMS or app notifications for every transaction.
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This helps in tracking activities and detecting unauthorized transactions quickly.

Cost-Effective Services: Digital banking reduces operational costs for banks and transaction

costs for customers. Many services are provided at low or no cost.

Integration with Digital Platforms: Digital banking is integrated with e-commerce platforms,

payment apps, and other financial services, making transactions seamless and efficient.

Financial Inclusion: Digital banking helps in providing banking services to people in remote

and rural areas, increasing financial inclusion.

Speed and Efficiency: Transactions are completed quickly without manual intervention,

reducing delays and improving overall efficiency.
e Advantages of Digital Banking

Increased Efficiency in Banking System: Digital banking has significantly improved the
efficiency of banking operations by reducing manual processes and automating routine tasks.
Transactions that earlier required multiple steps and time are now completed instantly. This
helps banks handle a large number of customers smoothly and improves overall service

delivery.

Reduction in Operational Costs: With digital banking, banks save costs related to paperwork,
physical infrastructure, and manpower. Fewer staff are required for routine tasks, and digital
records reduce storage expenses. This makes banking more economical for both banks and

customers.

Expansion of Banking Services: Digital platforms allow banks to offer a wide range of services
such as online loans, investments, insurance, and financial planning. Customers can access

multiple services from a single platform without visiting different branches.

Better Transparency: All digital transactions are recorded automatically, creating a clear and
traceable record. Customers can easily check their transaction history, and banks can monitor

activities efficiently. This reduces chances of manipulation and increases trust.

Improved Financial Discipline: Digital banking helps customers track their income, expenses,
and savings regularly. Easy access to account statements and transaction history enables better

financial planning and responsible spending habits.

Support to Digital Economy: Digital banking promotes cashless transactions, reducing
dependence on physical currency. It supports government initiatives for a digital economy and

improves transparency in financial activities.
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Faster Decision Making in Banks: With digital data readily available, banks can quickly
analyze customer information and make decisions regarding loans, credit approvals, and risk

assessment. This improves the speed and accuracy of banking services.

Wider Customer Reach: Banks can provide services to a large number of customers across
different locations without opening new branches. This helps in expanding banking services to

rural and remote areas.

Enhanced Record Management: Digital banking enables secure storage and easy retrieval of
data. Records are maintained systematically, reducing the risk of loss or damage and improving

accuracy in data management.

Innovation in Financial Services: Digital banking encourages the development of new
technologies such as mobile apps, digital wallets, and Al-based services. This leads to

continuous improvement and innovation in the banking sector.
III. GROWTH OF DIGITAL BANKING IN INDIA

The growth of digital banking in India has been significant over the past few decades, driven
by technological advancements, policy initiatives, and changing customer behaviour. Initially,
banking in India was largely manual, but with the introduction of computerisation in the 1980s
and 1990s, banks began adopting digital systems for internal operations. This laid the

foundation for further development of digital banking services.

The introduction of Core Banking Solutions (CBS) was a major milestone, as it connected
different bank branches and enabled centralized data management. This allowed customers to
access their accounts from any branch, leading to the concept of “anywhere banking.”
Subsequently, services like ATM banking, internet banking, and mobile banking were

introduced, which further expanded digital access to banking services.

The real growth of digital banking in India accelerated with the increase in internet penetration
and smartphone usage. The launch of digital payment systems, especially UPI, revolutionized
the way transactions are conducted. Customers began using mobile applications for instant fund
transfers, bill payments, and online purchases. Government initiatives promoting digital

payments and financial inclusion also played a key role in this growth.

In recent years, digital banking has become an integral part of daily life. Both urban and rural
populations are increasingly adopting digital platforms for financial transactions. Banks and
financial institutions are continuously improving their digital services by incorporating

advanced technologies such as artificial intelligence and secure authentication methods.
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However, along with this rapid growth, there has also been an increase in cyber frauds and
security concerns. The expansion of digital banking has made it necessary to strengthen legal
frameworks, improve security measures, and increase awareness among users. Thus, while
digital banking has transformed the Indian banking system, it also requires continuous

monitoring and regulation to ensure safe and secure transactions.
Role of Technology in Banking

Technology has played a crucial role in transforming the banking sector from a manual, paper-
based system to a fast, efficient, and digital system. It has improved the speed, accuracy, and
accessibility of banking services, making them more customer-friendly and reliable. The use of
computers, software systems, and digital networks has enabled banks to handle large volumes

of transactions with ease.

One of the major contributions of technology is the introduction of Core Banking Systems
(CBS), which allows centralized management of customer data and real-time processing of
transactions. This has enabled services like “anywhere banking,” where customers can access
their accounts from any branch. Technology has also made it possible to automate routine

banking operations, reducing human effort and errors.

The development of internet and mobile technologies has further expanded banking services
through internet banking and mobile banking applications. Customers can now perform
transactions, check balances, and manage accounts from their devices without visiting bank
branches. Technologies such as encryption and secure networks ensure that transactions are

carried out safely.

Advanced technologies like Artificial Intelligence (Al) and data analytics are being used by
banks for fraud detection, customer service, and risk management. Automated systems can
identify suspicious transactions and help prevent frauds. Additionally, biometric authentication

such as fingerprint and facial recognition has enhanced the security of digital banking.

Technology has also enabled integration with other financial platforms, allowing seamless
digital payments, online shopping, and financial services. However, while technology has
improved efficiency and convenience, it has also increased the risk of cyber frauds. Therefore,
continuous technological advancement along with strong security measures is essential to

ensure safe banking.

In conclusion, technology is the backbone of modern banking, driving innovation, improving

service delivery, and transforming the overall banking experience.
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In the early stages of technological development in banking, different banks were using
different software systems and technologies based on their own requirements and capabilities.
There was a lack of uniformity, and each bank tried to develop or adopt the best possible system
to improve its services. This created challenges in coordination and data sharing between banks.
However, with the advancement of technology and introduction of centralized systems like
Core Banking Solutions, integration became possible. Technology played a key role in bringing
uniformity and connectivity across banks, enabling smooth inter-bank transactions and

standardized services throughout the banking system.
Role of Banks and Financial Institutions

Banks and financial institutions play a central role in the functioning and development of digital
banking. They are responsible for providing secure, efficient, and reliable banking services to
customers through digital platforms. With the advancement of technology, their role has
expanded from traditional banking operations to managing complex digital systems and

ensuring safe financial transactions.

One of the primary roles of banks is to develop and maintain digital infrastructure such as
internet banking portals, mobile applications, and payment systems. They ensure that these
platforms are user-friendly, accessible, and capable of handling large volumes of transactions.
Banks also continuously upgrade their systems to keep up with technological advancements and

customer expectations.

Banks and financial institutions are also responsible for ensuring security in digital banking.
They implement various security measures such as encryption, multi-factor authentication,
firewalls, and fraud detection systems to protect customer data and prevent unauthorized
transactions. Monitoring suspicious activities and responding to cyber threats is a critical part

of their role.

Another important role is customer service and awareness. Banks educate customers about safe
digital banking practices through awareness campaigns, alerts, and guidelines. They also
provide support services such as helplines and grievance redressal mechanisms to handle

customer complaints and fraud cases.

Financial institutions also play a role in compliance with legal and regulatory frameworks. They
follow guidelines issued by regulatory authorities and ensure that all digital transactions are
conducted in accordance with applicable laws. This helps in maintaining transparency,

accountability, and trust in the banking system.

Additionally, banks facilitate financial inclusion by extending digital banking services to rural
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and remote areas. Through mobile banking and digital payment systems, they bring more people

into the formal financial system.

In conclusion, banks and financial institutions are the backbone of digital banking, responsible
for infrastructure, security, customer support, legal compliance, and overall system
management. Their role is essential in ensuring the smooth and secure functioning of digital

banking services.
IV. RISKS ASSOCIATED WITH DIGITAL BANKING

Digital banking, while offering convenience and efficiency, also involves various risks that can
affect both customers and banks. These risks mainly arise due to the use of technology and the

increasing dependence on digital platforms for financial transactions.

One of the major risks is cyber fraud, where fraudsters use techniques such as phishing, OTP
fraud, UPI scams, and identity theft to gain unauthorized access to bank accounts. Customers
who are unaware of safe banking practices are more vulnerable to such frauds. These frauds can

lead to financial loss and misuse of personal information.

Another significant risk is data security and privacy risk. Digital banking involves the storage
and transmission of sensitive information such as account details, passwords, and personal
identification data. If proper security measures are not in place, this information can be stolen

or misused by unauthorized persons.

System and technical risks are also important. Failures in banking systems, server downtime,
or technical glitches can disrupt services and delay transactions. Dependence on technology

means that any malfunction can affect a large number of users simultaneously.

There is also a risk of human error and negligence. Customers may unknowingly share
confidential information such as OTP, PIN, or passwords, making them easy targets for

fraudsters. Lack of awareness and careless behaviour increases the chances of fraud.

Another risk is legal and regulatory challenges. As technology evolves rapidly, laws may not
always keep pace with new types of cyber frauds. This creates difficulties in enforcement and

protection of customers.

Additionally, network and connectivity issues can affect digital banking services, especially in

rural areas. Poor internet connectivity may lead to transaction failures or delays.

In conclusion, while digital banking provides numerous benefits, it also involves risks related
to cyber fraud, data security, technology failures, and user behaviour. Proper security measures,

strong legal frameworks, and increased awareness are essential to minimize these risks and
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ensure safe digital banking.

Digital banking has transformed the traditional banking system by making financial services
faster, more efficient, and easily accessible to customers. The integration of technology has
improved banking operations, expanded services, and enhanced customer experience. From
manual systems to a fully digital ecosystem, banking has undergone significant development,

benefiting both banks and users.

However, along with these advantages, digital banking has also introduced various risks,
especially in the form of cyber frauds and data security challenges. The increasing dependence
on digital platforms has made it necessary for banks to adopt strong security measures and for

customers to remain cautious while using these services.

Therefore, while digital banking continues to play a vital role in modern financial systems, it is
important to maintain a balance between convenience and security. Proper awareness,
technological safeguards, and effective legal frameworks are essential to ensure safe and

reliable digital banking.
e Types of Cyber Frauds in Digital Banking

Cyber frauds in digital banking are carried out through various methods, mainly targeting

customer behaviour.

Phishing: Phishing involves sending fake emails or messages that appear to be from banks.
Customers are redirected to fake websites where they enter login credentials, which are then

used by fraudsters.

Vishing: In vishing, fraudsters call customers pretending to be bank officials and ask for

confidential information such as OTP, PIN, or passwords.

Smishing: Smishing involves sending fraudulent SMS messages containing fake links.

Customers are misled into sharing sensitive information.

UPI Frauds: UPI frauds include fake payment requests, QR code scams, and collect request

frauds where customers unknowingly approve transactions.

ATM Skimming: Fraudsters install devices on ATMs to capture card details and PIN, which

are used to create cloned cards.

Identity Theft: Personal information such as Aadhaar and PAN is misused to access bank

accounts or create fraudulent accounts.

Malware Attacks: Malicious software such as keyloggers and spyware are used to capture
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login credentials.

Internet Banking Frauds: Includes password hacking and session hijacking to gain

unauthorized access.
These frauds mainly exploit lack of awareness and trust of customers.
e Legal Framework in India

The legal framework governing cyber frauds in India is primarily based on the Information

Technology Act, 2000.

Key provisions include:
e Section 43 and 66 — Unauthorized access and data theft
e Section 66C — Identity theft
e Section 66D — Cheating by personation

In addition, relevant provisions of the Indian Penal Code, especially Section 420, are used in
fraud cases. The Reserve Bank of India has also issued guidelines to regulate digital banking

and protect customers.

Despite these provisions, challenges remain due to rapid technological changes.
V. ROLE OF BANKS IN LEGAL COMPLIANCE

Banks play a crucial role in ensuring compliance with legal and regulatory frameworks in digital
banking. They are required to follow guidelines issued by the Reserve Bank of India and comply
with laws such as the Information Technology Act, 2000 and provisions of the Indian Penal

Code. This ensures that banking operations are conducted in a secure and lawful manner.

Banks are responsible for implementing proper security measures, protecting customer data,
monitoring suspicious transactions, and reporting cyber frauds to authorities. They must also
establish grievance redressal mechanisms to address customer complaints. Compliance with
legal requirements helps in maintaining transparency, accountability, and trust in the banking

system.
Banks are responsible for:
o Implementing security systems

Banks are responsible for implementing strong security systems to protect customer data and
prevent cyber frauds in digital banking. These systems include encryption, firewalls, two-factor

authentication, fraud detection tools, and secure servers. Such measures help in safeguarding
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transactions and ensuring that only authorized users can access banking services.

A bank uses two-factor authentication for online transactions, where a customer must enter both
a password and an OTP. Even if a fraudster knows the password, the transaction cannot be

completed without the OTP, thus preventing unauthorized access.

e Protecting customer data

Banks have a responsibility to protect customer data such as account details, passwords, and
personal information from unauthorized access or misuse. They use security measures like
encryption, secure servers, and access controls to ensure confidentiality and privacy of customer

information. Protecting data is essential to maintain trust and prevent cyber frauds.

A bank stores customer information in encrypted form, so even if data is accessed by
unauthorized persons, it cannot be easily understood or misused. This helps in preventing

identity theft and financial fraud.
e  Monitoring suspicious transactions

Banks continuously monitor transactions to identify unusual or suspicious activities that may
indicate fraud. Advanced systems and algorithms are used to detect abnormal patterns such as
large transfers, multiple transactions in a short time, or transactions from unknown locations.

This helps banks take timely action to prevent financial loss.

If a customer’s account suddenly shows multiple high-value transactions from a different city
or country, the bank’s system flags it as suspicious. The bank may temporarily block the account

and contact the customer to verify the transactions.
e Providing grievance redressal

Banks are responsible for providing an effective grievance redressal mechanism to address
customer complaints related to digital banking and cyber frauds. This includes setting up
customer care services, complaint portals, and support systems to resolve issues promptly. A
proper redressal system ensures that customers can report frauds and seek assistance in

recovering their losses.

If a customer faces an unauthorized transaction, they can immediately contact the bank’s
helpline or register a complaint through the bank’s website. The bank then investigates the issue,

blocks further transactions if necessary, and takes steps to resolve the complaint.
e Following RBI guidelines

Banks are required to strictly follow the guidelines issued by the Reserve Bank of India to
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ensure safe and secure digital banking operations. These guidelines include implementing
security measures, providing transaction alerts, ensuring customer protection, and handling
unauthorized transactions properly. Compliance with RBI guidelines helps in maintaining

standard practices across all banks.

As per RBI guidelines, banks must provide SMS alerts for every transaction. If a transaction
occurs in a customer’s account, the bank immediately sends an alert, allowing the customer to

detect and report any unauthorized activity. Banks act as first line of defense.
VI. ADJUDICATING AUTHORITIES AND REMEDIES

Adjudicating authorities and remedies play an important role in providing legal relief to victims
of cyber fraud in digital banking. Under the Information Technology Act, 2000, adjudicating
officers are appointed to handle cases related to unauthorized access, data theft, and cyber
offences involving compensation claims. These authorities ensure that victims receive

appropriate remedies for the loss suffered.

In addition to adjudicating authorities, victims can approach cyber-crime cells, banking
ombudsman, and courts for justice. These mechanisms provide both civil and criminal
remedies, including compensation and punishment of offenders. Thus, adjudicating authorities
and legal remedies help in maintaining accountability and protecting the rights of users in digital

banking.
Adjudicating Officers handle compensation claims

Adjudicating Officers are appointed under the Information Technology Act, 2000 to handle
cases related to cyber offences involving financial loss. They have the authority to decide claims
for compensation arising from unauthorized access, data theft, and digital frauds. Their role is

to provide quick and effective remedies to victims without lengthy court procedures.

If a person suffers financial loss due to unauthorized access to their bank account, they can file
a complaint before the Adjudicating Officer. After examining the case, the officer may order

the fraudster to pay compensation to the victim.
Cyber-crime cells investigate cases

Cyber-crime cells are specialized units of the police that investigate offences related to cyber
fraud and digital crimes. They handle complaints involving online banking frauds, identity theft,
hacking, and other cyber offences. These cells use technical expertise and digital tools to trace

fraudsters, collect evidence, and take legal action.
If a person becomes a victim of a UPI fraud, they can file a complaint with the cyber-crime cell.

© 2026. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

2153 International Journal of Law Management & Humanities [Vol. 9 Iss 2; 2139]

The authorities will investigate the transaction, trace the fraudster’s account or device, and take

necessary action to recover the amount and prosecute the offender.
Courts handle criminal offences

Courts play a vital role in dealing with criminal offences related to cyber fraud in digital
banking. Cases involving serious offences such as cheating, identity theft, hacking, and
financial fraud are tried before criminal courts under provisions of the Information Technology
Act, 2000 and the Indian Penal Code. Courts ensure that offenders are punished and justice is

delivered to victims.

If a fraudster hacks a bank account and transfers money illegally, the case is investigated by
authorities and presented before the court. The court examines the evidence and, if found guilty,

imposes punishment such as imprisonment or fine under relevant laws.
Provides legal remedy to victims
Case Studies

Case 1: OTP Fraud - A fraudster calls a customer pretending to be a bank official and asks for

OTP. Once shared, money is debited from the account.

Case 2: UPI Fraud - A fraudster sends a payment request and misleads the customer into

approving it, resulting in financial loss.

Case 3: Phishing Attack - A customer enters login details on a fake website and loses money

due to unauthorized transactions.
These cases highlight the importance of awareness.
VII. CYBER FRAUD IN INDIA
Trends of Cyber Frauds in India
e Rapid increase in UPI frauds
e Growth in mobile banking frauds
e Rise in phishing and social engineering attacks
e Increasing use of advanced technology by fraudsters
e The expansion of digital banking has increased opportunities for cyber frauds.
Challenges

e Lack of customer awareness
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Delay in reporting frauds
Difficulty in tracing fraudsters
Rapid evolution of fraud techniques

Weak coordination between agencies

Practical Suggestions

Establish cyber fraud counters in branches
Appoint district-level officers

Provide practical staff training

Create awareness videos

Introduce reward systems

Improve redressal mechanism

VIII. SUGGESTIONS / PREVENTIVE MEASURES

Based on the analysis of survey data and findings of the study, the following suggestions are

made to reduce cyber frauds in digital banking:

L

Increase Awareness Among Users: Users should be educated about cyber frauds, safe
banking practices, and common fraud techniques through awareness programs and

campaigns.

Do Not Share Confidential Information: Customers should never share OTP, PIN,

passwords, or banking details with anyone under any circumstances.

Verify Transactions Carefully: Users should always verify UPI requests, links, and

messages before taking any action to avoid fraud.

Strengthen Security Systems: Banks should continuously upgrade their security systems

and use advanced technologies to detect and prevent fraud.

Immediate Reporting of Fraud: Customers should report any unauthorized transaction

to the bank immediately to minimize loss.

Strong Legal Enforcement: Authorities should ensure strict implementation of laws and

faster resolution of cyber fraud cases.

Regular Awareness Campaigns by Banks: Banks should regularly inform customers

through SMS, emails, and campaigns about new fraud techniques and precautions.
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IX. FINDINGS

This paper presented the analysis and interpretation of data collected from 50 respondents
regarding awareness, usage, and experience of cyber frauds in digital banking. The findings
indicate that while a majority of respondents use digital banking and are aware of cyber frauds,

there are still gaps in awareness regarding reporting mechanisms and legal remedies.

The study also highlights that only a small number of respondents have faced cyber fraud, but
risks remain due to factors such as lack of awareness, carelessness, and weak security.
Behavioural analysis shows that most users follow safe practices, yet even minor negligence

can lead to fraud.

Based on these findings, it is evident that increasing awareness, improving security measures,
and promoting responsible user behaviour are essential to reduce cyber frauds. Thus, digital

banking can be made safer through combined efforts of users, banks, and regulatory authorities.
Major Findings
1. High Usage of Digital Banking

The study shows that 76% of respondents use digital banking services, indicating a high level
of adoption. This reflects the growing dependence on digital platforms for financial

transactions.
2. High Awareness of Cyber Fraud

A significant majority (86%) of respondents are aware of cyber frauds. This indicates that

general awareness exists among users, but it may not always translate into safe practices.
3. Low Experience of Cyber Fraud

Only 16% of respondents have faced cyber fraud incidents. This shows that while awareness is

high, actual occurrence is comparatively low, but the risk still exists.
4. Partial Awareness of Reporting Mechanisms

About 62% of respondents are aware of how to report cyber fraud, while 38% are not. This

highlights a gap in knowledge regarding proper reporting procedures.
5. Moderate Awareness of Legal Remedies

The study shows that 58% of respondents are aware of legal remedies, while 42% are unaware.

This indicates the need for better awareness of legal protections available to users.
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6. Safe Behaviour in Sharing Information

A majority of respondents (94%) do not share OTP or banking details, which reflects

responsible behaviour. However, even a small percentage sharing such details can lead to fraud.
7. Trust in Banking Security

About 70% of respondents believe that banks provide sufficient security. This shows confidence

in banking systems, though some users still have concerns.
8. Main Causes of Cyber Fraud

According to respondents, lack of awareness (48%) is the primary cause of cyber fraud,
followed by carelessness (28%) and weak security (24%). This indicates that human factors

play a major role in cyber fraud.
Additional Observations and Analysis

The study also reflects that the increasing use of digital banking is in line with government
initiatives promoting a cashless and digital economy. The widespread use of mobile phones and
internet connectivity, even in rural areas, has contributed significantly to this growth. People of
all age groups, including older individuals, are now able to use digital banking services due to

their familiarity with smartphones and social media platforms.

It 1s also observed that awareness of cyber frauds has improved in recent years. This is mainly
due to the increasing number of fraud incidents being reported in news and shared on social
media platforms. As a result, most users are cautious and avoid sharing sensitive information

such as OTP and banking details, which is a positive sign.

However, the study highlights a lack of awareness regarding reporting mechanisms. This is an
area where government authorities should focus more. Awareness programs involving banks,
the Reserve Bank of India, educational institutions, and public campaigns such as seminars and
webinars should be conducted. Mock drills and practical demonstrations can also help in

encouraging people to report cyber fraud incidents promptly.

Further, awareness about legal remedies is still not adequate, as a significant portion of
respondents are unaware of the legal protections available to them. The legal system should

take initiatives to educate people about their rights and remedies in case of cyber fraud.

The study also confirms that lack of awareness is the primary cause of cyber fraud, followed by
carelessness and security issues. While carelessness depends on individual behaviour and
cannot be completely eliminated, awareness can be improved through continuous education. At

the same time, there is scope for improvement in security systems, and more innovation is
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required. This can be achieved by promoting technological education and awareness among

students in schools and colleges.
X. CONCLUSION

The present study on Cyber Frauds in Digital Banking: Legal Challenges and Preventive
Framework in India highlights the growing importance of digital banking in the modern
financial system. The shift from traditional banking to digital platforms has improved

efficiency, accessibility, and convenience for users across the country.

The study reveals that while a majority of users have adopted digital banking and are aware of
cyber frauds, there are still gaps in awareness regarding reporting mechanisms and legal
remedies. The survey findings indicate that lack of awareness is the primary cause of cyber

fraud, followed by carelessness and security-related issues.

The legal framework in India, including provisions under the Information Technology Act,
2000 and the role of the Reserve Bank of India, provides a strong foundation to deal with cyber
frauds. However, challenges such as delay in justice, technical complexity, and evolving fraud

techniques affect its effectiveness.

Therefore, it is essential to strengthen awareness among users, improve security systems, and
ensure effective implementation of laws. A combined effort by government authorities, banks,

and users is necessary to create a safe and secure digital banking environment.
Recommendations for Banks from the Study:

e Establish a separate counter in major branches dedicated to handling cyber-related

queries and complaints.

e Appoint an authorised district-level officer to handle all cyber fraud matters of the bank

and coordinate with RBI, legal departments, and head office
e Focus on practical staff awareness programs instead of only theoretical online training
e Develop and circulate online cyber awareness videos for both staff and customers

e Introduce a reward system for customers who demonstrate alertness and report fraud

attempts

e Provide recognition and rewards for staff who perform exceptionally in handling cyber

fraud cases (monthly/yearly)

e Implement a faster and more efficient redressal mechanism for cyber fraud complaints
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General Practical Suggestions for Banking Operations

e Strengthen customer awareness on phishing, OTP fraud, and fake links

e Ensure immediate reporting mechanism for fraud (24x7 response)

e Implement stronger transaction alerts and verification controls

e Regular staff training on latest cyber fraud trends

e Improve coordination with cyber cell and authorities

e Monitor suspicious transactions using real-time systems

e Encourage customers to use secure banking practices
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