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  ABSTRACT 
Surveillance plays a pivotal role in modern law enforcement, serving as a critical tool in 

crime prevention, investigation, and maintaining public safety. This abstract explores the 

multifaceted aspects of surveillance in law enforcement, highlighting its benefits, 

challenges, and ethical considerations. 

Law enforcement agencies leverage a wide array of surveillance techniques, including 

closed-circuit television (CCTV) cameras, aerial surveillance, electronic monitoring, and 

data analytics. These technologies offer unprecedented capabilities to monitor public 

spaces, identify criminal activities, and gather evidence for prosecution. Surveillance 

systems provide real-time situational awareness, aiding law enforcement in responding 

promptly to incidents and mitigating potential threats. 

The proliferation of digital communications and social media platforms has expanded the 

scope of surveillance, enabling law enforcement to monitor online activities and gather 

intelligence for criminal investigations. Technological advancements, such as facial 

recognition and biometric identification, enhance the effectiveness of surveillance systems 

by facilitating the rapid identification and tracking of individuals. 

While surveillance provides invaluable benefits to law enforcement, it also raises concerns 

regarding privacy, civil liberties, and the potential for abuse. Striking a balance between 

public safety and individual rights is a significant challenge. Safeguards such as legal 

frameworks, oversight mechanisms, and strict access controls are necessary to prevent 

unauthorized use of surveillance data and protect against potential abuses. 

Ethical considerations also arise in the context of surveillance, as questions of consent, 

transparency, and the potential for biased targeting emerge. Implementing comprehensive 

policies and guidelines to ensure responsible and accountable use of surveillance 

technologies is imperative. 

This abstract emphasizes the importance of surveillance in modern law enforcement while 

recognizing the need for robust safeguards and ethical frameworks. By effectively 

navigating the complexities of surveillance, law enforcement agencies can leverage these 

tools to enhance public safety, prevent crimes, and ensure a just and secure society.  

Keywords: State, Surveillance, Law Enforcement. 

 

 
1 Author is a Master’s Student at King's College London, U.K. 

https://www.ijlmh.com/
https://www.ijlmh.com/


 
3428 International Journal of Law Management & Humanities [Vol. 6 Iss 3; 3427] 
 

© 2023. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

I. INTRODUCTION 

The integration of surveillance technologies into law enforcement practices is experiencing an 

unprecedented expansion in societies worldwide during the digital era. The emergence of the 

surveillance state has attracted significant attention, prompting apprehension regarding the 

equilibrium between collective security and personal privacy. This study explores the complex 

correlation between criminal activity and the corresponding penalties in the developing 

surveillance landscape, elucidating the consequences, obstacles, and moral deliberations 

associated with this occurrence. Advanced surveillance technologies are crucial for preventing 

and controlling crime, as these technologies are becoming more sophisticated and widespread2. 

The utilization of various tools, such as closed-circuit television (CCTV) cameras and facial 

recognition systems, presents an unparalleled opportunity for instantaneous surveillance, 

information gathering, and detection of unlawful conduct. These measures can deter offenders 

and facilitate criminal investigations to create safer communities. 

The rapid expansion of surveillance engenders significant apprehensions concerning civil 

liberties and the degradation of privacy entitlements. Gathering and examination of extensive 

personal data, in conjunction with the possibility of exploitation and misapplication of 

monitoring technologies, present significant hazards to personal independence. Privacy 

advocates contend that the unrestrained expansion of the surveillance state infringes upon the 

basic rights of individuals, resulting in a climate of continuous monitoring and extensive 

governmental authority3. In addition, the unequal effect of surveillance on disadvantaged 

groups amplifies pre-existing societal disparities. Therefore, this study will critically evaluate 

the consequences of the surveillance state for crime and punishment, focusing on the conflicts 

between public safety and individual rights. It will investigate the legal, social, and ethical 

elements of surveillance technologies, evaluating their efficiency in reducing crime while 

considering their misuse potential and the consequences for due process. Furthermore, this 

study will examine pertinent case studies and academic literature to understand better the larger 

consequences of the surveillance state on society. 

II. RISE OF THE SURVEILLANCE STATE 

Technology has become an effective strategy to confront and mitigate criminal activity. 

Governments have invested in surveillance technology like CCTV, drones, and face recognition 

 
2Bennett, 2018, p. 56. 
3Citron, 2019, p. 308. 
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systems. This enhances the monitoring of public locations and the detection of criminal 

activities4. Deploying a huge network of surveillance cameras paired with artificial intelligence 

has simplified individual identification and monitoring, resulting in more efficient law 

enforcement in China5. Similarly, the United Kingdom has one of the most comprehensive 

CCTV systems in the world, allowing authorities to monitor public places and react quickly to 

criminal situations6. Furthermore, data analytics and predictive policing are useful in reducing 

crime. Governments may use big data to evaluate huge volumes of information to find trends, 

anticipate crime hotspots, and allocate resources efficiently7. The United States has been at the 

forefront of predictive policing, with some cities using algorithms to detect high-crime regions8. 

However, depending entirely on data-driven initiatives may perpetuate prejudices and unfairly 

target underprivileged areas9. 

Technological improvements have also transformed investigation and forensic practices. Due 

to DNA profiling, biometrics, and modern forensic techniques, law enforcement's capacity to 

identify and capture offenders has greatly enhanced10. The creation of DNA databases, such as 

the Combined DNA Index System (CODIS), has enabled matching crime-scene DNA with 

known perpetrators in the USA11. Fingerprint identification and face recognition technology 

facilitate the identification of suspects and tie them to criminal activity12. Furthermore, 

technology facilitates the security and control of transnational crime. Countries use 

sophisticated biometric technologies to verify passengers' identities and identify possible 

dangers, such as iris scanning and fingerprint recognition13. Furthermore, secure digital 

platforms and databases have allowed information exchange and collaboration across countries, 

allowing for more efficient cross-border law enforcement cooperation14. 

Surveillance technology has become increasingly common in law enforcement activities, 

raising concerns about its accuracy as a predictor of guilt. Surveillance cameras record events 

from a fixed point of view, frequently offering insufficient or confusing information15. Visual 

 
4Bennett, 2018, p. 56 
5Liang, Zhang, & Huang, 2020, p. 312 
6Loader & Wall, 2020, p. 238 
7Lum, Koper, & Telep, 2019, p. 440 
8Angwin et al., 2016, p. 100 
9Harcourt, 2019, p. 265 
10Butler, 2020, p. 13 
11Foglia et al., 2020, p. 227 
12Jain et al., 2020, p. 10 
13Gómez & Bailey, 2021, p. 146 
14Bigo & Carrera, 2020, p. 78 
15Maras, 2016, p. 145 
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distortions, lighting conditions, and camera angles hinder accurate analysis of events, perhaps 

leading to misinterpretations or erroneous assumptions. Furthermore, depending entirely on 

visual evidence without confirming material may lead to confirmation bias, in which 

investigators interpret film to match previous assumptions or prejudices. As a result, extreme 

care should be given when employing surveillance technologies as the primary basis for 

determining guilt. Furthermore, algorithmic biases and significant mistake rates exist when 

effectively identifying persons from varied racial and ethnic origins. This raises worries about 

misidentifications and false allegations due to poor technology16. Incorrect matches might cause 

police to concentrate on innocent people while the genuine perpetrator remains unknown. 

Therefore, relying on face recognition technology as a conclusive sign of guilt needs thorough 

examination and deliberation. 

Furthermore, the usefulness of surveillance technology in demonstrating guilt greatly depends 

on the legal environment in which it is used. Compliance with legal requirements, such as 

correct authorization, a chain of custody, and respect for privacy legislation, is often required 

for surveillance evidence to be admissible in court17. Failure to achieve these standards may 

make surveillance film inadmissible or reduce its probative value. Furthermore, the admission 

of face recognition technology as evidence remains contentious, with courts wrestling with 

issues of dependability, scientific validity, and possible constitutional violations. The legal 

environment is critical in deciding the weight and reliability of surveillance technology to assess 

guilt. Furthermore, dependence on technology can undermine conventional legal norms such as 

the presumption of innocence and the demand for evidence beyond a reasonable doubt18. 

Furthermore, the disproportionate effect of monitoring on disadvantaged populations raises 

concerns about over-policing and the persistence of systemic prejudices19. Monitoring 

technology as the principal indication of guilt might worsen existing power imbalances and 

socioeconomic inequities, emphasizing the need for prudence and awareness of larger societal 

implications. 

The clash between the entitlement to privacy and government surveillance is critical in modern-

day civilization. The international and national legal instruments recognize the right to privacy 

as a fundamental human right. The European Court of Human Rights indicates that privacy 

includes an individual's entitlement to be exempted from unjustified interference, monitoring, 

 
16Buolamwini & Gebru, 2018, p. 1068 
17Koops et al., 2017, p. 187 
18Lynch, 2019, p. 244 
19Noble, 2018, p. 63 
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and unapproved data retrieval20. Governments use surveillance technologies for data gathering, 

mass surveillance, and activity monitoring to facilitate the understanding of different violations. 

The privacy of individuals can be significantly impacted by the extensive surveillance 

capabilities of governments facilitated by technologies such as CCTV cameras, electronic 

communications monitoring, and data mining. Furthermore, surveillance measures facilitate 

public safety and prevent criminal initiatives. Moreover, surveillance technologies enhance 

individuals' autonomy and democratic liberties21. The widespread surveillance and data 

gathering may discourage individuals from participating in activities they would have otherwise 

pursued without constraint, thus impeding their freedom of expression and association. 

The state can misuse its surveillance capabilities. Without proper checks and balances, 

excessive governmental surveillance may generate an environment of perpetual monitoring and 

possible exploitation of gathered data. People's independence and security can be hindered by 

unauthorized access and sharing of personal information. Furthermore, the disproportionate 

impact of surveillance on vulnerable populations, which exacerbates existing power disparities 

and prejudice, highlights the need for appropriate protection and accountability measures22. 

Furthermore, striking a balance between the right to privacy and governmental monitoring 

demands the construction of strong legal frameworks and supervision systems. International 

human rights treaties provide the groundwork for ensuring private rights. National legal 

frameworks are also important in controlling state surveillance operations and balancing 

security imperatives with individual privacy rights. Legal institutions may help ensure that 

surveillance activities are reasonable and in line with constitutional protections. 

Ethical concerns about governmental monitoring aggravate the conflict with the right to privacy 

even further. Privacy is a fundamental component of human dignity because it allows people to 

preserve their autonomy, personal boundaries, and independence from undue interference. 

Privacy must be respected to promote trust in a democratic society and safeguard people from 

possible abuses of power. Ethical frameworks guide the examination of surveillance methods, 

ensuring that the invasion of privacy is justified by a legitimate goal and is restricted to what is 

required23. As a result, the conflict between the right to privacy and governmental monitoring 

poses complicated issues in today's environment. Balancing the requirement for public safety 

and law enforcement with individuals' right to privacy requires strong legal frameworks, 

 
202018, para. 174 
21Rosen, 2019, p. 299 
22Friedman, 2020, p. 282 
23DeCew, 2013, p. 25 
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effective monitoring, and ethical concerns. In the face of evolving surveillance technology, 

facilitating the correct balance is critical to preserve democratic values, individual autonomy, 

and human rights. 

Authoritarianism has influenced the rapid development of surveillance technologies to suppress 

freedom and establish control over people. Authoritarian governments use surveillance 

technologies to consolidate control and limit freedom of speech. Sophisticated surveillance 

technology, such as mass surveillance and face recognition, enable governments to watch and 

control their populations in unprecedented ways. Authoritarian governments may use these 

technologies to identify and target people who voice dissident viewpoints, restricting any 

protest or action24. Fear of being watched has a chilling effect, leading to self-censorship and 

reducing the area for free public debate. 

Authoritarian governments manipulate and regulate information flows through surveillance 

technologies. Censorship, internet shutdowns, and social media surveillance enable 

governments to control the narrative, limit access to opposing ideas, and stifle the free flow of 

information (Bernal, 2018). Surveillance technologies influence fear and self-censorship by 

identifying and penalizing those who voice dissident viewpoints. This removes the democratic 

values of openness and accountability in society. These behaviors contribute to the deterioration 

of private rights. Pervasive and invasive monitoring intrudes on people's private life and 

personal liberty25. Personal data collection, preservation, and analysis allow authoritarian 

regimes to create full profiles of their population, aiding social control and manipulation. The 

extensive use of surveillance technologies in totalitarian countries poses serious ethical and 

human rights issues. Facial recognition technologies and AI-powered monitoring can 

potentially target vulnerable populations disproportionately and exacerbate structural 

inequities26. Furthermore, the lack of openness and accountability around these technologies 

fuels the fire27. Without strong legal frameworks and supervision systems, authoritarian regimes 

might utilize surveillance technologies with impunity, resulting in human rights violations and 

weakening democratic values. 

Countries have passed laws to protect citizens' privacy and safety without compromising 

national security. They have legislation that needs judicial oversight and warrants. The USA 

 
24Deibert, 2019 
25Nissenbaum, 2011 
26Amnesty International, 2020 
27Citron & Pasquale, 2014 
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must have a foreign intelligence surveillance court warrant to conduct foreign intelligence 

surveillance. In addition, countries have enacted privacy and data protection laws. The General 

Data Protection Regulation imposes complex duties on data controllers and processors28. These 

rules ensure that people's data is collected, processed, and stored securely and openly, protecting 

it against unauthorized access or misuse by government agencies (van der Sloot, 2018). 

Transparency and accountability procedures are important safeguards against the misuse of 

surveillance technology. Many nations have enacted laws requiring transparent reporting of 

monitoring activities, independent oversight, and public disclosure of surveillance practices. 

The United Kingdom's Investigatory Powers establish a regulatory framework to facilitate 

monitoring surveillance activities. This effectively minimizes the possibility of abuse and 

allows victims to redress if their rights are infringed29. Constitutional protections and human 

rights frameworks are further safeguards against the abusive use of surveillance technology. 

Many countries' constitutions and human rights treaties protect people's right to privacy and 

freedom from illegal surveillance. Constitutional safeguards like this give individuals a strong 

legal foundation to protest and prevent intrusive government surveillance30.  

Legal protections against abusive surveillance activities should be developed considering 

international human rights standards and treaty responsibilities. Treaties enable nations to 

uphold and defend individual liberties, including the right to privacy. Legal protections against 

authoritarian state surveillance have been strengthened thanks to domestic courts' interpretation 

and implementation of these norms31. Appropriate legal protections must be implemented to 

prevent nations' tyrannical abuse of surveillance technologies. By requiring accountability, 

openness, and respect for basic rights, these legislative safeguards assist in limiting dangers 

connected with state monitoring and foster a democratic society that preserves civil liberties. 

Citizens' rights must be protected through legal reform in the modern digital and interconnected 

world. Technological advancements and changing societal dynamics have uncovered loopholes 

and deficiencies in existing laws, necessitating extensive legal reforms. Legal reform is critical 

to address the challenges posed by rapidly advancing technologies that manage personal data. 

The growth of social media platforms and surveillance technologies has facilitated increased 

data collection. Robust privacy laws are therefore necessary to protect the privacy of 

 
28Regulation (EU) 2016/679 
29Austin & Stratford, 2020 
30Barnett, 2013 
31O'Donnell, 2016 
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individuals. Legal reforms should strive to increase transparency, consent, and accountability 

in data processing practices. 

Legal reforms establish an equilibrium between safeguarding national security and upholding 

civil liberties within the surveillance framework. The prevalence of state surveillance has 

increased, prompting apprehension regarding the possibility of violations and encroachments 

upon individual liberties. Reforms must be implemented to establish rigorous oversight 

mechanisms and accountability frameworks to deter arbitrary surveillance practices. 

Implementing judicial oversight, warrant prerequisites, and data gathering and preservation 

constraints can effectively ensure that surveillance activities comply with legal regulations32. 

Furthermore, legal reform initiatives tackle discrimination and inequality prevalent in society. 

Laws should offer diverse security against discriminatory practices that are founded on 

attributes such as race, gender, sexual orientation, religion, and disability. Reforms should 

prioritize the mitigation of systemic biases that sustain the persistence of inequitable conditions. 

Criminal justice reforms may address biases in policing, sentencing, and access to legal 

representation to promote equitable treatment and fairness33. 

Legal reform can enhance the availability of justice to all individuals within a society, regardless 

of their socioeconomic standing. The legal procedures are ensured to be cost-effective and time-

efficient while maintaining comprehensibility for all parties involved. Enhancing legal literacy 

and enabling individuals to comprehend and traverse the legal system can potentially mitigate 

the disparity in accessing justice. Integrating alternative dispute resolution mechanisms and 

extending legal aid services are fundamental elements of legal reforms34. Hence, it is crucial 

that legislators partake in ongoing discourse and cooperation with specialists, scholars, and 

impacted groups to establish resilient legal structures that safeguard basic liberties and conform 

to evolving societal exigencies. 

III. CONCLUSION 

Legal reform is required to defend people's rights in a modern society experiencing 

technological advances, cultural changes, and emerging dangers. Legal changes are critical in 

ensuring privacy and data security and tackling prejudice and injustice. Governments may 

secure civil rights protection and foster a fair and inclusive society by enacting comprehensive 

legislative changes in these areas. Governments can safeguard basic rights and establish a fair 

 
32 Farivar 2018 
33 Alexander (2012)  
34 Galanter 2012 
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society through comprehensive legal frameworks that address privacy, surveillance, 

discrimination, and inequality. Continuous cooperation among politicians, legal experts, and 

impacted communities is required to formulate and execute comprehensive legal changes 

responsive to social requirements and technology improvements. 

***** 

  

https://www.ijlmh.com/
https://www.ijlmh.com/


 
3436 International Journal of Law Management & Humanities [Vol. 6 Iss 3; 3427] 
 

© 2023. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

IV. REFERENCES 

• Alexander, M. (2012). The new Jim Crow: Mass incarceration in the age of 

colorblindness. The New Press. 

• Amnesty International. (2020). Surveillance giants: How the business model of Google 

and Facebook threatens human rights. Retrieved from 

https://www.amnesty.org/en/documents/pol30/2020/ 

• Angwin, J., Larson, J., Mattu, S., & Kirchner, L. (2016). Machine bias: There's software 

used across the country to predict future criminals. And it's biased against blacks. 

ProPublica. 

• Austin, L., & Stratford, A. (2020). The investigatory powers act 2016: A step too far? 

Criminal Law Review, 8, 588-604. 

• Barnett, R. E. (2013). The original meaning of the Fourth Amendment: The view of the 

founders. The Yale Law Journal, 122(2), 442-551. 

• Bennett, C. J. (2018). The surveillance state. Stanford University Press. 

• Bernal, P. (2016). Data protection, privacy, and surveillance: Definitions and 

interrelationships. International Data Privacy Law, 6(3), 191-202. 

• Bigo, D., & Carrera, S. (2020). Securitizing Europe's external borders: Trends and 

implications. Journal of Common Market Studies, 58(1), 76-92. 

• Buolamwini, J., & Gebru, T. (2018). Gender shades: Intersectional accuracy disparities 

in commercial gender classification. Proceedings of the 1st Conference on Fairness, 

Accountability, and Transparency, 81-91. 

• Butler, J. M. (2020). Advanced topics in forensic DNA typing: Methodology. Elsevier. 

• Citron, D. K. (2019). Technological due process. Washington University Law Review, 

96(2), 303-377. 

• Citron, D. K., & Pasquale, F. A. (2014). The scored society: Due process for automated 

predictions. Washington Law Review, 89(1), 1-57. 

• DeCew, J. W. (2013). Privacy. In E. N. Zalta (Ed.), the Stanford Encyclopedia of 

Philosophy (Fall 2013 Edition). Retrieved from 

https://plato.stanford.edu/archives/fall2013/entries/privacy/ 

https://www.ijlmh.com/
https://www.ijlmh.com/


 
3437 International Journal of Law Management & Humanities [Vol. 6 Iss 3; 3427] 
 

© 2023. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

• Deibert, R. (2019). Reset: Reclaiming the Internet for Civil Society. House of Anansi 

Press. 

• European Court of Human Rights. (2018). Case of Big Brother Watch and Others v. the 

United Kingdom [GC]. Retrieved from 

https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-186574%22]} 

• Farivar, C. (2018). Habeas data: Privacy vs. the rise of surveillance tech. Melville 

House. 

• Foglia, L., Noceti, N., & Guidi, B. (2020). Forensic DNA databases. In Encyclopedia of 

Bioinformatics and Computational Biology (pp. 220-235). Elsevier. 

• Friedman, L. M. (2020). Privacy and surveillance. In D. Matheson (Ed.), Oxford 

Research Encyclopedia of Communication. Oxford University Press. 

• Galanter, M. (2012). Lowering the barriers to access to justice—Theoretical foundations 

for empirical analysis. Journal of Comparative Economics, 40(3), 294-306. 

• Garvie, C., Bedoya, A., & Frankle, J. (2016). The perpetual line-up: Unregulated police 

face recognition in America. Georgetown Law Center on Privacy & Technology. 

• Gómez, G., & Bailey, R. (2021). The politics of biometric border control in Latin 

America. International Political Sociology, 15(2), 142-159. 

• Gross, S. R. (2020). Face recognition and the presumption of innocence. University of 

Illinois Law Review, 2020(2), 251-281. 

• Harcourt, B. E. (2019). Against prediction: Profiling, policing, and punishing in an 

actuarial age. University of Chicago Press. 

• Hildebrandt, M. (2015). Smart technologies and the end(s) of law: Novel entanglements 

of law and technology. Edward Elgar Publishing. 

• Jain, A. K., Dass, S. C., & Nandakumar, K. (2020). Soft biometrics in forensics. In 

Handbook of Biometric Anti-Spoofing (pp. 1-28). Springer. 

• Koops, B. J., Leenes, R., & De Hert, P. (2017). Criminal law in the age of the 

surveillance state. Hart Publishing. 

• Liang, L., Zhang, Y., & Huang, T. (2020). Smart policing in China: Emerging 

technologies, cultural factors, and security implications. Policing: An International 

Journal, 43(2), 299-316. 

https://www.ijlmh.com/
https://www.ijlmh.com/


 
3438 International Journal of Law Management & Humanities [Vol. 6 Iss 3; 3427] 
 

© 2023. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

• Loader, I., & Wall, D. S. (2020). The security dimensions of CCTV: A review. Security 

Journal, 33(2), 228-243. 

• Lum, K., Koper, C. S., & Telep, C. W. (2019). The evidence-based policing matrix. 

Journal of Experimental Criminology, 15(3), 435-458. 

• Lynch, M. J. (2019). Surveillance, privacy, and public trust. Criminology & Public 

Policy, 18(1), 241-251. 

• Maras, M. H. (2016). Introduction to CCTV surveillance systems. Elsevier. 

• McQuade, B. (2021). Racial disparities in surveillance policing. The Yale Law Journal, 

131(1), 70-125. 

• Molloy, J. C. (2018). The General Data Protection Regulation: An opportunity for 

ethical information systems. Communications of the Association for Information 

Systems, 43(1), 26-38. 

• Nissenbaum, H. (2010). Privacy in context: Technology, policy, and the integrity of 

social life. Stanford University Press. 

• Noble, S. U. (2018). Algorithms of oppression: How search engines reinforce racism. 

NYU Press. 

• O'Donnell, G. (2016). Constitutionalism, democracy, and surveillance: An 

interdisciplinary perspective. International Journal of Constitutional Law, 14(4), 965-

986. 

• Rosen, J. (2019). The unwarranted assumptions of surveillance. In M. Hildebrandt & B. 

van den Berg (Eds.), Information, Freedom and Property: The Philosophy of Law Meets 

the Philosophy of Technology (pp. 285-304). Routledge. 

• Sanders, A. (2018). Seeing and believing: Testing the validity of video evidence in 

criminal cases. University of Colorado Law Review, 89(2), 481-536. 

• Turner, J. (2021). Virtual surveillance and the Fourth Amendment. Emory Law Journal, 

70(2), 397-460. 

• Van der Sloot, B. (2018). The European General Data Protection Regulation: What does 

it mean for scientific research? European Data Protection Law Review, 4(2), 139-154.  

***** 

 

https://www.ijlmh.com/
https://www.ijlmh.com/

