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Balancing Cybersecurity and Data Privacy:
A Comparative Study of Global Cyber
Legislation

SUNIL L KALAGI !, DR RENUKA S GUBBEWAD > AND MS. RITIKA SAHU?

ABSTRACT
The quick and swiftly evolving advanced new technologies has led to a rise in cyber fraud.

Technology has completely overtaken people's life, with major consequences. Crimes of
all types are committed online. As information spreads freely in cyberspace, countries
prioritize implementing effective cyber security rules to reduce the risk of cybercrime. Due
to usage of lot of Internet and Technology, developed and developing countries have
become preferred destinations for cybercriminals. This review paper explores the
comparative analysis of cyber laws of those nations that are widely recognized for their
vigorous participation in the security of cyber space namely India, America, Britain and
the Europe, focusing on how each jurisdiction addresses these challenges. The study
investigates Individual rights by demonstrating significant pieces of legislation like the
Data Protection Regulatory of Europe, India, USA and UK. The comparative study looks
at these laws' benefits and drawbacks in relation to privacy of the data, cybersecurity.
Our study uses a qualitative methodology to examine the effectiveness of these laws, the
implications for business consumers and the role of international cooperation in
countering cybercrime. The results show that different cultural, political, and economic
considerations have influenced different approaches to cyber legislation, underscoring the
need for regulatory harmonization to solve global data protection and cybersecurity
issues. Our research offers insightful examination to aid the legislators and legal
professionals working to draft strong and practical cyber laws in a digital environment
which is threat to Personal Rights, Data Privacy and State Security.

Keywords: Cyber law, cyber security, cyber legislation, data protection, information

technology
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I. INTRODUCTION

The preservation of individual rights in accordance with rules governing data privacy has
emerged as a crucial concern in this age of digital technology. In this response, a full
comparison of the individual rights offered by data privacy legislation in these four countries
is provided. To illustrate the similarities and variations in the legal frameworks of different

regions, the analysis draws on findings from a variety of research articles.*

In India The Digital Personal Data Protection Act (DPDPA) of India took effect in 2023. This
is the most recent legislative effort that India has made to protect sensitive personal
information. One might draw parallels between it and the General Dara Protection Regulation
(GDPR) of the European Union (EU) because it is in accordance with global norms. Among
the individual rights that are emphasized by the DPDPA are access, rectification, erasure, and
the possibility to portability of data. Additionally, it establishes rigorous requirements on data
fiduciaries regarding the management of data, which are supervised by the Data Protection

Board (DPB).’

In the USA, The California Consumer Privacy Act (CCPA) is a law for California State but
the USA does not have a federal data privacy law that is comprehensive. The CCPA, on the
other hand, is the state-level privacy regulation that will have the most significant impact.
This act provides consumers with rights to seek, delete and sell their information. Businesses
that reach specified benchmarks, such as yearly gross revenues or the acquisition of personal

data from 50,000 or more customers, are eligible to apply for this regulation.

In United Kingdom (UK) data protection related laws are evolving with the time. It grants
robust rights such as access, erasure and portability. The UK GDPR reflects the EU GDPR

along with its new supplement of laws.°

The EU GDPR is the most comprehensive data protection policy in the entire globe. The
GDPR establishes the right to data portability and places limitations on the use of automated
decision-making. Because of its extraterritorial breadth, it ensures that businesses located
outside of the EU are required to comply with compliance regulations if they process the data

of EU individuals.’

4 4 Porcedda, M. G. Data Protection and the Prevention of Cybercrime: The EU as an area of security? Social
Science Research Network, (2012). https://doi.org/10.2139/SSRN.2169340

5 The Digital Personal Data Protection Bill 2022 in Contrast with the EU General Data Protection Regulation: A
Comparative Analysis.IJMR,2023;5(2), https://doi.org/10.36948/ijfmr.2023.v05102.2534

¢ Neto, N., Madnick, S. E., Paula, A. M. G. de, & Borges, N. M. A Case Study of the Capital One Data Breach.
Social Science Research Network, (2020). https://doi.org/10.2139/SSRN.3542567

7 Rani, K. Cybercrime and Legal Responses in the Indian Jurisdiction. 2023;1(1), 35-41.
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I1. IMPORTANT RIGHTS OF THE INDIVIDUALS UNDER EACH FRAMEWORK

1.  Right to access

According to the DPDPA of India, people can seek for their data which is under the control of
data fiduciaries. Customers in the USA could make a request for access to the categories and
particular pieces of personal data that have been gathered about them. In the United Kingdom,

the GDPR laws plays key role in maintaining the individual data rights.
2. The right to rectification

India's DPDPA allows individuals to make a request to update personal data that is erroneous
or incomplete There is no express right to rectification under the USA’s CCPA; nonetheless,
businesses are required to guarantee that the data they use for decision-making accurately.®
Individuals can be able to request that erroneous data of their personal to be corrected under
the GDPR of the UK. The GDPR from the EU states that individuals have their basic right

rectify their erroneous data without undue delay.
3.  Arright to erasure/forgotten

According to the DPDPA of India, individuals could seek the erasure of their personal data
under specific circumstances. Similarly other countries seek in their regulatory mechanisms.
Subjects of personal data Can request that their data be erased. When they don’t need their

data under some circumstances, they can request their data to be erased or deleted.’
4.  Right to object

DPDPA of India does not provide clear right to regarding the processing and Objection for
processing of Individuals data. The Consumer Privacy Act of the America does not give

absolute rights for citizens to control their data.
The combination of decision-making automation and artificial intelligence

Specifically, the GDPR addresses the issues that are created by artificial intelligence (Al) and
automated decision-making. In addition to providing individuals with the right to contest
decisions that have been made purely by automated means, it mandates that Al-driven

processing be transparent and accountable.

https://doi.org/10.36676/ij1.2023-v1i1-05

8 S.Thangamayan , et al. (2023). Cyber Crime and Cyber Law’s in India: A Comprehensive Study with Special
Reference to Information Technology. International Journal on Recent and Innovation Trends in Computing and
Communication, 2023; 11(9), 2903-2906.

% Singh, N. Data Protection and Privacy as a Fundamental Right - An In-depth Analysis of the European Union
and India’s Data Protection Legislation. International Journal For Multidisciplinary Research, 2024; Vol 6, Issue
2,1-6.

© 2025. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1003 International Journal of Law Management & Humanities [Vol. 8 Iss 4; 1000]

In contrast, the California Consumer Privacy Act (CCPA) does not specifically address
machinery intelligence (AI) or automated decision-making, which results in regulatory gaps

for these new technologies.
Data minimization and limitation with purpose

The GDPR regulation enshrines the principles of limitations. This means that organizations
are required to gather only the data which is necessary for the intended purpose. They should
use it only for that stated purpose.

Data minimization is another focus of the Data Protection and Electronic Documents Act
(DPDPA), which mandates that data fiduciaries acquire and treat personal data only for
legitimate reasons. Without explicitly incorporating these principles, the CCPA act of the

USA might potentially result in the excessive acquisition and misuse of personal data.

Significant parallels and variations are shown when individual rights under data privacy
legislation in India, the USA, the UK, and the EU are compared. Whereas the CCPA offers
protections that are more limited, the GDPR provides the most comprehensive foundation for
individual rights. There are lot of variations in respect to comply and enforcement. There must

be harmonization and standardization of these laws by way of International Conventions.'”

The following table shows the comparison of Individual rights across India, USA, UK and

Europe.
Data
Access Rectification | Erasure | Object | Portability
Region/Jurisdiction Rights rights rights Rights Rights

India (DPDPA) v v v X v
USA (CCPA) v X v X X
UK (UK GDPR) v v v v v
EU (GDPR) v v v v v

Table 1: Comparison of the most important individual rights regarding different regions

10 Katkuri.S, Securing the Digital Frontier: Legal Analysis of Cybersecurity, Data Privacy and Cyber Forensics
in India. Indian Journal of Public Administration, 2024; 71(1), 75-91.
https://doi.org/10.1177/00195561241284886

© 2025. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1004 International Journal of Law Management & Humanities [Vol. 8 Iss 4; 1000]

As data privacy laws continue to evolve, it will be essential to ensure robust protections for
individuals in the digital age. The DPDPA law of India is closely aligned with the UK’s
GDPR regulation, which maintains the robust protections of the EU GDPR.!!

An examination of cybercrime and its enforcement, specifically in India, the USA, the UK,
and the EU, is presented below. This analysis covers definitions, enforcement mechanisms,

legislation governing electronic commerce.
II1. CYBERCRIME IMPLICATIONS ON CIVIL LIBERTIES AND NATIONAL SECURITY

Particularly in India, where quick technical development and extensive internet use have
fueled a rise in cybercrime, cybercrime has serious ramifications for both national security and
human liberties. With numerous case laws emphasizing the connection between cybercrime,
civil freedoms, and national security, the Indian legal system has been developing to handle

these issues.
1.  The right to privacy

This was acknowledged as a basic right under Article twenty one of the Constitution of India
during the historic ruling in the case of Justice K.S. Puttaswamy (Retd.) vs. Union of India
(2017)."? This Supreme Court (SC) decision has important ramifications for cybercrime,
especially when it comes to instances of illegal spying and data breaches. The ruling
highlights the need of strong legal framework to safeguard people's privacy online. Also,
against government surveillance and data collection practices that may infringe upon civil

liberties.
2.  Speech freedom

Section 66A of the IT Act 2000, which made abusive messages communicated via
communication services illegal, was overturned in the case of Shreya Singhal v. Union of
India in 2015 , among other cases The SC ruled that the clause was unconstitutional. Because
overly broad regulations might result in censorship and the repression of dissent, this case

highlights the delicate balance between combating cybercrime and preserving civil liberties.!?

' Kundi, G. M. Digital Revolution, Cyber-Crimes And Cyber Legislation: A Challenge To Governments In
Developing Countries. Journal of Information Engineering and Applications, 2014; 4(4), 61-70.
https://www.iiste.org/Journals/index.php/JIEA/article/viewFile/12430/12764

12 Park, D. Analysis and Comparison of Regulations for National Cybersecurity. International Journal of Security
and Its Applications, 2016; 10(10), 207-214. https://doi.org/10.14257/1JSIA.2016.10.10.19

13 Othman, M. B. E-commerce and data protection legal framework in Malaysia: Lessons from the experiences of
the European Union and the United Kingdom. (2006). http://repo.uum.edu.my/14323/
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3. Defamation and online speech

In Sakshi vs. UOI (2004), the High Court of Delhi addressed the problem of internet
defamation and the necessity of shielding people from misleading information spread online.
The court considered the consequences for free expression while acknowledging the potential

harm to one's reputation and the need to protect people's rights.
National security implications
1.  Cyber terrorism

The State of Maharashtra vs. Ramesh K. Bansal (2017) case brought attention to the growing
danger of cyberterrorism, in which terrorist activities are carried out by individuals or
organizations using the internet. Since these risks have the potential to jeopardize national
security, the court underlined the necessity of strict measures to counter them. The difficulties
faced by law enforcement in combating cyberterrorism while making sure that actions do not

violate civil liberties are demonstrated by this case.
2. Data protection and cybersecurity

A comprehensive framework for data protection in India is the goal of the Personal Data
Protection Bill, which is presently being considered. The bill tackles national security issues,
especially those pertaining to cyberattacks and data breaches that could jeopardize private
data. A crucial component of this legislation is the requirement for a balanced strategy that

safeguards citizen data while empowering the government to handle security concerns.
IV. HACKING AND CYBER OFFENSES

Harmonizing treaties and international regulations is a difficult but necessary task if one is to
properly fight cybercrimes. Since cybercrime has no boundaries, a cooperative global
framework 1s essential to make sure nations may coordinate activities, exchange data, and
properly enforce laws. These are some important strategies, programs, and ideas for

harmonizing treaties and cyber laws worldwide.
1. Standardized definition and establishing common legal definition

Establish globally agreed upon legal definitions for several cybercrimes (such as hacking) and
cybersecurity phrases to help to promote mutual understanding and collaboration.
Harmonized Legal Frameworks: Create cogent systems that set comparable legal norms

across nations thereby facilitating international cooperation.

2. Treaties and agreements international: cybercrime convention of Budapest

© 2025. International Journal of Law Management & Humanities [ISSN 2581-5369]
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A basic legal framework can come from ratification and application of the Budapest

Convention (2001). It advances worldwide cooperation and offers a complete legal framework
for fighting cybercrime. Treaties on Regionalism: Promote regional deals catered to certain
geopolitical issues. For regional cyber dangers, the Convention on Cybersecurity and Personal

Data Protection of the African Union, for instance, seeks to address.
3. Treaties on Mutual Legal Assistance (MLATS) help to simplify procedures

Enhance and enlarge MLATs to enable faster information exchange and international
collaboration on cybercrime investigations and prosecution enhancement. Simplifying the
MLAT process would help to cut the time required to get evidence or extradite international

cyber criminals.
4. Technical support and capability development

Provide tools and training to underdeveloped nations so they may improve their legal systems,
investigative capacity, and cybersecurity infrastructure. Overseas Cooperation: Encourage
international cooperation to distribute resources, information, and best practices for

cybercrime prevention.
5. Collective law enforcement projects

Establish worldwide task groups of law enforcement agencies from many nations to address
major cybercrime concerns including ransomware and human trafficking. Create systems for
exchanging knowledge on cyberthreats, events, and best practices (e.g., Europol's EC3

Cybercrime Centre).

6. Organize frequent international summits or conferences whereby countries may
address cyber concerns, exchange policies, and create agreements for cooperation Cyber
diplomacy can help governments cooperate internationally and create confidence among one

another against cybercrime.

7. Encouragement of public-private collaborations between governments and businesses
would help to improve information exchange regarding cyberthreats and cybersecurity
advances. Tech companies should be involved in this regard. Cybersecurity Information
Sharing Organizations (CISOs) should support the creation of groups that enable private firms

all around to share cybersecurity threat data and incident responses.'*

4 Mulik, S., & Paralkar, S. S, India’s Legislative Framework for Data Protection in the Digital Age: A
Comparative Study with EU and US Laws. International Journal For Multidisciplinary Research. (2024).
https://doi.org/10.36948/ijfmr.2024.v06i01.11933
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8. Cybersecurity rule execution: framework of regulation

Urge nations to implement cybersecurity laws compliant with global norms such the NIST

Cybersecurity Framework and the GDPR.
9. International data flows

Create policies that strike a compromise between user privacy and the need of information

exchange in law enforcement by balancing data protection rights with this regard.
10. Creating cybernorms and standards: international cyber norms

Encourage debates on appropriate state behavior in cyberspace and provide standards for state
acts including guidelines on state-sponsored cyber operations. Globally accepted standards are
Establish worldwide applicable cybersecurity best practices and incident response guidelines

for companies.
11. Legal context for e-evidence: access to e-evidence cross-border

Create systems that let law enforcement quickly investigate by letting law enforcement access
electronic data kept across borders without difficult processes. Changing with New
Technologies: Deal with the issues related to emerging technologies like IoT and cloud

computing to guarantee modern legal systems.!?

Combining international laws and treaties to fight cybercrime calls for a coordinated,
multifarious effort among countries, business enterprises, and international organizations.
Establishing uniform legal standards, strengthening collaboration through treaties, increasing
law enforcement capacity, and supporting public-private partnerships would help nations to
address cybercrime more effectively and coherently all around. The aim is to create a situation
whereby countries may cooperate easily to safeguard their citizens' digital assets against

cyberattacks.
V. DISCUSSION AND CONCLUSION

1. Need of building common legal framework

Building a common legal framework removes jurisdictional problems. Consistent
understanding and characterization of cybercrimes can result from harmonizing national and

international legal systems. Common legal frameworks would help:

Enhanced Enforcement: Harmonized terminology would remove uncertainty, therefore

15 Riswandi, B. A., & Gultom, A. M. Protecting Our Mosts Valuable Personal Data: A Comparison Of
Transborder Data Flow Laws In The European Union, United Kingdom, And Indonesia. Prophetic Law Review,
2023, 5(2), 175-201.
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facilitating the prosecution of online offenses across borders.

Uniform definitions and legislation help nations speed up the extradition procedures for
cybercriminals. Improved international cooperation: A consistent legal framework helps

countries to develop trust, hence promoting knowledge exchange and cooperation.

Integration of laws lets nations recognize great practices from one another's legal systems.
Countries can assess effective policies in many legal systems (e.g., GDPR in the European
Union) and possibly incorporate those ideas into their own laws. Particularly developing

countries can profit from the knowledge of people.'®

Key things to be adapted for effective balancing state security and maintaining civil liberties

are Transparent Policies, Legal Framework, Community Engagement and Education.
2.  Raising awareness

The Importance of Education and Awareness is all about empowering Individuals. Educating
the public about cyber laws empowers individuals to protect themselves from potential
threats. Informed Decision-Making i.e. Knowledge of legal rights and protections allows
individuals to navigate online spaces confidently and understand the implications of their

online actions.

Risk Mitigation i.e. Awareness of common cyber threats enables individuals to recognize

suspicious activity.

3. People and government organization should also Encourage Responsible Online
Behavior. Raising awareness promotes responsible behavior among internet users, including:
Understanding Privacy Settings like users who are educated about data protection can better

manage their privacy settings on social media and other platforms.
4. Reporting mechanism

Knowledge of how to report cybercrimes or suspicious activities can foster a culture of
accountability and vigilance. Supporting Law Enforcement and Legal Systems which means
Informed citizens can assist law enforcement agencies and legal systems in effective cyber-

crime prevention and response:
5. Community cooperation

An educated public is more likely to report cybercrimes, assist in investigations, and

cooperate with authorities. Informed Advocacy means spreading awareness can lead to

16 Movius, L. B., & Krup, N. U.S. and EU Privacy Policy: Comparison of Regulatory Approaches. International
Journal of Communication, 2009; 3, 19. https://ijoc.org/index.php/ijoc/article/viewFile/405/305
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advocacy for stronger protections and more appropriate legal responses to cybercrime within

the community.
6. Building comprehensive education programs

It involves collaboration among various stakeholders. Educational Institutions like Schools
and universities should integrate cybersecurity curriculum into their programs, teaching

students about cyber laws, safe online practices, and the importance of data protection.

Public Education and Awareness
Informed

Engaging Decision-
Communities R Making

Digital Platforms

Education § Reporting
Programs Mechanisms

y Responsible
Online Behavior

Community
Cooperation

Fig 1: Importance of education and awareness in combating cyber crimes

Government Initiatives can develop public awareness campaigns, workshops, and training

sessions addressing cyber law and safe online behavior.

Business Involvement like Private sector companies can conduct training workshops for
employees on cybersecurity practices and the implications of cyber laws, fostering a culture of

awareness within the workplace.
7.  Utilization of digital platforms

In an era dominated by digital communication, utilizing various online platforms is crucial for
effective awareness campaigns. Leveraging social media platforms to share bite-sized
information regarding cyber laws and prevention strategies can reach a wide audience
effectively. Hosting webinars, online workshops, and creating e-learning modules can engage
diverse audiences, ensuring greater accessibility to information. Establishing dedicated
websites or portals that provide resources, alerts about new threats, and updates on cyber laws

can serve as valuable tools for public education.!”

17 Yoon, S.-P., & Kwon, H.-Y. Analysis of the Global Data Law &amp; Policy and its Implications: Focusing on
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8. Engaging communities

Engaging local communities in discussions surrounding cyber safety can create an
environment of mutual learning and support. Organizing community workshops where
individuals can share their experiences and learn about cyber-crime prevention can foster

dialogue and strengthen community ties.

It 1s important to have partnership with local organizations. This can enhance effectiveness
and reach the knowledge to the public. For instance, working with community centers and

non-profits can facilitate outreach to underserved populations.
9. Improving cyber security

Organizations and governments are constantly creating and implementing fresh cybersecurity
technology solutions if they are to properly fight cybercrimes. These modern technology and
approaches can assist to improve cybersecurity: Implementing Comprehensive Security
Policies means A robust cybersecurity strategy begins with well-defined security policies that
dictate how information is managed, accessed, and protected. Key elements include
Implementing Access Control. It is also important to install role-based access control
(RBAC). Establish guidelines for encryption, retention, and secure data disposal to safeguard
personal and organizational data. Including Multi-Factor Authentication (MFA) for best

practices for combating the threats is essential.'®

10. There should be regular security audits and assessments

This is crucial for identifying and mitigating potential weaknesses. Penetration Testing. Hire
ethical hackers to conduct penetration testing, simulating attacks so that they can identify new
vulnerabilities before they damage the individuals. Compliance Assessments with relevant
laws like GDPR, CCPA act and industry standards (e.g., ISO/IEC 27001) that mandate
specific security practices must be done. Regular Risk Assessments should be done. It helps to
understand potential impacts and allocate resources effectively to mitigate those risks. There
should be Collaboration and Sharing of Information. Combatting cyber-crime requires
collaboration among various stakeholders. Infrastructure for Information Sharing and

Analysis Centers (ISACs) will benefit for remaining safe from cyber threats.!’

the cases of the United States, the United Kingdom, and the European Union. Informatization Policy, 2021;
28(2), 98-113.

'8 Biiyiiksagis, E., Towards a Transatlantic Concept of Data Privacy. Fordham Intellectual Property, Media &
Entertainment Law Journal, 2019; 30(1), 139.

19 Fazlioglu, M. The United States and the EU’s General Data Protection Regulation, TMC Asser Press, The
Hague 2021; 231-248. https://doi.org/10.1007/978-94-6265-407-5 10
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11. Need of additional comparative research and investigation across a variety of

nations

Our study provides an overview of findings that are indicative of potential future research in
the area of data protection and the regulation of cyber laws across countries throughout the

world. The following is a list of the most important recommendations for future works:

Our study recommends conducting additional comparative research on ‘Data Protection
Authorities’ (DPAs) in a variety of jurisdictions. This may involve analyzing the ways in
which different nations apply the General Data Protection Regulation (GDPR) and the
efficiency of their regulatory practices. The results of such studies could shed light on the
most effective methods and contribute to the development of better policies across Europe and

beyond.

Our paper identifies several critical areas for future research and emphasizes the need of these
areas. In the subject matter of cyber security, data privacy, and other related topics, these
avenues will contribute to a more in-depth assessment of the efficacy and development of

organisations and people responsible for data protection and the prevention of cybercrime.

In the future, research might concentrate on the independence of DPAs as well as the
resources that are allotted to them. Main thing is to understand how these factors affect the
efficiency of data protection authorities in implementing data protection regulations.
Empirical studies that investigate the relationship between the availability of resources and the

outcomes of regulatory processes could be included in this category.

The report recommends that academics come up with brand new approaches to investigate
DPAs. Mixed method techniques like integrating qualitative and quantitative data will allow a
more thorough knowledge of DPA operations and their influence on data protection, could be

included in this category.?’
12. The impact of fining practices

Another issue that needs to be investigated further is the impact of DPAs' practices on the
imposition of fines. It is possible that conducting research on the process by which fines are
calculated, the effects that they have as a deterrent, and the implications that they have for

compliance among firms could provide significant insights into the regulatory landscape.

The review of our paper underlines the potential for the GDPR of the Europe to serve as

benchmark for global countries. It helps to standardize for global norm and helps to

20 Privacy Law in the United States, the EU and Canada: The Allure of the Middle Ground. University of Ottawa
Law & Technology Journal, 2005; Vol. 2, No. 2, pp. 357-395.
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harmonize cross data transfers. The consequences of these changes for worldwide data
protection standards could be investigated in subsequent works, as well as the way other

countries are enacting legislation that are comparable to those in question.

seskoskoskok
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