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Artificial Intelligence in Healthcare:
Opportunities, Risks, and Regulatory
Challenges

SONALI DEBBARMA' AND DR. MOUSUMI KALITA?

ABSTRACT
Artificial Intelligence (Al) in healthcare is rapidly growing and is being used to improve

diagnostic precision, treatment efficacy and efficiency of health care systems. The
incorporation of Al technologies, including machine learning, predictive analytics and
robotic technologies, has opened up opportunities for early diagnosis, individualised
treatment and effective management of patients. But along with these benefits, Al in
healthcare poses important challenges in terms of data privacy, algorithmic bias,
explainability, and liability for medical errors. This paper uses a doctrinal and analytical
method to explore the benefits and challenges of Al in health care, while assessing current
regulatory frameworks at national and international level. It identifies deficiencies in
existing regulations, such as data protection and medical negligence laws, to address Al-
related issues. The research proposes that a strong, ethical, flexible and patient and rights-
centred regulatory framework is urgently required to balance the promise of innovation
with patient safety and human rights. The paper concludes with policy recommendations to
ensure ethical and responsible deployment of Al in healthcare.

Keywords: Artificial Intelligence, Healthcare, Regulation, Ethics, Data Privacy, Medical

Law

I. INTRODUCTION

Artificial Intelligence (Al) has emerged as a transformative force across various sectors, with
healthcare being one of its most significant areas of application. By integrating advanced
computational techniques such as machine learning, natural language processing, and predictive
analytics, Al holds the potential to revolutionize traditional healthcare systems. From early
disease detection and diagnostic imaging to personalized treatment plans and robotic-assisted
surgeries, Al-driven tools are increasingly enhancing the accuracy, efficiency, and accessibility

of medical services. In a country like India, where healthcare systems often encounter

! Author is a Research Scholar at ICFAI University Tripura, India.
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challenges such as resource constraints, a shortage of medical professionals, and unequal access
to quality care, Al presents a promising solution to bridge these gaps. Despite its numerous
advantages, the deployment of Al in healthcare is not without significant risks and challenges.
Concerns relating to data privacy, cybersecurity, algorithmic bias, and lack of transparency in
decision-making processes raise serious ethical and legal questions. The "black box" nature of
many Al systems complicates the understanding of how certain medical decisions are reached,
thereby complicating issues of accountability and liability in cases of medical negligence or
error. Furthermore, the increasing reliance on digital health data intensifies the risk of misuse,
unauthorized access, and breaches of sensitive patient information. From a legal and regulatory
perspective, the rapid advancement of Al technologies has outpaced the development of
corresponding governance frameworks. In India, while existing laws such as data protection
and medical regulations provide some level of oversight, they are not specifically designed to
address the complexities introduced by Al in healthcare. This creates regulatory uncertainty,
particularly in areas such as liability attribution, standard of care, and ethical compliance. At
the global level, efforts are being made to develop Al-specific guidelines and regulatory models,
yet a universally accepted framework remains absent. Against this backdrop, the present study
seeks to critically examine the opportunities, risks, and regulatory challenges associated with
the use of Al in healthcare. It adopts a doctrinal and analytical approach to assess whether
existing legal frameworks are adequate to govern Al-based healthcare systems. The study
further aims to identify key gaps in regulation and propose policy recommendations that ensure
a balance between technological innovation and the protection of patient rights, safety, and

dignity.
I1. CONCEPTUAL FRAMEWORK OF AI IN HEALTHCARE

A. Meaning of Artificial Intelligence

Artificial intelligence (Al) in healthcare refers to the use of complicated algorithms and software
to simulate human cognition in the analysis, interpretation, and comprehension of medical and
healthcare data. It runs on basic technologies such as machine learning (ML), which utilizes
algorithms to find trends in health records, and deep learning, a subset of ML that uses multi-

layered neural networks to process large, complicated datasets for intricate tasks>.
B. Types of Al used in Healthcare

Artificial intelligence in healthcare is often classed according to its underlying technology or

3 COURSERA, https://www.coursera.org/in/articles/ai-in-health-care (last visited April 24, 2026)
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the specific clinical or operational purpose it fulfils. These categories assist healthcare

organizations in optimizing care, automating routine tasks, and improving clinical decision-

making.
Al Type Primary Function
1. Machine Identifies patterns in structured data for activities such as risk

Learning (ML)  prediction and process filtering*®.

Multi-layered neural networks are used to analyse unstructured data

2. Deep Learnin oo .
P M8 Such as medical images (CT/MRI) and genetic sequences’®.
3. Natural '
Lanauuarae Interprets and creates human language, allowing for speech
Processiig (gNLP) recognition, clinical note summarizing, and EHR analysism“.

Creates new training content such as synthesis clinical summaries,

4. Generative Al . .
research ideas, or synthetic data'?!3!4,

5. Robotic Process . . . .. . . .
Automates routine administrative and clinical operations including

Automation
appointment scheduling and patient intake'>'®.
(RPA) pp g p
Conversational Al and natural language processing (NLP) are used to
6. Virtual Health ) g . s p . e ).
. let patients engage, manage administrative duties, and give remote
Assistants . . . 17
support, all of which improve operational efficiency"'.
7. Predictive Machine learning models are used to analyse historical patient data

4 PEEKMED BLOG, https://blog.peekmed.com/5-types-of-ai-in-healthcare (last visited April 24, 2026)

> KERAGON, https://www.keragon.com/blog/ai-in-healthcare (last visited April 24, 2024)

¢ COURSERA, https://www.coursera.org/in/articles/ai-in-health-care (last visited April 24, 2026)

7 Ibid.

8 Ibid.

9 XSOLIS, https://www.xsolis.com/blog/types-of-ai-in-healthcare/ (last visited April 24, 2026)

10yura Velichko, TYPES AND APPLICATIONS OF AI IN HEALTHCARE, POSTINDUATRIA, (last visited April
24, 2024) https://postindustria.com/types-and-applications-of-ai-in-healthcare/

1 Ibid.

12° Liz Kah, Al in Healthcare: The Ultimate Guide, AIDOC, (last visited April 29, 2026)
https://www.aidoc.com/learn/blog/ai-in-healthcare/

13 ARCADIA, https://arcadia.io/resources/ai-tools-in-healthcare (last visited April 29, 2026)

14 Ibid.

15 Ibid.

16 hitps://www.xsolis.com/blog/types-of-ai-in-healthcare/ (last visited on April 29, 2026)

17 Ibid.
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Al Type Primary Function

Analytics and lifestyle characteristics, allowing doctors to predict probable
problems, disease progression, or hospital readmission risks before
they happen!8!’.

Computer vision and deep learning are used to analyse medical images
such as X-rays, MRIs, and CT scans, frequently finding anomalies

such as cancers or microfractures faster and more accurately than
2021

8. Diagnostic Al

human observation alone

II1. ROLE OF BIG DATA AND ALGORITHMS IN AI-DRIVEN HEALTHCARE

In the realm of healthcare, the integration of big data and algorithms serves as the driving force
behind contemporary, evidence-based medicine. Big data encompasses a vast array of
heterogeneous information, including electronic health records (EHRs), genomic sequencing,
imaging, and real-time data from wearable devices, which are essential for powering these
systems. Algorithms, in turn, function as analytical tools that derive actionable insights from

this complexity??2324%3,

Core Roles of Big Data and Algorithms

The amalgamation of these two components fundamentally transforms the delivery and

management of healthcare:

1. Personalized Treatment: Through the analysis of extensive datasets, algorithms can
discern subtle genetic, environmental, and clinical correlations, enabling clinicians to

customize treatment plans to an individual patient's profile rather than relying on

'8 Ibid.

1 GEEKSFORGEEKS, https://www.geeksforgeeks.org/artificial-intelligence/the-dynamic-duo-how-big-data-
and-ai-are-revolutionizing-healthcare/ (last visited April 24, 2026)

20 KERAGON TEAM, What Is Al in Healthcare: Definition & Types of Al in the Medical Field, (last visited April
29, 2026) ttps://www.keragon.com/blog/ai-in-healthcare

2 Ibid.

22 Kee Yuan Ngia, Ing Wei Khor, Big data and machine learning algorithms for health-care delivery, 20 THE
LANCET ONCOLOGY, 262, 262-273 (2019)

3 DATAVERSITY, https://www.dataversity.net/articles/the-role-of-big-data-analytics-and-ai-in-the-future-of-
healthcare/ last visited on April 28, 2026)

24 BINARIKS, Big Data Analytics in Healthcare: A Comprehensive Guide, (last visited on April 28, 2026)
https://binariks.com/blog/big-data-applications-in-healthcare/

2> GEEKSFORGEEKS, hitps://www.geeksforgeeks.org/artificial-intelligence/role-of-big-data-analytics-in-
healthcare/ (last visited on April 28, 2026)
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generalized standards?® 7.

2. Predictive Diagnostics and Risk Stratification: Algorithms detect early patterns in
patient history and physiological metrics to predict risks for conditions such as sepsis,
heart failure, or hospital readmission, facilitating proactive rather than reactive

interventions?®.

3. Clinical Decision Support (CDSS): Big data empowers CDSS tools to offer real-time,
evidence-based recommendations by cross-referencing a patient’s unique data against
the latest global medical literature and best practices, thereby minimizing diagnostic

errors and drug interactions.

4. Operational Efficiency and Population Health: Beyond direct patient care, big data
analytics assist hospitals in predicting patient volume, optimizing staff allocation, and
managing resource utilization, while concurrently tracking public health trends to

monitor and respond to emerging outbreaks.

5. Continuous Learning: These systems establish a dynamic feedback loop wherein
algorithms continuously learn and adapt as they process new, real-time patient data,
ensuring that diagnostic and treatment models remain current and increasingly accurate

over time.
IV. OPPORTUNITIES OF AI IN HEALTHCARE

Artificial intelligence presents transformative opportunities to enhance healthcare delivery by

improving diagnostic accuracy, operational performance, and patient-centered care®*%*!,

1. Early Disease Detection:

Almodels, particularly those employing computer vision and deep learning, excel in identifying
subtle physiological changes often overlooked during manual review>23?. Al algorithms analyse
medical imagery (e.g., X-rays, MRIs, and pathology slides) to detect early-stage cancerous

lesions with high sensitivity. For instance, Al-driven sensors can detect cancer-associated

26 GEEKSFORGEEKS,  hitps://www.geeksforgeeks.org/artificial-intelligence/role-of-big-data-analytics-in-
healthcare/ (last visited on April 28, 2026)

27 BINARIKS, Big Data Analytics in Healthcare: A Comprehensive Guide, (last visited on April 28, 2026)
https://binariks.com/blog/big-data-applications-in-healthcare/

2 GOLOGICA, https://www.gologica.com/elearning/the-growing-role-of-ai-and-big-data-in-healthcare/ (last
visited on April 28, 2026)

2 TRIBEALI, https://www.tribe.ai/applied-ai/ai-in-healthcare-administration (last visited April 29, 2026)

30 JMIR, https://www.jmir.org/2026/1/¢72410 (last visited on April 29,2026)

31 TRIBE Al, https://www.tribe.ai/applied-ai/ai-in-healthcare-administration (last visited April 29, 2026)

32 Ibid.

3 ST. GOERGE UNIVERSITY, https://www.sgu.edu/school-of-medicine/blog/ai-in-medicine-and-healthcare/
(last visited April 29, 2026)
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enzymes, while advanced image-analysis tools predict tumour molecular profiles, facilitating

earlier intervention and improved patient outcomes>#33363738,

2. Personalized Medicine:

Al customizes medical interventions to the individual, transitioning from "one-size-fits-all"
approaches to precision care®**. By integrating genetic, molecular, clinical, and lifestyle data,
Al generates personalized treatment plans that predict how a specific patient will respond to
therapies. This is particularly crucial in managing complex diseases such as cancer or heart
failure, where treatment response can vary significantly based on a patient's unique biological

markers*'4?,

3. Improved Hospital Efficiency:

Al optimizes resource allocation, reducing bottlenecks and administrative overhead****.
Predictive analytics tools, such as LeanTaaS or H20 systems, forecast patient volumes and
suggest real-time adjustments for operating rooms, infusion centres, and staff scheduling. These
applications have been demonstrated to reduce patient wait times by up to 30% and improve

resource utilization efficiency by 25%%46.
4. Reduction of Human Error:

Al functions as a "second pair of eyes" to mitigate fatigue-related and diagnostic errors*’. By
integrating with clinical workflows, Al provides real-time verification of diagnostic tests, which

can reduce diagnostic delays by up to 50%. Furthermore, Al-driven surgical tools help maintain

34 Anne Trafton, AI-generated sensors open new paths for early cancer detection, MIT NEWS, (last visited April
29, 2026) https://news.mit.edu/2026/ai-generated-sensors-open-new-paths-early-cancer-detection-0106

3 NEWS HAVARD, https://news.harvard.edu/gazette/story/2024/09/new-ai-tool-can-diagnose-cancer-guide-
treatment-predict-patient-survival/ (last visited April 29, 2026)

36 ST. GOERGE UNIVERSITY, https://www.sgu.edu/school-of-medicine/blog/ai-in-medicine-and-healthcare/
(last visited April 29, 2026)

37 Ad-Duhaa E Parekh, Omer A Shaikh, Simran, Sadia Manan, Md Al Hasibuzzaman, Artificial intelligence (Al)
in personalized medicine.: Al-generated personalized therapy regimens based on genetic and medical history: short
communication, 85 NATIONAL LIBRARY OF MEDICINE, 5831-5833(2023)
3Bhttps://news.mit.edu/2026/ai-generated-sensors-open-new-paths-early-cancer-detection-0106 (last visited April
29, 2026)

39 Ibid.

40 Ibid.

41 JMIR, https://www.jmir.org/2026/1/€72410 (last visited April 29, 2026)

42 Ibid.

43 TRIBE, https://www.tribe.ai/applied-ai/ai-in-healthcare-administration (last visited April 29, 2026)

4 Bishan Nandy, The impact of artificial intelligence on hospital operations: A comprehensive analysis, EXPRESS
HEALTH CARE, (last visited on April 29, 2026) https://www.expresshealthcare.in/news/the-impact-of-artificial-
intelligence-on-hospital-operations-a-comprehensive-analysis/445342/

4 Ibid.

4 Ibid.

47 ST, GOERGE UNIVERSITY, https://www.sgu.edu/school-of-medicine/blog/ai-in-medicine-and-healthcare/
(last visited April 29, 2026)
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instrument stability and reduce the likelihood of human error during complex procedures,

ensuring greater precision*s,
5. Telemedicine and Remote Care:

Al extends the reach of healthcare, enabling high-quality care outside traditional hospital
settings*’. Virtual health assistants and Al-enabled wearable devices monitor patient vitals in
real-time, providing immediate feedback and alerting clinicians to potential issues. This
facilitates proactive management of chronic conditions and allows patients to receive care from

the comfort of their homes, thereby reducing the burden on clinical facilities®%!.
V. RISKS AND CHALLENGES OF Al IN HEALTHCARE

The integration of Al into healthcare presents significant ethical and systemic challenges that

require careful management to ensure patient safety and equity>2>34,

CRITICAL ANALYSIS OF AI CHALLENGES

e Data Privacy and Security: Al systems require vast amounts of sensitive health data,
increasing the surface area for cyberattacks, data breaches, and unauthorized access.
Furthermore, even "anonymized" datasets are vulnerable to re-identification attacks
when combined with external demographic information, posing substantial risks to

patient confidentiality>3°%37%8,

e Algorithmic Bias and Discrimination: Bias often originates in the training data which
may overrepresent certain demographic groups and is compounded by healthcare
systemic inequities. This leads to models that may perform poorly or produce

discriminatory outcomes for underrepresented populations, such as misdiagnosing

8 Ibid.

4 Ibid.

30 Ibid.

31 Ibid.

52 LEPIDE, https://www.lepide.com/blog/ai-in-healthcare-security-and-privacy-concerns/ (last visited April 29,
2026)

33 MEDCURITY, https://medcurity.com/ai-security-risks-healthcare/ (last visited April 29, 2026)

3 BIGID, https://bigid.com/blog/ai-in-healthcare-advancements-challenges-and-trends/ (last visited April 29,
2026)

55 HITRUST, https:/hitrustalliance.net/blog/the-pros-and-cons-of-ai-in-healthcare (last visited April 29, 2026)

36 ALATION, https://www.alation.com/blog/ethics-of-ai-in-healthcare-privacy-bias-trust-2025/ (last visited April
29, 2026)

57 LEPIDE, https://www.lepide.com/blog/ai-in-healthcare-security-and-privacy-concerns/ (last visited April 29,
2026)

38 Ibid.
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conditions in specific ethnic or socioeconomic groups>®-¢%-6!,

e Lack of Transparency (Black-Box Problem): Many advanced Al models, particularly
deep learning systems, operate as "black boxes" where the decision-making process is
not interpretable by human clinicians. This lack of explainability hinders trust and
makes it difficult for providers to verify the clinical rationale behind Al-generated

recommendations®%%3.

e Over-reliance vs. Human Judgment: The phenomenon of "automation bias" occurs
when clinicians place excessive trust in Al-generated outputs, potentially overriding
their own professional expertise or failing to detect systemic errors. This can lead to a
decline in critical clinical judgment and may result in errors if the Al model encounters

edge cases it was not trained to handle%*.

e Liability Issues: It is still unclear who is legally responsible for Al-driven clinical
blunders. It is frequently unclear whether duty resides with the healthcare clinician
utilizing the technology, the software developer who built it, or the institution that

deployed it. This complicates medical malpractice cases and patient safety advocacy®.
VI. ETHICAL ISSUES IN AI-BASED HEALTHCARE

The integration of artificial intelligence (Al) into healthcare necessitates the establishment of a
comprehensive ethical framework to safeguard patient rights and ensure equitable outcomes.
As Al systems become increasingly prevalent in clinical practice, their impact on patient

autonomy, data integrity, and trust must be meticulously managed®®¢7¢%,

1. Patient Consent and Autonomy: Al affects the traditional concept of informed consent

because patients may not completely understand how Al algorithms influence their

% Ibid.

%0 CLEARDATA, https://www.cleardata.com/resources/ai-cybersecurity-solutions-in-healthcare/ (last visited
April 29, 2026)

61 BIGID, https:/bigid.com/blog/ai-in-healthcare-advancements-challenges-and-trends/ (last visited April
29,2026)

82 Ibid.

8 Emma Stone, A4l in Healthcare: Counteracting Algorithmic Bias, (last visited April 30, 2026)
https://www.bu.edu/deerfield/2024/04/14/stone2-2/

% Laura M. Cascella, Artificial Intelligence in Healthcare: Challenges and Risks, (last visited April 30, 2026)
https://resource.medpro.com/artificial-intelligence-challenges-risks

65 Ibid.

% FRONTIERS, https://www.frontiersin.org/journals/surgery/articles/10.3389/fsurg.2022.862322/full?gclid=Cj
0KCQi (last visited on April 30, 2026)

%7 Shinae Yu, Sang-Shin Lee, Hyunyong Hwang, The ethics of using artificial intelligence in medical research, 39
KOSIN MEDICAL COLLEGE, 2024)

% Sofia Capella, https://journals.library.columbia.edu/index.php/bioethics/article/view/14212 (last visited on April
30, 2026)
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treatment choices. Ethical implementation necessitates that patients be told when Al is
used in their treatment, that their involvement is voluntary, and that they have the option

to opt out®*7’.

2. Confidentiality of Medical Data: The need for large, continuous data streams to train
and run Al systems creates ongoing dangers of illegal access and data breaches.
Maintaining secrecy in this context needs advanced de-identification techniques,
stringent data governance, and strict compliance with privacy standards, even when

systems are used for research or administrative reasons’!’?7>,

3. Trustin Al Systems: The "black-box" nature of many complex Al algorithms reduces
transparency, making it difficult for physicians to evaluate or explain Al-powered
suggestions to patients. Building trust necessitates the creation of "explainable AI"
(XAI), which provides clear reasoning for its outputs, allowing both patients and

clinicians to interact with the technology as a transparent decision-support tool’.

4. Equity and Access: There is a major risk that Al will aggravate current healthcare
inequities if training datasets are not diverse or if the technology is only used in well-
resourced areas. To avoid Al perpetuating historical biases against marginalized people,
purposeful design is required, such as using varied datasets and auditing for performance

differences’.
VII. REGULATORY FRAMEWORK AND LEGAL CHALLENGES

The regulatory framework for artificial intelligence (Al) in healthcare is undergoing rapid
transformation, transitioning from general data protection measures to specialized, risk-based

frameworks that address the unique complexities associated with clinical AI7®"7,

% Sofia Capella, https://journals.library.columbia.edu/index.php/bioethics/article/view/14212 (last visited April
30, 2026)

70 Nandhakumar Rajua, Fardin Quazi, Generative Al in Enhancing Informed Consent and Patient Autonomy,
INTERNATIONAL CONFERENCE ON INNOVATIVE COMPUTING & COMMUNICATION (ICICC 2024)
"I https://www.frontiersin.org/journals/surgery/articles/10.3389/fsurg.2022.862322/full?gclid=Cj0OKCQi  (last
visited April 30, 2026)

72 Ibid.

73 KOSINMEDYJ, https://www kosinmed;j.org/journal/view.php?doi=10.7180%2Fkm;j.24.140 (last visited April 30,
2026)

4 Ibid.

75 Kevin B. Johnson, Ivor B. Horn, Eric Horvitz, Pursuing Equity with Artificial Intelligence in Health Care, 6
JAVA HEALTH FORUM, (2025)

76 Joshua Amit Budhu, Noriko Anderson, Chantale Branson, Marisela Elizabeth Dy-Hollins, Andres Jimenez-
Gomez, Katherine Nearing, Faddi G Saleh Velez, Julia Staisch, Angela Wabulya, Adys Mendizabal, Health Equity
Considerations in the Age of Artificial Intelligence, 105 NEUROLOGY, (2025)

"7 Michael D. Abramoff, Michelle E. Tarver, Nilsa Loyo-Berrios, Sylvia Trujillo, Danton Char, Ziad Obermeyer,
Malvina B. Eydelman, Foundational Principles of Ophthalmic Imaging and Algorithmic Interpretation Working
Group of the Collaborative Community for Ophthalmic Imaging Foundation, Washington, D.C. & William H.
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A. Indian Perspective

In India, the governance of healthcare Al is primarily facilitated through data protection laws,
as there is no specific legislation dedicated solely to AI’®. The DPDP Act, 2023, serves as the
primary framework governing health data. Healthcare providers and Al developers handling
patient data are classified as "Significant Data Fiduciaries," which necessitates explicit,
informed consent, robust data security, and regular audits to prevent misuse. Violations can
incur penalties of up to 3250 crore. The IT Act, 2000, while broader in scope, continues to
underpin general digital legal compliance, although it is increasingly superseded by the specific
mandates of the DPDP Act in the context of personal data. Medical Council Regulations
emphasize existing professional conduct and ethics, placing accountability on the clinician to
oversee any Al-supported decision-making process, regardless of whether the Al is used for

diagnostics or treatment recommendations’’.
B. International Perspective

International frameworks are increasingly adopting a risk-based approach, distinguishing
between low-risk administrative Al and "high-risk" clinical AI*’. The EU AI Act, the world's
first comprehensive Al regulation, classifies most Al used in medical diagnostics, surgery, and
clinical decision-support as "high-risk," necessitating rigorous testing, human oversight, and
documentation prior to market entry. In the United States, HIPAA focuses on protecting
Protected Health Information (PHI) used by Al systems, rather than regulating the Al itself.
Compliance requires ensuring that training datasets and Al outputs are secured and that
integration with clinical workflows does not lead to unauthorized PHI exposure®'®2. The World
Health Organization (WHO) provides global, non-binding ethical principles, emphasizing the
protection of human autonomy, fostering transparency, and promoting inclusivity in Al-driven

healthcare development®384,

Maisel, Considerations for addressing bias in artificial intelligence for health equity, 170 NPJ DIGITAL
MEDICINE, (2023)

78 Ibid.

7 Sujeet Katiyar, https://www.linkedin.com/pulse/ai-agents-healthcare-under-dpdp-act-2023-promise-peril-
sujeet-katiyar-dltje (last visited April 30, 2026)

8 IQVIA, https://www.iqvia.com/locations/emea/blogs/2024/10/eu-ai-act-heres-how-this-will-affect-your-
organisation (last visited April 30, 2026)

81 Ibid.

82 Gil Vidas, HIPAA and AI: Navigating Compliance in the Age of Artificial Intelligence, (1ast visited April 30,
2026) https://www.accountablehq.com/post/ai-and-hipaa

8 Ibid.

8 Ibid.
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C. Key Legal Issues

Legal Issue Description

The primary difficulty is defining who is liable when an Al-driven diagnosis
Accountability |lcauses patient harm: the clinician, the software developer, or the
institution®’.

Legal systems are grappling to determine if Al-enabled care establishes a

Standard of ..
C new "standard of care" and whether physicians may be held accountable for
are ) ) ) )
not employing Al or, conversely, for depending on it too extensively®®.
Data Ensuring the integrity, security, and ethical usage of big datasets necessitates
ongoing monitoring, thorough audit trails, and tight data management
Governance gomng g g £ g

regulations.

Data privacy rules frequently restrict how health data can be exchanged
abroad, complicating international research collaborations and multi-center
clinical trials.

Cross-Border
Flow

VIII. CRITICAL ANALYSIS

The potential of Al in healthcare is immense, yet achieving this potential necessitates a careful,
governance-focused strategy to ensure that the transformative advantages do not compromise

patient safety or fairness®’®3,

1. Weighing Benefits and Risks

The advantages of Al improved diagnostic accuracy, tailored treatments, and enhanced
operational efficiency, are considerable and well-documented. However, these must be weighed
against systemic risks like algorithmic bias, lack of transparency (the "black-box" issue),
cybersecurity threats, and the risk of excessive clinical dependence. Most experts concur that
the benefits currently surpass the risks, provided Al is used as a decision-support tool rather

than a substitute for human clinical judgment®°,
2. Regulatory Gaps and Interdisciplinary Governance

Existing legal frameworks, both in India and globally, often lack specific provisions for the

8 Ibid.

8 Ibid.

87 Ibid.

8 EMPOWER EMR, https://www.empoweremr.com/blog/pros-and-cons-of-ai-in-healthcare-weighing-the-
benefits-and-risks (last visited April 30, 2026)

8 Ibid.

% COMBINE HEALTH, https://www.combinehealth.ai/blog/ai-governance-in-healthcare (last visited April 30,
2026)
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unique risks posed by Al.
Regulatory Gaps:

Current laws, such as India’s DPDP Act, 2023, mainly focus on data protection rather than the
technical or ethical validity of Al itself, leaving areas like liability, algorithmic transparency,

and bias mitigation largely unaddressed’!*?

. Since AI’s impact spans clinical, technical, legal,
and social domains, a siloed regulatory approach is inadequate. Effective governance requires
interdisciplinary boards comprising clinicians, data scientists, ethicists, legal experts, and
patient representatives to oversee Al strategy, audit for performance disparities, and ensure

alignment with medical ethics®**.

3. Practical Challenges in India:

Implementing Al in the Indian healthcare landscape involves challenges distinct from those in

more resource-rich countries”.

e Infrastructure and Equity:

Deploying advanced Al tools in rural and underserved areas faces significant challenges related
to internet connectivity, hardware availability, and data standardization across diverse hospital

systems’®.
e Workforce Readiness:

There is a critical need to educate healthcare providers to use, interpret, and critically evaluate
Al-generated outputs, preventing the "automation bias" that occurs when clinicians defer too

heavily to machine recommendations®’.
e Data Heterogeneity:

The wide variation in medical record quality across different regions of India makes it difficult

to train robust, generalized Al models that perform consistently across different patient

1 Dr. Keval Govardhan Ukey, Mrs. Tanavi Prasad Naik, Legislative Gaps in India’s AI Regulation: Need for A
Dedicated AI Law, 27 AFRICAN JOURNAL OF BIOMEDICAL RESEARCH 643, 634-643 (2024)

92 Rifa N, Sayantani Ray, Artificial Intelligence (Al) and Healthcare in India: A Critical Analysis of Legal and
Ethical Implications, 5 INDIAN JOURNAL OF INTEGRATED RESEARCH IN LAW 1572, 1572-1583 (2025)
% COMBINE HEALTH, https://www.combinehealth.ai/blog/ai-governance-in-healthcare (last visited April 30,
2026)

% COMMURE, https://www.commure.com/blog/interdisciplinary-ai-in-healthcare-what-leaders-need-to-know-
now (last visited April 30, 2026)

9 Verda Nizam and Avinash Aslekar, Challenges of Applying Al in Healthcare in India, 33 JOURNAL OF
PHARMACEUTICAL RESEARCH INTERNATIONAL 203, 203-209 (2021)

% Ibid.

7 Ibid.
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populations®®.
IX. RECOMMENTATION

Artificial intelligence (AI) in healthcare possesses significant transformative potential, which
can be fully realized only through a structured, governance-driven approach. The following

recommendations offer a roadmap for the safe, equitable, and sustainable adoption of Al
1. Comprehensive Al-Specific Legislation

A dedicated Al-specific law for healthcare is essential to address the gaps left by existing data
protection and medical practice statutes. Such legislation should define clear risk categories
(e.g., "high-risk" clinical Al versus low-risk administrative tools), establish mandatory technical
standards for the validation, testing, and monitoring of medical Al, set rules for post-market
surveillance and incident reporting, and outline explicit liability frameworks that specify the

responsibilities of clinicians, developers, hospitals, and regulators.
2. Ethical Guidelines and Accountability Framework

In addition to legal measures, soft-law instruments are crucial for guiding behavior. There
should be national ethical guidelines for Al in clinical practice, grounded in principles such as
autonomy, beneficence, non-maleficence, justice, and transparency. Independent review boards
or Al ethics committees within hospitals and research institutions should be established to
approve deployment, audit performance, and handle complaints. An accountability framework
should document decision chains (identifying who designed, deployed, and acted upon an Al

output) and assign liability in a manner that protects both patients and responsible clinicians.
3. Strengthening Data Protection Laws

Data protection laws, such as India's DPDP Act, 2023, and global models like the GDPR, must
be strengthened when applied to Al-driven healthcare. Key measures include legally mandated
data-minimization and purpose-limitation principles for training and using medical Al stronger
obligations on data fiduciaries to conduct bias and privacy-impact assessments before rollout,
explicit rules on anonymization and re-identification risks, especially when Al is trained on
large, heterogeneous datasets, and clear provisions on cross-border data flows, including

safeguards for research collaborations and international trials.
4. Training for Healthcare Professionals

Healthcare professionals must be equipped to interpret and critique Al, rather than merely

%8 Ibid.
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accepting its outputs. Training should cover the foundations of Al, machine learning, and data
science in a clinically relevant manner, emphasize human-in-the-loop design, shared decision-
making, and methods for detecting Al limitations or errors, be integrated into undergraduate
medical education, residency, and continuing professional development programs, and include
simulations where clinicians practice using Al tools under supervision, including high-risk

scenarios such as radiology interpretation or critical-care prediction.
5. Public Awareness and Trust-Building

Public trust is a prerequisite for scaling Al in healthcare. A sustained awareness strategy should
employ plain-language communication to explain how Al supports diagnosis and treatment,
while clarifying that it does not replace the clinician. It should clarify patients' rights regarding
consent, data use, and the ability to opt out of Al-assisted care, highlight concrete examples of
safer, faster, or more personalized care enabled by Al, while being transparent about remaining
risks and uncertainties, and involve civil society, patient advocacy groups, and community
leaders in consultations and oversight of Al deployment pilots, particularly in underserved

regions.

Collectively, these recommendations guide Al in healthcare away from a technology-first
mindset toward a governance-first, human-centered model that maximizes benefits while

embedding safety, equity, and accountability at every level.
X. CONCLUSION

The promise of Al in health care is significant - enhanced early detection and personalised
treatment, efficiency and cost reduction, and greater access to care, through telemedicine and
remote-care technologies - but this is balanced by risks in privacy, bias, explainability and
accountability. Evidence indicates the benefits outweigh the risks when Al is used as a
decision-support tool, rather than a replacement for human expertise, and is part of robust

governance.

An appropriate, risk-based regulatory approach is needed. This requires more than
data-protection and IT legislation to specific rules for Al, ethical guidelines and mechanisms
for accountability, allocating responsibility between clinicians, developers and organisations.
But we also need better data-protection legislation, multi-disciplinary governance, and training
for health professionals, to ensure safe and equitable implementation in diverse resource

settings such as India.

And we can expect the future of Al in health to bring smart, transparent and patient-centred
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systems that assist clinicians, address inequalities, and improve health at a population scale. But
with political will, public acceptance and continued ethical vigilance, Al can become a driver

of inclusive health-systems improvement, rather than a creator of disparities and vulnerabilities.
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