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Analysis of Right to Informational Privacy 

with respect to DPDPA 2023 
    

SIDHARTH JOSHI
1 

         

  ABSTRACT 
This research paper provides a comprehensive analysis of the Digital Personal Data 

Protection Act, 2023 (DPDPA 2023) and its impact on the right to informational privacy in 

India. Recognizing privacy as a fundamental right, the DPDPA 2023 establishes a robust 

framework for the collection, processing, and management of personal data. The paper 

discusses the Act's key provisions, including the emphasis on informed consent, individual 

rights such as access, correction, and erasure, and the obligations imposed on data 

fiduciaries to ensure accountability and transparency in data handling. The research 

highlights the significant implications of the DPDPA 2023 for individuals, businesses, and 

the government, emphasizing its role in empowering individuals to control their personal 

information while enhancing consumer trust in the digital economy. The paper further 

examines the challenges that may arise during the Act's implementation, particularly for 

small and medium enterprises, and the need for a balanced approach to state interests and 

individual privacy rights. Additionally, the societal impacts of increased privacy awareness 

and the establishment of grievance redressal mechanisms are discussed, underscoring the 

DPDPA's potential to foster a culture of accountability in data processing. Overall, this 

study underscores the transformative nature of the DPDPA 2023 in strengthening 

informational privacy protections in India and highlights the necessity for ongoing 

commitment to privacy rights amidst evolving digital landscapes. 

 

I. INTRODUCTION 

Informational privacy refers to the right of individuals to control the collection, usage, and 

dissemination of their personal data. In today’s interconnected and digitalized world, this form 

of privacy is crucial as individuals are increasingly vulnerable to unauthorized access, 

exploitation, and misuse of their personal data. Personal data can include everything from 

financial information and health records to browsing history and communication logs. As 

individuals interact with digital platforms, such as social media, online shopping, banking, and 

other internet services, they leave behind a vast amount of personal information, often without 

a full understanding of how that data will be used or protected. Informational privacy seeks to 
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empower individuals with the right to decide how their data is processed, who has access to it, 

and under what circumstances. 

The growing concern over the lack of control that individuals have over their personal 

information in the digital ecosystem has led to global discussions on the need for robust data 

protection laws. Informational privacy is not just a matter of individual autonomy but also 

involves safeguarding people from potential harm such as identity theft, discrimination, 

profiling, or surveillance. In a democratic society, protecting informational privacy is integral 

to ensuring freedom of expression, individual dignity, and personal security. 

The Digital Personal Data Protection Act, 20232  represents a landmark piece of legislation 

in India aimed at addressing the growing concerns around data privacy and protection in the 

digital age. The act was introduced in response to the increasing collection and processing of 

personal data by businesses, government entities, and digital platforms. With the rise of data-

driven economies, personal information has become a valuable asset, making it necessary for 

legal frameworks to regulate how data is managed and protected. 

DPDPA 2023 establishes clear guidelines for the collection, storage, and processing of personal 

data by organizations, often referred to as "data fiduciaries." The act outlines the rights of 

individuals, known as "data principals," regarding their personal data and places obligations on 

data fiduciaries to ensure that data is processed in a lawful, transparent, and accountable manner. 

Some of the key provisions include the requirement for data fiduciaries to obtain informed 

consent from individuals before processing their data, the right of individuals to request 

correction or deletion of their data, and safeguards against unauthorized access and breaches. 

The enactment of DPDPA 2023 was driven by the recognition that India, with its rapidly 

growing digital economy, required a robust legal framework to regulate personal data 

management in line with global standards. The Act aims to strike a balance between 

safeguarding individual privacy and facilitating the economic benefits of data usage. It also 

seeks to address the demands of emerging technologies such as artificial intelligence, big data 

analytics, and the Internet of Things (IoT), which rely heavily on the processing of personal 

information. 

The objective of this research paper is to conduct an in-depth analysis of the right to 

informational privacy in the context of the Digital Personal Data Protection Act, 2023 

(DPDPA 2023). The paper will examine how the Act addresses the challenges posed by 

digitalization and mass data collection, and whether it effectively upholds the right to privacy 

 
2 Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India) 
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as a fundamental right, as recognized by the Supreme Court of India in the landmark K.S. 

Puttaswamy v. Union of India (2017)3 case. 

II. THE RIGHT TO INFORMATIONAL PRIVACY IN INDIA 

The right to privacy, particularly informational privacy, has evolved significantly within India's 

legal and constitutional framework. In a world where data is increasingly viewed as an asset, 

the collection, processing, and use of personal information have become central issues. In India, 

the recognition and protection of the right to informational privacy have gained prominence as 

the digital economy expands and personal data becomes a vital resource for both private and 

public sectors. 

Historically, India lacked a comprehensive legal framework for privacy, and the protection of 

personal data was limited to sectoral regulations or guidelines. However, with the rise of digital 

technologies and the growing concerns about mass surveillance, data breaches, and the misuse 

of personal information, the need for stronger protections became more evident. The recognition 

of privacy as a fundamental right was a pivotal moment in India's legal landscape, laying the 

groundwork for subsequent laws, including the Digital Personal Data Protection Act, 2023 

(DPDPA 2023)4. 

In this section, we will explore how the right to privacy, and more specifically the right to 

informational privacy, has been shaped by the Indian Constitution and interpreted by the 

judiciary. This analysis will provide the necessary foundation for understanding how laws such 

as the DPDPA 2023 seek to protect personal data and empower individuals in the digital age. 

Constitutional Basis of Privacy 

The constitutional foundation of the right to privacy in India has developed over several decades 

through judicial interpretation. While the Constitution of India does not explicitly mention the 

right to privacy, the courts have read it into the fundamental rights enshrined in Part III of the 

Constitution, particularly under Article 215, which guarantees the right to life and personal 

liberty. The journey toward recognizing privacy as a fundamental right began with early 

judicial decisions and culminated in the K.S. Puttaswamy v. Union of India (2017)6 case, 

which firmly established privacy as an intrinsic part of the right to life and personal liberty. 

 

 
3 (2017) 10 SCC 1 
4 Supra note 2. 
5 INDIA CONST. art. 21. 
6 Supra noe 3. 
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A. Early Judicial Interpretations of Privacy 

The Indian judiciary’s first significant engagement with the concept of privacy occurred in the 

case of M.P. Sharma v. Satish Chandra (1954)7. In this case, the Supreme Court held that 

there was no fundamental right to privacy under the Indian Constitution, primarily because the 

framers did not explicitly include it. The court also emphasized that privacy concerns could not 

override statutory provisions that allowed searches and seizures under certain circumstances. 

Similarly, in Kharak Singh v. State of Uttar Pradesh (1962)8, the Supreme Court rejected a 

direct claim to privacy, ruling that surveillance of a suspect did not violate the fundamental 

rights guaranteed under the Constitution. However, the court’s majority opinion linked the 

concept of privacy to personal liberty, opening the door to future recognition of the right. Justice 

Subba Rao, in his dissenting opinion, argued that unauthorized intrusion into the private life of 

an individual is a violation of the right to personal liberty under Article 21. 

These early decisions laid the groundwork for privacy rights to be considered part of the broader 

interpretation of personal liberty, but it was not until much later that the courts decisively 

expanded the scope of privacy protections. 

B. Emergence of Privacy as a Fundamental Right 

The watershed moment in the constitutional recognition of privacy came with the K.S. 

Puttaswamy v. Union of India (2017)9 judgment. In this case, a retired Supreme Court judge, 

Justice K.S. Puttaswamy, challenged the Aadhaar scheme, arguing that the mandatory 

collection of biometric data by the government violated the right to privacy. 

A nine-judge bench of the Supreme Court unanimously ruled that the right to privacy is an 

intrinsic part of the fundamental rights guaranteed under Article 21 of the Constitution.10 The 

court held that privacy is a necessary condition for the exercise of personal liberty, dignity, and 

autonomy. In its ruling, the court emphasized that the right to privacy encompasses various 

dimensions, including the right to informational privacy, which gives individuals the power to 

control their personal data and decide how it is collected, processed, and shared. 

The Puttaswamy judgment was monumental for several reasons: 

• Recognition of Informational Privacy: The judgment explicitly acknowledged the 

importance of protecting personal data in the digital age, where individuals are 

 
7 [1954] 1 S.C.R. 1077. 
8 1963 AIR 1295 
9 Supra note 3. 
10 INDIA CONST. art. 21. 
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increasingly vulnerable to state and private surveillance. The court held that 

informational privacy is part of the right to privacy, giving individuals control over their 

personal information. 

• Balancing Privacy with State Interests: While recognizing the right to privacy, the 

court also highlighted the need to balance this right with legitimate state interests such 

as national security, public order, and efficient governance. However, any restriction on 

the right to privacy must satisfy the tests of legality, necessity, and proportionality. 

The Puttaswamy judgment became the cornerstone for data protection and privacy laws in India, 

leading to the formulation of a comprehensive legal framework to safeguard informational 

privacy, including the Digital Personal Data Protection Act, 2023.11 

C. The Right to Privacy and its Impact on Informational Privacy 

The recognition of privacy as a fundamental right laid the groundwork for protecting 

informational privacy in the context of data collection, processing, and sharing. Informational 

privacy, as a subset of the right to privacy, focuses on ensuring that individuals have the 

autonomy to control the flow of their personal information, especially in the face of increasing 

digitalization and data-centric technologies. 

The Puttaswamy judgment has had far-reaching implications: 

• It placed constitutional limits on the state’s ability to collect and use personal data, 

requiring any data collection to be backed by law and subject to proportionality and 

necessity. 

• It created a strong legal basis for data protection legislation like the DPDPA 2023, which 

seeks to regulate the collection, use, and transfer of personal data, thereby 

operationalizing the constitutional guarantee of informational privacy. 

In the post-Puttaswamy era, the constitutional protection of privacy has become a key element 

in ensuring that individuals’ personal data is safeguarded, and the DPDPA 2023 plays a crucial 

role in giving effect to this constitutional right. 

This section highlights the legal foundation upon which the right to privacy, especially 

informational privacy, stands in India, setting the stage for examining the specific provisions of 

the DPDPA 2023 and its impact on individuals' privacy rights. 

 
11 Supta note 2. 
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III. KEY PROVISIONS OF DPDPA 2023 RELATED TO INFORMATIONAL PRIVACY 

The Digital Personal Data Protection Act, 2023 (DPDPA 2023)12 is India’s comprehensive 

framework for protecting personal data and regulating its processing. In light of the growing 

concerns around privacy in the digital age, this Act seeks to ensure that the right to 

informational privacy—the ability of individuals to control their personal data—is upheld, 

while also facilitating the free flow of data for legitimate business and government purposes. 

This section details the key provisions of DPDPA 2023 that directly relate to protecting 

informational privacy. 

A. Consent and Data Processing 

At the heart of the DPDPA 2023 is the principle of consent, which is central to any data 

processing activity. The Act mandates that data fiduciaries (entities that process personal data) 

must obtain explicit, informed, and free consent from data principals (individuals whose data is 

being processed) before collecting and processing their personal data. This provision 

strengthens informational privacy by ensuring that individuals have control over who accesses 

their personal data and for what purpose. 

1. Informed Consent 

Section 7 of DPDPA 202313 mandates that consent must be obtained through clear, affirmative 

action, and it must be free from coercion or deception. Data fiduciaries are required to provide 

a clear and concise notice outlining the purpose of data collection, the nature of the data being 

collected, the duration for which the data will be stored, and whether the data will be shared 

with third parties. The notice must be in easy-to-understand language, ensuring that individuals 

are aware of how their data will be used. This provision reinforces transparency and empowers 

individuals to make informed decisions about sharing their personal data. 

2. Consent Revocation 

Section 814 of the Act provides individuals with the right to withdraw their consent at any time. 

This allows data principals to revoke permission for the continued processing of their personal 

data, ensuring they retain ongoing control over their information. Upon revocation of consent, 

data fiduciaries must cease processing the data and ensure that any collected data is deleted, 

unless retention is legally required. By making consent a central aspect of data processing, the 

DPDPA 2023 empowers individuals to exercise greater control over their informational privacy. 

 
12 Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India) 
13 Ibid, sec. 7. 
14 Ibid, sec. 8. 
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It also holds data fiduciaries accountable for ensuring that consent is properly obtained and 

respected throughout the data lifecycle. 

B. Data Principals' Rights 

The DPDPA 2023 provides individuals, referred to as data principals, with several rights to 

ensure that their informational privacy is protected. These rights offer individuals greater 

control over their personal data, enabling them to manage how their information is processed, 

corrected, or deleted. 

1.  Right to Access 

Section 1315 of the Act gives data principals the right to access the personal data that is being 

processed by data fiduciaries. This includes the right to know what data has been collected, the 

purpose for which it is being used, and the identities of any third parties with whom the data 

has been shared. This provision ensures transparency and accountability, allowing individuals 

to keep track of their personal data and prevent unauthorized use or misuse of their information. 

2. Right to Correction and Erasure 

Section 1416 provides individuals the right to request corrections to their personal data if it is 

inaccurate, misleading, or incomplete. Data fiduciaries are required to comply with such 

requests to ensure that personal data is accurate and up-to-date. 

Right to Erasure: This right empowers individuals to request the deletion or erasure of their 

personal data when it is no longer necessary for the purposes for which it was collected, or when 

the individual withdraws consent. This provision is particularly relevant in safeguarding 

informational privacy by allowing individuals to control the retention and destruction of their 

data. 

3. Right to Portability 

Section 1517 establishes the right to data portability, which allows data principals to request a 

copy of their personal data in a structured, machine-readable format. This provision facilitates 

greater control over personal data by enabling individuals to transfer their data from one service 

provider to another, enhancing their autonomy in the digital ecosystem. 

 

 

 
15 Supra note 12, sec.13. 
16 Ibid, sec. 14. 
17 Ibid, sec. 5. 
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4. Right to Grievance Redressal 

The DPDPA 2023 also includes provisions for grievance redressal under Section 1618. If a 

data principal feels that their rights have been violated or that their data has been mishandled, 

they have the right to file complaints with the concerned data fiduciary. If the complaint is not 

resolved satisfactorily, individuals can escalate the matter to the Data Protection Board 

established under the Act, which is tasked with addressing such disputes. 

These rights ensure that individuals retain control over their personal data, can correct 

inaccuracies, and can limit the processing of their data if it no longer serves a legitimate purpose. 

C. Obligations of Data Fiduciaries 

To protect informational privacy, the DPDPA 2023 imposes various obligations on data 

fiduciaries (entities that process personal data). These obligations are designed to ensure that 

personal data is processed lawfully, securely, and in a manner that respects the privacy rights 

of individuals. 

1. Data Minimization 

Section 919 requires that data fiduciaries collect only the data necessary for the specific purpose 

for which consent was given. This principle of data minimization ensures that data fiduciaries 

do not overreach by collecting excessive data that is not relevant to the processing purpose. It 

limits the scope of data collection and helps protect against the misuse of personal information. 

2. Purpose Limitation 

Under Section 1020, data fiduciaries are bound by the principle of purpose limitation, which 

means that personal data can only be processed for the purposes specified at the time of 

collection. Any additional processing must be authorized by law or be compatible with the 

original purpose. This provision helps prevent the repurposing of data for activities that 

individuals have not consented to, thereby safeguarding informational privacy. 

3. Data Security 

Section 1121 of the DPDPA 2023 mandates that data fiduciaries implement appropriate security 

safeguards to protect personal data from breaches, unauthorized access, or accidental loss. 

These safeguards may include encryption, anonymization, and other technical and 

 
18 Supra note 12, sec.16. 
19 Ibid, sec. 9. 
20 Ibid, sec. 10. 
21 Ibid, sec. 11. 
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organizational measures to secure personal information. 

Additionally, in the event of a data breach, data fiduciaries are required to notify the affected 

data principals and the Data Protection Board, ensuring transparency and prompt corrective 

action. 

4. Accountability Mechanisms 

The Act establishes an accountability framework under Section 1222, whereby data fiduciaries 

are required to maintain records of data processing activities and implement policies for data 

protection and privacy management. Larger organizations, categorized as significant data 

fiduciaries, are subject to additional requirements such as conducting regular data protection 

impact assessments and appointing data protection officers. 

D. Cross-Border Data Transfers 

One of the critical issues relating to informational privacy is the transfer of personal data 

across borders. The DPDPA 2023 regulates cross-border data transfers under Section 18,23 

ensuring that personal data is only transferred to countries or regions that have comparable 

levels of data protection. The government has the authority to notify such countries and regulate 

these transfers through contracts or other lawful mechanisms. This provision ensures that data 

principals' informational privacy is protected even when their data is processed or stored abroad. 

E. Penalties for Non-Compliance 

To enforce the provisions of the Act, the DPDPA 2023 includes significant penalties for non-

compliance. Under Section 2324, data fiduciaries that fail to comply with data protection 

requirements, such as obtaining valid consent or implementing adequate security measures, may 

face fines ranging from ₹5 crore to ₹250 crore, depending on the severity of the violation. These 

penalties act as a deterrent and incentivize fiduciaries to prioritize the protection of 

informational privacy. 

In conclusion, the Digital Personal Data Protection Act, 2023 sets out a robust framework to 

protect informational privacy by giving individuals greater control over their personal data and 

imposing stringent obligations on entities that process it. Through its provisions on consent, 

data principals' rights, data fiduciary obligations, and regulatory oversight, the Act seeks to 

balance the needs of a growing digital economy with the fundamental right to privacy. However, 

the effectiveness of these provisions will ultimately depend on their implementation and 

 
22 Ibid, sec. 12. 
23 Ibid, sec. 18. 
24 Ibid, sec. 23. 
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enforcement in practice. 

IV. IMPACT OF DPDPA 2023 ON INFORMATIONAL PRIVACY 

The Digital Personal Data Protection Act, 2023 (DPDPA 2023) represents a landmark shift 

in the protection of personal data and the right to informational privacy in India. Its introduction 

comes at a time when digital technologies and data-driven business models are ubiquitous, and 

concerns about privacy violations, data breaches, and misuse of personal information have 

become pressing issues. The DPDPA 2023 is India’s first comprehensive legislation aimed at 

safeguarding individuals' personal data while promoting innovation and economic growth. This 

section will examine the broader impact of the DPDPA 2023 on informational privacy, 

highlighting its implications for individuals, businesses, the government, and society at large. 

A. Strengthening Individual Control over Personal Data 

One of the most significant impacts of the DPDPA 2023 is the empowerment of individuals to 

control how their personal data is collected, processed, and shared. The Act emphasizes 

informed consent, which allows individuals to make decisions about their data with a clear 

understanding of how it will be used. This is a critical step forward for informational privacy, 

particularly in the digital economy, where individuals often feel they have little control over the 

massive amounts of personal data being collected about them.25 

1.  Enhanced Autonomy and Privacy Rights 

The DPDPA 2023 grants individuals several rights, such as the right to access, right to 

correction, and right to erasure, which are central to informational privacy. These rights allow 

individuals to take charge of their personal information, correct inaccuracies, and even request 

the deletion of data when it is no longer necessary for the purpose it was collected for. The right 

to withdraw consent further enhances individual autonomy, enabling data principals to exercise 

control over their personal data at any stage of the processing lifecycle.26 

The introduction of the right to portability further empowers individuals by enabling them to 

transfer their data between service providers, thus fostering competition and giving individuals 

more choices in the digital marketplace. These provisions not only protect privacy but also 

provide individuals with the tools to hold data fiduciaries accountable for misuse or improper 

handling of their personal data. 

 
25 Aniruddha Burman, Understanding India’s New Data Protection Law, CARNEGIE ENDOWMENT FOR 

INTERNATIONAL PEACE, https://carnegieendowment.org/research/2023/10/understanding-indias-new-data-

protection-law?lang=en (last visited Dec 1, 2023). 
26 Ibid. 
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2. Protection from Harm and Exploitation 

The Act also protects individuals from potential harm, such as identity theft, unauthorized 

profiling, and unwarranted surveillance, which are often consequences of inadequate data 

protection. By establishing clear obligations for data fiduciaries to implement security measures 

and to limit the processing of data to what is necessary for specified purposes, the Act reduces 

the likelihood of exploitation of personal data and misuse by private entities or government 

bodies.27 

B. Impact on Businesses and Data Fiduciaries 

The DPDPA 2023 introduces a data protection framework that imposes several obligations on 

businesses and data fiduciaries. For organizations that process personal data, compliance with 

the law will require significant changes in their data management practices, security 

infrastructure, and organizational accountability mechanisms. These changes are expected to 

have both positive and challenging impacts. 

1. Increased Accountability and Compliance Costs 

The Act places a premium on accountability and transparency by requiring data fiduciaries 

to ensure that they only collect the minimum amount of data necessary and that they use it solely 

for the purposes for which it was collected. Organizations will need to develop robust data 

protection policies, conduct regular data protection impact assessments, and implement 

measures like data minimization and purpose limitation. Significant data fiduciaries, in 

particular, are subject to heightened scrutiny and are required to appoint data protection 

officers, maintain detailed records of data processing activities, and conduct independent 

audits.28 

While these requirements will lead to greater accountability and better privacy protections for 

individuals, they will also increase the compliance costs for businesses, especially for small 

and medium enterprises (SMEs) that may lack the resources to implement these measures 

efficiently. Companies will need to invest in data protection infrastructure, staff training, and 

legal advice to ensure compliance with the Act. Non-compliance can result in hefty fines, 

making adherence to the law a critical aspect of business operations. 

 

 
27 Arjit Benjamin, From Vulnerable to Virtually Invincible: Digital Personal Data Protection in Action, BAR AND 

BENCH - INDIAN LEGAL NEWS (Jan. 20, 2023), https://www.barandbench.com/law-firms/view-point/from-

vulnerable-to-virtually-invincible-digital-personal-data-protection-in-action (last visited Oct 1, 2024). 
28 Ibid. 
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2. Fostering Trust in the Digital Economy 

On the positive side, the DPDPA 2023 is likely to foster greater trust between businesses and 

consumers. In an age where data privacy is a growing concern, consumers are becoming more 

selective about the companies they interact with, especially in the context of sharing personal 

information. By complying with the provisions of the DPDPA, businesses can demonstrate their 

commitment to privacy, thereby enhancing their reputation and building long-term trust with 

consumers. The data portability feature, which allows individuals to transfer their data from 

one service provider to another, can also promote competition and innovation, benefiting both 

consumers and businesses. 

C. Impact on Government Data Collection and Surveillance 

The DPDPA 2023 also significantly impacts the government’s ability to collect and process 

personal data. The Indian government is one of the largest data collectors, primarily through 

welfare programs like Aadhaar, and this Act introduces regulatory oversight for government 

data processing activities. 

1. Balancing Privacy with State Interests 

While the Puttaswamy judgment established that the right to privacy, including informational 

privacy, is a fundamental right, it also allowed for reasonable restrictions on privacy in the 

interest of national security, public order, and public welfare. The DPDPA 2023 incorporates 

this balance by allowing the government to process personal data without consent under certain 

conditions, particularly for purposes of national security, law enforcement, or governance.29 

However, the Act also requires that such processing must be lawful, necessary, and 

proportionate, thus ensuring that privacy violations are minimized. While this provision allows 

the state to continue critical public services and law enforcement activities, it also raises 

concerns about potential government surveillance and data misuse. The Act provides for 

government exemptions, which critics argue could be misused to bypass privacy protections in 

certain cases. Therefore, the impact on informational privacy will depend on how these 

exemptions are implemented and the oversight mechanisms in place to prevent abuses. 

2. Regulation of Cross-Border Data Transfers 

The DPDPA 2023 has provisions that regulate the cross-border transfer of personal data, 

particularly data that is sensitive in nature. The Act enables the government to specify countries 

to which personal data can be transferred, ensuring that data sent abroad is adequately protected. 

 
29 Burman, supra note 25. 
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This has implications for government data-sharing agreements with foreign countries and 

international organizations.30 

However, these restrictions could pose challenges for multinational corporations and cross-

border businesses that rely on free data flows. Balancing these data transfer regulations with 

economic activities and ensuring that cross-border transactions do not violate informational 

privacy will be key in determining the Act’s success in protecting privacy while promoting 

economic integration. 

D. Societal Impacts and Awareness of Privacy Rights 

The introduction of the DPDPA 2023 is likely to have broader societal impacts, particularly in 

raising awareness about privacy rights and data protection issues. The Act emphasizes data 

literacy and seeks to inform individuals about their rights as data principals, as well as the 

obligations of organizations processing their data. 

1. Growing Privacy Awareness 

By empowering individuals with rights like access, correction, and erasure, the Act is 

expected to foster a greater understanding of privacy concerns in society. Increased awareness 

of privacy rights could lead to more individuals exercising their rights and holding organizations 

accountable for data breaches, improper data handling, or lack of transparency. 

The emphasis on consent-based data processing also means that individuals will become more 

discerning about what data they share and with whom. This cultural shift towards greater 

privacy awareness will likely reduce the prevalence of unchecked data collection and improve 

the overall standard of data handling in society. 

2. Legal Recourse and Data Protection Enforcement 

With the establishment of the Data Protection Board, individuals now have a formal 

mechanism to address grievances related to data privacy violations. This is a crucial step toward 

enhancing informational privacy as individuals will have the ability to seek redress for any 

misuse of their personal data. 

The potential for large fines and penalties for non-compliance also incentivizes organizations 

to treat personal data with care and prioritize privacy in their operations. The DPDPA 2023 thus 

serves as a powerful tool in ensuring that informational privacy is upheld as a fundamental right 
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in an increasingly digital world. 

In summary, the DPDPA 2023 is poised to have a profound impact on informational privacy 

in India by empowering individuals, imposing stricter obligations on businesses, and 

introducing regulatory oversight for government data processing.  

V. CONCLUSION 

The Digital Personal Data Protection Act, 2023 (DPDPA 2023) marks a significant milestone 

in India’s journey toward establishing a robust framework for protecting informational privacy. 

By recognizing the right to privacy as a fundamental right and incorporating comprehensive 

provisions to govern the collection, processing, and management of personal data, the DPDPA 

2023 aims to empower individuals and enhance their control over their personal information in 

the digital age. 

The Act’s emphasis on informed consent, individual rights, and the accountability of data 

fiduciaries reflects a progressive approach to data protection, fostering a culture of transparency 

and trust between individuals and organizations. As the digital economy continues to grow, the 

DPDPA 2023 provides essential safeguards against the risks associated with data misuse, 

ensuring that individuals are protected from exploitation and privacy violations. 

However, the implementation of the DPDPA 2023 poses challenges that must be addressed. 

Organizations, especially small and medium enterprises, will need to adapt to new compliance 

requirements, which may incur additional costs. The government’s ability to balance state 

interests with individual privacy rights will also be crucial in determining the effectiveness of 

the Act. 

Furthermore, as societal awareness of privacy rights increases, individuals are likely to become 

more vigilant in protecting their personal information. This cultural shift will necessitate that 

businesses prioritize data protection in their operations, fostering a competitive environment 

where consumer trust is paramount. 

In conclusion, the DPDPA 2023 is a transformative piece of legislation that seeks to safeguard 

informational privacy in India. Its success will largely depend on the collective efforts of 

individuals, businesses, and the government to uphold the principles of data protection and 

privacy in an increasingly interconnected world. As India continues to navigate the complexities 

of the digital landscape, the DPDPA 2023 stands as a crucial framework for ensuring that the 

right to informational privacy is not only recognized but actively protected and respected. 
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