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An Overview of Cyber Crime Laws in India

VANSIHKA SHUKLA!

ABSTRACT
Cybercrime has become a significant problem in India in recent years. With the

proliferation of technology and the internet, cyber criminals have found new ways to exploit
unsuspecting victims for financial gain or personal information. This abstract provides an
overview of the current state of cybercrime in India, including the types of cybercrime, the
causes, and the measures being taken to combat it with a critical analysis of Cybercrime in
India.

Keywords: Cybercrime, Laws, Causes, Types of Cybercrime, Prevention, Legal framework,
Cyber Security Act.

|. INTRODUCTION

The rapid growth of technology and the internet has resulted in increased vulnerability to cyber-
attacks and crimes in the 21st century. With the rise in digitalization, cybercrime has become a
major concern for individuals, organizations, and governments worldwide. In India, the
government has enacted several cybercrime laws to address these digital threats and protect its
citizens. This paper aims to examine the impact of cybercrime laws in India and evaluate their

effectiveness in safeguarding against cyber threats.
(A) Meaning of Cybercrime

Cybercrime refers to criminal activities that are carried out using the internet, computer
networks, or other digital technologies. Cybercriminals use technology to commit fraud, theft,
harassment, espionage, and other illegal activities. Some examples of cybercrime include
hacking, phishing, identity theft, cyber stalking, spreading malware, and online fraud.?
Cybercrime is a growing problem worldwide due to the increasing reliance on digital
technologies and the proliferation of online platforms. The consequences of cybercrime can be
devastating for individuals, businesses, and society as a whole, leading to financial losses,
reputational damage, and other harms. Therefore, there is a need for effective prevention and

enforcement measures to combat cybercrime.®

! Author is a student at Babasaheb Bhimrao Ambedkar University, Lucknow, India.
2 What is cybercrime? Definition from Search Security (techtarget.com)
3 Ibid
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(B) Types of Cybercrime

The most common types of cybercrime in India include phishing, hacking, identity theft, cyber
stalking, and online fraud. Cyber criminals often use social engineering techniques to gain

access to sensitive information, such as usernames, passwords, and bank account details.*
(C) Causes of Cybercrime

The causes of cybercrime in India are multifaceted, but can be broadly categorized into four
categories: technology, education, legislation, and enforcement. The rapid advancement of
technology has led to a greater number of people with access to the internet, making it easier
for criminals to find potential victims.> Lack of awareness and education about cyber security
has also contributed to the rise of cybercrime. The existing legislation in India related to
cybercrime is limited, which makes it difficult to prosecute criminals. Inadequate enforcement

mechanisms have also contributed to the problem.®
(D) Measures to Combat Cybercrime

The Indian government has taken several measures to combat cybercrime, including the
establishment of a cybercrime cell in each state, the development of a national cyber security
policy, and the creation of a cyber-security research and development fund. Additionally, the
government has been working with the private sector to improve cyber security practices and
awareness. However, there is still a long way to go in terms of reducing the incidence of

cybercrime in India.’
I1. OVERVIEW OF CYBERCRIME IN INDIA

Cybercrime has become an increasingly significant issue in India, as the country continues to
embrace the digital age. The government and law enforcement agencies have struggled to keep
up with the growing number of cybercrimes being committed, as the perpetrators often operate

across borders and use sophisticated techniques to avoid detection.®
Some of the most common types of cybercrimes in India include:

Online fraud: This includes phishing scams, online auction fraud, and investment fraud, among

others.

Hacking: This involves unauthorized access to computer systems and networks, often for the

4 Types of Cybercrime - Panda Security Mediacenter

5 The Information Technology Act, 2000 - https://www.meity.gov.in/content/information-technology-act-2000
6 Cybercrime Causes And Measures To Prevent It - GeeksforGeeks

" Common cyber security measures | nibusinessinfo.co.uk

8 Cyber crime in India: An Overview - S.S. Rana & Co. (ssrana.in)
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purpose of stealing sensitive information.

Cyber bullying: This refers to the use of technology to harass, intimidate, or embarrass another

person.

Identity theft: This involves stealing someone's personal information, such as their name,

address, and credit card details, for the purpose of committing fraud.

Cyber stalking: This is similar to cyber bullying, but involves a persistent pattern of harassing

or threatening behavior.

Pornography: The production, distribution, and consumption of child pornography are serious

issues in India.
Cyber terrorism: This refers to the use of technology to carry out acts of terrorism.

The Indian government has taken steps to address cybercrime, including the creation of the
Indian Computer Emergency Response Team (CERT-In)® and the passing of the Information
Technology (IT) Act in 2000, which was subsequently amended in 2008.2° However, more
needs to be done to improve cyber security and prevent cybercrime in the country. The National
Crime Records Bureau (NCRB) reported a total of 44,546 cybercrime cases in 2019, which is

a significant increase from 27,248 cases in 2017.11
(A) Cybercrime Laws in India

The Indian government has enacted various laws and regulations to address cyber threats and
protect its citizens. The Information Technology Act, 2000, is the primary legislation that
governs cybercrime in India. This act provides legal recognition to electronic documents and
digital signatures and defines offenses related to data theft, hacking, and cyber terrorism. It also

establishes penalties for cybercrime offenses, ranging from fines to imprisonment.?

The Indian government has also introduced amendments to the IT Act, such as the Information
Technology (Amendment) Act, 2008, which expanded the definition of cybercrime offenses
and increased penalties for cybercrime. Additionally, the Reserve Bank of India has issued

guidelines for online banking and electronic transactions to prevent financial fraud.*®

® (PDF) Review of Cyber Crime in India: An Overview | Al TMR - Academia.edu

10 218-1652513181.pdf (ilkogretim-online.org)

11 Cybercrime laws in India - https://www.mondag.com/india/crime/988236/cybercrime-laws-in-india-a-brief-
overview

12 Cyber Crime In India: An Overview (legalserviceindia.com)

13 Critical analysis of cyber crime in India - iPleaders
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(B) Evaluating the Effectiveness of Cybercrime Laws in India

While the Indian government has taken significant steps to address cybercrime, the
effectiveness of these laws in protecting against digital threats remains questionable. Despite
the legal provisions, cybercrime in India continues to grow, and criminals often go unpunished.
One reason for this is the lack of awareness and understanding of cybercrime laws among the

general public.*

Moreover, the Indian legal system is often slow to respond to cybercrime cases, leading to
delays in justice. The absence of a dedicated cybercrime investigation and prosecution
infrastructure further exacerbates the problem. The police and judiciary in India often lack the
technical expertise required to investigate and prosecute cybercrime cases, leading to a low

conviction rate.
I11. ANALYSIS CYBERCRIME IN INDIA

Cybercrime is a growing concern in India, with the increasing use of technology and the
internet. In recent years, the number of cybercrime incidents reported in India has increased
significantly, and this trend is expected to continue. One of the most common types of
cybercrime in India is financial fraud, which includes online banking scams, credit card fraud,
and phishing attacks. These crimes often target unsuspecting victims who are lured into
providing their personal and financial information to fraudsters. Another prevalent form of
cybercrime in India is online harassment and cyber stalking, which includes activities like
sending threatening or abusive messages, spreading false rumors, and creating fake profiles on

social media platforms.*®

Identity theft is another major concern in India, with criminals stealing personal information
like social security numbers, bank account details, and other sensitive information to commit
fraud or engage in other criminal activities. The Indian government has taken several steps to
address cybercrime, including the establishment of the National Cyber Crime Reporting Portal
(NCCRP) and the formation of the Cyber Crime Investigation Cell (CCIC) under the Ministry
of Home Affairs. These initiatives are aimed at improving cybercrime reporting and

investigation, as well as raising awareness about online security and safety.

However, despite these efforts, cybercrime continues to be a significant problem in India, and

1% 1bid

15 A Rise in Cyber Crime In India: Critical Analysis - International Journal of Law Management & Humanities
(ijlmh.com)

18 1bid
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more needs to be done to combat it. This includes strengthening cyber security infrastructure,

improving law enforcement capabilities, and educating the public about safe online practices.'’
(A) Measures taken by the Government

India has implemented several initiatives to address cyber laws and strengthen its cyber security

framework in recent years. Some of these initiatives include:

Information Technology (IT) Act, 2000: The IT Act, 2000 is the primary legislation governing
cyber security in India. It covers issues such as data protection, digital signatures, and

cybercrime.18

National Cyber Security Policy, 2013: The National Cyber Security Policy was launched in
2013 to create a secure cyberspace ecosystem in the country. The policy includes several
measures to strengthen the country's cyber security infrastructure and promote cyber security

awareness among citizens.

Cyber Swachhta Kendra: The Cyber Swachhta Kendra is a botnet cleaning and malware
analysis center launched by the Indian Computer Emergency Response Team (CERT-In). The

center helps in detecting and removing malicious software from users' devices.*®

Cyber Crime Investigation Training and Research (CCITR) Center: The CCITR Center was
established in 2018 to provide specialized training in cybercrime investigation to law

enforcement agencies and other stakeholders.

National Critical Information Infrastructure Protection Center (NCIIPC): The NCIIPC
was set up to protect critical information infrastructure in the country. It works to identify and
mitigate threats to critical information infrastructure and provides technical assistance to

organizations in securing their systems.

Overall, the Indian government has taken several steps to strengthen its cyber security
framework and address cyber laws. However, cyber threats continue to evolve, and it is
important for the government to remain vigilant and proactive in addressing these threats.?

IV. JUDICIAL ACTIVISM TO CYBER LAWS IN INDIA

In recent years, India has seen an increase in judicial activism in cyber laws. Judicial activism
refers to the tendency of judges to interpret and apply the law in a broader and more flexible
manner to address social, economic, and political issues that go beyond the strict interpretation

7 Ibid

18 | aw & Justice| National Portal of India
19 Ibid

20 policy| National Portal of India
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of the law. Here are some examples of judicial activism in cyber laws in India:?

Right to privacy: In 2017, the Supreme Court of India declared the right to privacy as a
fundamental right under the Indian Constitution. This decision has had a significant impact on
the interpretation and enforcement of various cyber laws in India, such as the Information
Technology Act, 2000.

Intermediary liability: The Information Technology (Intermediary Guidelines and Digital
Media Ethics Code) Rules, 2021, which impose stricter obligations on social media
intermediaries, have been challenged in several courts across India. The courts have been active
in interpreting and enforcing the rules and have issued several orders on the liability of

intermediaries.?

Cyber stalking: In a landmark judgment in 2019, the Delhi High Court held that cyber stalking
can be considered a form of violence against women and can be punished under the Indian Penal
Code. The court also directed the government to take measures to prevent cyber stalking and

ensure the safety of women online.?®

Net neutrality: In 2016, the Telecom Regulatory Authority of India (TRAI) issued regulations
that allowed telecom operators to charge differential rates for different types of content on the
internet. The regulations were challenged in court, and the courts took an active role in
interpreting and enforcing net neutrality principles in India.

Though, judicial activism in cyber laws in India has been on the rise, and the courts have been
playing an important role in shaping the development of cyber laws in the country. The courts
have been proactive in interpreting and enforcing cyber laws in a manner that promotes social

justice, protects fundamental rights, and ensures that technology is used for the public good.?*
(A)Future Directions

To address these issues, India needs to invest in developing a robust cybercrime investigation
and prosecution infrastructure. The government should focus on raising awareness and
educating the public about cybercrime laws and digital threats. Additionally, the government

should allocate sufficient resources to train law enforcement officials and the judiciary to handle

21 (PDF) A Critical Analysis on Judicial Activism in Relation to Cyber Law-An Indian Perspective
(researchgate.net)

22 (41-49) A CHALLENGING ROLE OF INDIAN JUDICIARY AT CYBER SPACE TO CURB CYBER
CRIME AGAINST WOMEN.pdf (gapinterdisciplinarities.org)

2 |bid

24 Judicial Activism in India - LexForti
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cybercrime cases effectively.?
V. CONCLUSION

Finally, we say that cybercrime is a growing threat in India, and the government needs to take
effective measures to protect its citizens. While the Indian government has enacted several
cybercrime laws, their effectiveness remains questionable. The lack of awareness and
understanding of these laws, as well as the absence of a dedicated cybercrime investigation and
prosecution infrastructure, hinder their implementation. Therefore, the government needs to

invest in developing a robust infrastructure to combat cybercrime effectively.
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25 Cyber Crime In India: An Overview (legalserviceindia.com)
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