Page 1479 - 1498 DO https://doij.org/10.10000/JLMH.118664

INTERNATIONAL JOURNAL OF LAW
MANAGEMENT & HUMANITIES
[ISSN 2581-5369]

Volume 7 | Issue 6
2024

© 2024 International Journal of Law Management & Humanities

Follow this and additional works at: https://www.ijlmh.com

Under the aegis of VidhiAagaz — Inking Your Brain (https://www.vidhiaagaz.com/)

This article is brought to you for “free” and “open access” by the International Journal of Law Management
& Humanities at VidhiAagaz. It has been accepted for inclusion in the International Journal of Law
Management & Humanities after due review.

In case of any suggestions or complaints, kindly contact Gyan@vidhiaagaz.com.

To submit your Manuscript for Publication in the International Journal of Law Management &
Humanities, kindly email your Manuscript to submission@jijlmh.com.


https://doij.org/10.10000/IJLMH.118664
https://www.ijlmh.com/publications/volume-vii-issue-vi/
https://www.ijlmh.com/publications/volume-vii-issue-vi/
https://www.ijlmh.com/
https://www.vidhiaagaz.com/
file:///E:/IJLMH/Volume%205/Issue%205/3682/Gyan@vidhiaagaz.com
file:///E:/IJLMH/Volume%205/Issue%205/3682/submission@ijlmh.com

1479 International Journal of Law Management & Humanities [Vol. 7 Iss 6; 1479]

AlI-Powered Cybercrime Investigations
under BNS

ANUMODAN TIWARTI!

ABSTRACT
The Bharatiya Nyaya Sanhita (BNS) introduces a forward-thinking approach to

modernizing India’s criminal justice system but leaves room for significant advancements
in addressing cybercrimes. While its provisions recognize the importance of technology in
combating digital offenses like misinformation and hate speech, they lack specific strategies
for leveraging Artificial Intelligence (Al) in these investigations. This paper explores the
integration of Al tools within the BNS framework to enhance cybercrime detection, evidence
collection, and prosecution. By employing Al-driven models, law enforcement can monitor
digital platforms in real time, automate evidence collection processes, and ensure
compliance with the Digital Personal Data Protection Act, 2023. The study also examines
ethical concerns, including data privacy and algorithmic bias, emphasizing the need for
transparent and accountable Al deployment. Through case studies and comparative
analyses of global best practices, the paper proposes a comprehensive framework for
incorporating Al into cybercrime investigations under the BNS. This research aims to equip
India’s justice system with advanced capabilities to address the complexities of cybercrime,
ensuring both efficiency and fairness.

Keywords: Bharatiya Nyaya Sanhita (BNS), Artificial Intelligence (Al), Cybercrime
Investigation, Digital Evidence, Indian Legal System.

|. INTRODUCTION

The digital era has revolutionized the way people communicate, transact, and interact, creating
immense opportunities for progress. However, it has also introduced unprecedented
vulnerabilities. Cybercrimes—ranging from identity theft, ransomware, and financial fraud to
misinformation and hate speech—have become pervasive, posing serious threats to individuals,
businesses, and governments. These crimes, often orchestrated by sophisticated networks of
offenders, exploit technological advancements and the widespread use of digital platforms,

making their prevention and investigation increasingly complex.?

Recognizing the need for a modernized legal framework to address these challenges, the

! Author is a student at UILS, Chandigarh University, Mohali, Punjab, India.
2 Manuel Castells, Communication Power 45-47 (2009)
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Bharatiya Nyaya Sanhita (BNS) aims to transform India’s criminal justice system.’
Encompassing updated provisions for digital offenses, the BNS reflects an acknowledgment of
the evolving nature of crime in the 21st century. Yet, its reliance on general technological
monitoring methods falls short in leveraging Artificial Intelligence (Al), a game-changing tool
that can revolutionize cybercrime investigation. Al offers unparalleled capabilities for real-time
detection, predictive analytics, and digital forensics, enabling law enforcement agencies to
counter cyber threats effectively.

This research investigates the potential integration of Al-driven solutions within the BNS
framework to enhance cybercrime investigation. It focuses on bridging the gap between existing
legislative provisions and the practical application of advanced technologies. Additionally, the
study explores how Al can address challenges in evidence collection, improve admissibility
standards, and ensure compliance with the Digital Personal Data Protection Act, 2023% By
doing so, it provides a comprehensive roadmap for equipping India’s justice system with the
tools needed to navigate the complexities of cybercrime while upholding ethical and legal

standards.

I1. OVERVIEW OF CYBERCRIME IN INDIA AND THE BHARATIYA NYAYA SANHITA

(BNS)

Cybercrime in India has witnessed an alarming rise over the past decade, fueled by rapid
digitization, increased internet penetration, and the proliferation of smartphones. The diverse
landscape of cyber offenses includes phishing scams, data breaches, identity theft, financial
fraud, ransomware attacks, and cyberstalking®. Additionally, the spread of misinformation and
hate speech on digital platforms has amplified social unrest, creating challenges for law
enforcement agencies tasked with maintaining public order. As digital technologies evolve, so
do the methods of cybercriminals, making traditional investigative techniques inadequate for

addressing these sophisticated threats.

Recognizing these challenges, the Bharatiya Nyaya Sanhita (BNS) represents a comprehensive
overhaul of India’s criminal laws®. It introduces updated provisions aimed at addressing
emerging crimes in the digital era, particularly those targeting individuals, financial institutions,
and public safety. The BNS acknowledges the transformative role of technology in combating

cyber offenses, with sections dedicated to offenses such as misinformation dissemination,

3 Bharatiya Nyaya Sanhita, 2023

4 Digital Personal Data Protection Act, 2023, No. 24, Acts of Parliament, 2023 (India)

5> R.G. Smith & lan Walden, eds., Research Handbook on International Cybercrime 130-135 (2017)
5 BNS, supra note 2
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online defamation, and the incitement of violence through hate speech.’

However, while the BNS reflects a progressive approach, it falls short in outlining the practical
application of advanced tools like Artificial Intelligence (Al) for cybercrime investigations. The
law heavily relies on broad technological monitoring without providing explicit guidelines for
integrating Al-driven solutions. This oversight creates a gap between legislative intent and

actionable enforcement strategies.

The effective implementation of the BNS demands the adoption of modern technological
solutions capable of real-time detection, comprehensive digital forensics, and secure evidence
management®. This paper explores how Al can address these gaps, enhancing the BNS’s ability

to combat the complex and ever-evolving landscape of cybercrime in India.
I11. ROLE OF ARTIFICIAL INTELLIGENCE IN CYBERCRIME INVESTIGATION

Artificial Intelligence (Al) is revolutionizing cybercrime investigations by offering advanced
tools to tackle the increasing complexity and sophistication of digital threats. Al empowers law
enforcement agencies to detect, investigate, and prevent cybercrimes more effectively,
especially within the framework of the Bharatiya Nyaya Sanhita (BNS) and its focus on digital
offenses. Below are key areas where Al enhances cybercrime investigations:

1. Real-Time Detection and Monitoring

Al enables continuous monitoring of vast online activity, identifying suspicious patterns in real
time. Machine learning algorithms and Natural Language Processing (NLP) are particularly
effective for scanning social media, forums, and other digital platforms to flag potential threats
such as fraud, hacking attempts, or harmful content like hate speech and misinformation®. By
automating these processes, Al reduces manual oversight and allows swift intervention,
minimizing harm.
2. Predictive Analytics and Threat Intelligence

Al goes beyond detection by analyzing historical data to predict future cyber threats. Predictive
analytics helps anticipate the timing, methods, and targets of potential attacks, allowing pre-

emptive measures®. For example, Al can forecast fraud schemes based on prior cases or analyze

metadata to detect cyberterrorism threats, combining insights from diverse sources to strengthen

"1d.

8 Eoghan Casey, Digital Evidence and Computer Crime: Forensic Science, Computers, and the Internet 301-305
(3d ed. 2011)

9 Erik Brynjolfsson & Andrew McAfee, Machine, Platform, Crowd: Harnessing Our Digital Future 125-130
(2017)

10 Jonathan Clough, Principles of Cybercrime 78-80 (2d ed. 2015)
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preventive actions.
3. Digital Forensics and Evidence Collection

Al streamlines digital evidence collection and analysis by automating the extraction of relevant
data from devices, cloud storage, and communication platforms. It ensures the integrity and
admissibility of evidence by creating tamper-proof records and preserving the chain of custody.

This enhances both the speed and reliability of forensic investigations.
4. Enhancing Evidence Integrity and Data Security

Al improves the admissibility of digital evidence in court by using technologies like blockchain
to secure and verify data. Blockchain ensures evidence remains tamper-proof, preserving
authenticity. Additionally, Al can ensure compliance with data protection laws, such as India’s
Digital Personal Data Protection Act, by anonymizing sensitive information and maintaining

privacy during investigations.
5. Content Moderation Using NLP

To combat the spread of misinformation, hate speech, and extremist content, Al-powered NLP
tools analyse and flag harmful online material. These systems identify subtle forms of
manipulation or incitement, enabling law enforcement to remove such content quickly and trace

its origin®2. This helps mitigate social and political harm while holding perpetrators accountable.

Al is a transformative force in cybercrime investigations, providing law enforcement with tools
to combat digital threats more efficiently. By enhancing detection, prediction, evidence
collection, and data security, Al supports a more robust response to the growing challenges of

cybercrime.
IVV. CHALLENGES IN CYBERCRIME DETECTION AND EVIDENCE COLLECTION

Detecting and investigating cybercrime presents unique challenges, particularly in India, where
legal systems are evolving to address the complexities of digital offenses. Key obstacles include
the scale of cybercrimes, anonymity in the online world, rapid technological advances, legal

constraints, and resource limitations.
1. Scale and Complexity of Cybercrimes

The sheer volume and sophistication of cybercrimes—ranging from phishing and financial

fraud to cyberterrorism—overwhelm traditional investigative methods. Massive data generation

11 Digital Personal Data Protection Act, 2023, No. 24, Acts of Parliament, 2023 (India)
12 Eoghan Casey, Digital Evidence and Computer Crime: Forensic Science, Computers, and the Internet 150-155
(3d ed. 2011)
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across platforms makes it difficult to identify threats, and the global nature of cybercrime

complicates cross-border collaboration.®
2. Anonymity in the Digital World

The internet allows criminals to hide behind anonymity, using tools like VPNSs, encryption, and
the dark web to evade detection'®. False identities and manipulated digital footprints further

obscure their tracks, making it challenging to trace suspects.
3. Rapid Technological Advancements

Technologies like encryption, blockchain, and decentralized systems create significant barriers
for investigators. While these tools enhance privacy and security, they are often exploited for
illegal activities. Law enforcement struggles to keep up with criminals’ use of advanced

techniques, hindered by gaps in expertise and resources.’®
4. Legal and Ethical Constraints

Digital evidence collection must navigate privacy laws and legal protocols to ensure
admissibility in court. Balancing effective investigations with data protection laws, such as the
Digital Personal Data Protection Act, 2023, adds complexity. Preserving the integrity of digital

evidence, which can be easily altered or destroyed, is also critical.
5. Insufficient Training and Resources

Many law enforcement agencies lack the specialized skills and tools needed for cybercrime
investigations®®. Limited access to training in digital forensics and cybersecurity, particularly in

rural areas, hinders their ability to combat sophisticated cybercriminal tactics effectively.!’

Overcoming these challenges requires a combination of advanced technologies, stronger
international cooperation, updated legal frameworks, and investments in training and resources

for law enforcement.
V. AI-DRIVEN MODELS FOR CYBERCRIME INVESTIGATION UNDER BNS

The growing incidence of cybercrime in India has prompted the need for a more robust,
technologically advanced legal framework to address these challenges. While the Bharatiya

Nyaya Sanhita (BNS) provides a legal framework for combating cybercrime, its provisions

13 R.G. Smith & lan Walden, eds., Research Handbook on International Cybercrime 95-100 (2017)

4 Thomas J. Holt & Adam M. Bossler, Cybercrime: An Introduction to an Emerging Phenomenon 55-60 (2016)
15 Eoghan Casey, Digital Evidence and Computer Crime: Forensic Science, Computers, and the Internet 200-205
(3d ed. 2011)

16 Holt & Bossler, supra note 13, at 70-75

7.

© 2024. International Journal of Law Management & Humanities [ISSN 2581-5369]


https://www.ijlmh.com/
https://www.ijlmh.com/

1484 International Journal of Law Management & Humanities [Vol. 7 Iss 6; 1479]

primarily focus on criminalizing cyber offenses without explicitly addressing how technology,
specifically Artificial Intelligence (Al), can be used to enhance investigative procedures. Al
offers an array of possibilities that can significantly augment the BNS's effectiveness in
addressing cybercrime through more efficient investigation, evidence collection, and

prosecution®,
1. Al-Powered Real-Time Surveillance and Monitoring

One of the key challenges in combating cybercrime is the ability to detect criminal activities as
they happen. Traditional methods of cybercrime investigation, such as manually reviewing
large volumes of data or relying on human intelligence, are often inefficient and unable to keep
pace with the sophistication and speed of cybercrimes. Al can solve this problem through real-

time monitoring and surveillance of digital platforms.

Al-driven models can analyze vast amounts of data generated by users across various platforms,
including social media, messaging apps, and websites. Using machine learning algorithms, Al
can detect patterns of suspicious activity, such as fraudulent financial transactions, phishing
attempts, or the spread of malware. In the context of the BNS, Al tools can assist law
enforcement agencies in monitoring online spaces for illegal activities such as misinformation,
hate speech, or incitement to violence, which are directly addressed in the new legal framework.
By automatically flagging and categorizing this content, Al tools allow for faster response times

and help investigators take swift action to prevent further harm?®®.

Real-time surveillance systems driven by Al can also help track and identify individuals
involved in criminal activities, even when they try to conceal their identities through anonymity
or pseudonyms. Al's ability to detect anomalies in user behavior patterns, combined with its
capacity for data analysis, can provide valuable insights into cybercriminals’ identities and
intentions. This can be a critical asset for law enforcement agencies tasked with preventing

cybercrimes before they escalate into more significant threats°.
2. Predictive Analytics for Cybercrime Prevention

Al models can also be used for predictive analytics, a technique that utilizes data and statistical
algorithms to forecast future cybercrime threats. In traditional investigative methods, law

enforcement agencies rely heavily on past incidents and human experience to guide their

18 Manuel Castells, The Information Age: Economy, Society and Culture 180-85 (2d ed. 2010).

19 National Crime Records Bureau, "Crime in India Report 2022," Ministry of Home Affairs, available at
www.ncrb.gov.in.

20 David S. Wall, "Policing Cybercrime: Situating the Public Police in Networks of Security Within Cyberspace,"”
8(1) Policing & Society 128 (2018).
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strategies. However, with Al, predictive models can analyze vast amounts of data—ranging
from historical cybercrime cases to ongoing patterns of activity—thereby enabling agencies to
predict potential cybercriminal behaviors or attacks before they occur?L,

For example, predictive analytics can be used to identify emerging trends in cybercrime, such
as the rise of new types of malware, social engineering tactics, or online fraud schemes. By
recognizing these patterns early on, Al models can alert authorities to potential risks, allowing
them to prepare preventive measures in advance. In the context of the BNS, Al-powered
predictive models can be instrumental in anticipating digital offenses like financial fraud,

hacking, or cyberterrorism, thus reducing the window of vulnerability for potential victims?2.

Al-based predictive systems can also help law enforcement agencies assess the likelihood of
certain types of crimes occurring in specific regions or digital environments. For instance, in
cases where hate speech or misinformation is rampant, Al can predict where these activities
might spread next, helping authorities monitor vulnerable areas more effectively. Predictive
analytics can enable proactive policing, offering a more preemptive approach to cybercrime

than reactive methods alone.
3. Al-Driven Digital Forensics

Digital forensics is a crucial aspect of cybercrime investigation, particularly in cases involving
hacking, online fraud, or identity theft. However, the process of digital evidence collection is
often complex, time-consuming, and prone to human error. Al can streamline the digital
forensics process, enabling law enforcement agencies to quickly and efficiently gather, analyze,

and preserve evidence.

Al-powered tools can automate the process of identifying relevant digital evidence, including
emails, documents, files, or chat logs, that may be used in criminal proceedings. Additionally,
Al can assist investigators by automatically categorizing and labeling digital evidence, thus
reducing the workload and human error in sorting through large amounts of data. For example,
Al-based tools can search through massive datasets for particular keywords or phrases related
to a specific cybercrime, enabling investigators to identify critical evidence with greater speed

and accuracy.?

In digital forensics, Al can also help maintain the integrity of the evidence by preventing data

tampering or manipulation. Tools like blockchain, which are integrated with Al, can ensure that

2L K. Aspinall, "Forecasting Digital Threats: The Role of Data Analytics in Modern Policing," Cybersecurity
Quarterly, 8(2): 35 (2020).

22 R, Mitra, "Al for Crime Prediction: Challenges and Opportunities,” TechLaw Review, 16(3): 212-218 (2022).
2 A, Singh, "Al in Digital Evidence Management," Indian Tech Journal, 9(4): 44-48 (2023).
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once digital evidence is captured, it remains unaltered and secure. This is particularly important
for ensuring the admissibility of digital evidence in court, as it guarantees that no unauthorized
changes have been made to the data during the investigation.

Moreover, Al-driven digital forensics tools can be used to track and analyze cybercriminal
activities over time, even if these activities span across different digital environments or
jurisdictions. The ability to cross-reference digital footprints left by criminals on various online
platforms allows Al tools to construct detailed profiles of suspects, making it easier for
investigators to trace the origins of cybercrimes.

4. Al and Legal Compliance: Ensuring Data Privacy and Security

While Al presents an exciting opportunity for optimizing cybercrime investigations, it also
introduces new challenges, particularly with respect to data privacy and security. As Al tools
are designed to analyze large volumes of data, it becomes essential to ensure that the use of Al
in cybercrime investigations complies with data protection laws and privacy regulations. This
is especially relevant in the context of India’s Digital Personal Data Protection Act, 2023, which

mandates strict guidelines on the collection, storage, and use of personal data.

Al-driven models must be designed with built-in mechanisms to protect personal data during
the investigation process. For instance, data anonymization and encryption techniques can
ensure that personal information is not exposed during the analysis. By leveraging Al to comply
with data privacy laws, law enforcement agencies can ensure that they do not violate

individuals' rights to privacy while conducting their investigations?*.

Additionally, Al-powered tools can improve the security of the digital infrastructure used for
collecting and storing evidence. For instance, Al can detect vulnerabilities in digital systems
and alert authorities to potential risks of hacking or data breaches. By enhancing the security of
digital evidence, Al tools can help prevent cybercriminals from compromising the investigation

process.
V1. ETHICAL AND LEGAL CONSIDERATIONS IN Al DEPLOYMENT FOR CYBERCRIME
INVESTIGATION
The deployment of Artificial Intelligence (Al) in cybercrime investigations presents an array of
ethical and legal challenges that must be carefully considered to ensure its responsible use.

While Al offers significant benefits in optimizing cybercrime detection, evidence collection,

and prevention, the technology also raises important questions surrounding privacy, fairness,

24 3, Bose, "Data Anonymization Techniques: A Legal Perspective," TechLegal Review, 10(2): 100-104 (2022).
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accountability, and transparency. These issues must be addressed to align Al-driven
investigative tools with the legal frameworks governing cybercrime, such as the Bharatiya
Nyaya Sanhita (BNS), the Digital Personal Data Protection Act, 2023, and existing principles
of justice. The following discussion explores key ethical and legal considerations that need to

be addressed in the context of Al deployment for cybercrime investigation.
1. Privacy Concerns and Data Protection

One of the primary ethical issues surrounding the use of Al in cybercrime investigations is the
protection of individual privacy. Al-driven tools often rely on the collection, analysis, and
processing of vast amounts of personal data from digital platforms, including communication
logs, browsing history, financial transactions, and social media activity. This raises concerns
about how such sensitive information is handled and whether individuals' privacy rights are

being infringed upon.

The Digital Personal Data Protection Act, 2023, which governs the collection, storage, and
processing of personal data in India, provides a legal framework to safeguard privacy. However,
when deploying Al for cybercrime investigations, law enforcement agencies must ensure that
their use of Al tools complies with the provisions of this law. This includes obtaining explicit
consent for data collection, ensuring that data is anonymized where possible, and limiting the
access to personal data to authorized personnel only. Additionally, Al algorithms should be
designed with privacy by design principles, ensuring that they do not unnecessarily expose or

misuse personal information during the investigative process.?
2. Data Security and Integrity

Data security is another major concern when employing Al in cybercrime investigations. While
Al tools can significantly enhance the ability of investigators to detect and analyze criminal
activities, they also introduce the risk of data breaches or cyberattacks that could compromise
the integrity of the evidence being collected. If Al systems are not adequately secured,
cybercriminals may exploit vulnerabilities to tamper with or destroy digital evidence, which

could undermine the credibility of an investigation.

Al-driven models must therefore be deployed in a manner that prioritizes data security. This
involves implementing advanced encryption techniques, secure data storage, and strict access
controls to ensure that sensitive information is protected from unauthorized access. Moreover,

Al tools used in the investigation process should be designed with tamper-proof mechanisms to

% R. Mitra, "Privacy by Design: Al Compliance with Data Protection Laws," TechLegal Review, 15(3): 90-95
(2022).
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maintain the integrity of digital evidence, ensuring that it remains admissible in court. The use
of blockchain technology to secure digital evidence, for example, can help guarantee that
evidence is not altered during the investigation?.

3. Bias and Fairness in Al Algorithms

Another critical ethical issue is the potential for bias in Al algorithms. Al systems are only as
unbiased as the data they are trained on. If the training data used to build Al models is not
representative or is skewed by pre-existing biases, the resulting algorithms may produce
discriminatory or unfair outcomes. This could lead to wrongful accusations, misidentifications,
or the disproportionate targeting of specific groups based on race, gender, or socio-economic

status.

To address this challenge, Al developers and law enforcement agencies must ensure that Al
systems are trained on diverse and unbiased datasets. Moreover, algorithms should undergo
rigorous testing to identify and mitigate any potential biases before they are deployed in real-
world cybercrime investigations. Ensuring fairness in Al models is not just a technical issue but
an ethical obligation, as biased Al systems can perpetuate systemic inequalities and undermine

public trust in law enforcement agencies?’.
4. Accountability and Transparency in Al Decision-Making

Al tools, particularly those used in cybercrime investigations, often operate as "black boxes,"”
meaning that the decision-making process of the Al system is not always transparent or
understandable to human users. This lack of transparency raises concerns about accountability,
especially if an Al system makes a mistake or an unjust decision that negatively impacts an
individual's life. For example, if an Al tool falsely identifies someone as a suspect in a

cybercrime, it could result in wrongful arrest or harm to an innocent person’s reputation.

To ensure accountability, it is crucial that Al systems used in cybercrime investigations are
designed to be explainable. Law enforcement agencies must be able to understand how Al
algorithms arrive at their decisions and be able to audit these decisions when necessary.
Transparency in Al decision-making is essential to build public trust in the technology and to
ensure that Al-driven investigations comply with legal standards of fairness and due process.

Additionally, clear protocols must be established to assign responsibility to human operators in

% Casey, Eoghan, Digital Evidence and Computer Crime: Forensic Science, Computers, and the Internet, 4th ed.
(Academic Press 2020).
27 U.N. Office of Drugs and Crime, "Aurtificial Intelligence in Cybercrime Detection: Ethical Challenges,"
www.unodc.org (2023).
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the event of errors or disputes arising from Al-driven investigations.?®
5. Human Oversight and Control

Al systems are not infallible, and human oversight remains a critical component in ensuring
that Al tools are used appropriately and ethically in cybercrime investigations. While Al can
assist investigators by automating routine tasks, detecting patterns, and generating insights, the
final decision-making authority should always rest with human investigators. This is especially
important in sensitive cases where ethical considerations, such as the impact on an individual's

reputation or privacy, must be taken into account.

Al should be seen as a tool that augments human capabilities, not a replacement for human
judgment. Investigators should be trained to understand how Al tools work and how to interpret
the results they provide. Moreover, mechanisms should be in place to allow human intervention
if the Al system produces inconclusive or questionable results. Ensuring human oversight in the
use of Al for cybercrime investigations is essential to maintain control over the investigative

process and to prevent the misuse of Al tools.?°
6. Legal and Ethical Implications of Al-Generated Evidence

The use of Al in cybercrime investigations raises important questions about the legal status and
admissibility of Al-generated evidence in court. Digital evidence generated by Al tools, such
as pattern recognition reports or predictive analytics, may be crucial to an investigation, but its
acceptance in court depends on whether it meets established legal standards for evidence. In
India, the Indian Evidence Act and the Information Technology Act, 2000, outline the criteria

for the admissibility of digital evidence, including its authenticity and integrity.*°

Al-generated evidence must meet the same legal standards as traditional evidence to be deemed
admissible in court. This means that investigators must ensure that the evidence is obtained
through lawful means, is properly authenticated, and is preserved in a manner that prevents
tampering. Additionally, the use of Al to generate evidence may raise questions about the
reliability of the technology itself. If an Al system produces inaccurate or misleading evidence,
it could jeopardize the fairness of the trial. As such, Al tools used in cybercrime investigations
must undergo rigorous validation and testing to ensure that they meet legal standards for

evidence admissibility.

2 Digital Personal Data Protection Act, No. 37 of 2023, § 8, Acts of Parliament, 2023 (India)

2% National Crime Records Bureau, "Al and Law Enforcement: Challenges and Opportunities,” Crime in India
Report 2023, www.ncrb.gov.in.

% Information Technology Act, No. 21 of 2000, §§ 2(1)(t), 3A, Acts of Parliament, 2000 (India).
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7. Global Standards and Cross-Border Cooperation

Given that cybercrime often transcends national borders, there is a growing need for
international cooperation and the establishment of global standards for the use of Al in
cybercrime investigations. Countries must collaborate to ensure that Al tools used in cybercrime
detection and investigation are interoperable and comply with international norms regarding

privacy, data protection, and human rights.

The lack of consistent global regulations around Al deployment poses a significant challenge
to cross-border cybercrime investigations. To address this issue, international organizations,
such as the United Nations, must play a key role in developing and promoting ethical standards
for Al use in law enforcement. These standards should ensure that Al technologies are deployed
in a way that respects the sovereignty of nations, protects individual rights, and promotes justice
on a global scale.®

VII. CASE STUDIES AND COMPARATIVE ANALYSES OF Al IN CYBERCRIME

INVESTIGATION

The application of Artificial Intelligence (Al) in cybercrime investigation is a burgeoning field
that has gained traction globally. Several countries have begun experimenting with Al tools and
technologies to enhance their cybercrime investigation capabilities. This section will explore
case studies from various jurisdictions where Al has been integrated into law enforcement
practices, providing insights into how these systems have been utilized to address cybercrime.
By comparing different models, this section will also highlight the benefits, challenges, and
lessons learned from implementing Al in the cybercrime investigative process, with a focus on

their potential applicability to India's Bharatiya Nyaya Sanhita (BNS).
1. Case Study: The United States — Predictive Policing and Digital Forensics

In the United States, Al is increasingly being used in predictive policing and digital forensics.
One of the most notable examples is the use of predictive analytics by law enforcement agencies
to predict where cybercrimes, including hacking and online fraud, are likely to occur. Al-driven
tools like PredPol (predictive policing software) have been used to anticipate criminal behavior
based on historical crime data. Though PredPol is typically used in traditional policing, similar
predictive models are applied in the cybercrime domain, analyzing patterns such as the timing,

location, and nature of digital crimes.

31 Council of Europe, "Budapest Convention on Cybercrime: Applicability to Al Tools," Convention on
Cybercrime Updates (2023).
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Furthermore, Al-driven digital forensics tools like X1 Social Discovery and Verint's Cyber
Intelligence solutions have been pivotal in extracting and analyzing evidence from online
platforms and encrypted communication networks. These Al systems are designed to identify
key pieces of evidence, trace cybercriminal activities across different digital platforms, and

automate the analysis of vast amounts of data, significantly speeding up investigations.

Lessons Learned: One of the critical takeaways from the U.S. experience is the effectiveness
of predictive analytics and digital forensics in enhancing cybercrime investigations. However,
the challenge lies in the ethical concerns regarding the use of Al in predictive policing, where
biases in the algorithms can lead to disproportionate targeting of certain communities or
individuals®. Furthermore, while Al tools in digital forensics offer great promise, they must be
meticulously designed to handle sensitive data securely to prevent breaches and misuse of

personal information.
2. Case Study: United Kingdom — Al in Cybersecurity and Digital Evidence Gathering

The United Kingdom has been a pioneer in the integration of Al into cybersecurity, particularly
in protecting critical infrastructure and investigating cybercrime. One significant development
has been the use of Al in the National Cyber Security Centre (NCSC), which leverages Al to
predict cyberattacks and detect advanced persistent threats (APTs)3. These threats often
involve sophisticated cybercriminal networks that use artificial intelligence to evade detection.
By using Al-driven tools, the NCSC has been able to automate the identification of
vulnerabilities in critical infrastructure systems, as well as track suspicious cyber activity in real

time.

Additionally, UK law enforcement agencies have embraced Al for digital evidence gathering.
The Metropolitan Police Service's Cyber Crime Unit has implemented Al tools to assist in the
collection and analysis of data from cloud services, social media platforms, and the deep web.
These Al systems help investigators quickly identify patterns of malicious activity and correlate

digital evidence across multiple sources.

Lessons Learned: The UK’s approach highlights the critical role of AI in proactive
cybersecurity and its ability to provide real-time insights into potential cyber threats. However,
it also reveals the complexity of Al adoption, as law enforcement agencies must ensure that Al
tools do not overreach and inadvertently infringe on privacy rights. The balance between using
Al for effective cybersecurity and protecting personal data remains a challenge.

32.3, Caplan, "The Role of Al in Cybercrime Investigations," 19(1) Journal of Law and Technology 56-70 (2022).
33 National Cyber Security Centre (UK), "Al for Cybersecurity," www.ncsc.gov.uk (last visited Nov. 25, 2024).
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3. Case Study: China — Al in Facial Recognition and Cybercrime Monitoring

China's use of Al in both traditional law enforcement and cybercrime investigation is an area of
interest due to its extensive implementation of surveillance technologies. China has developed
sophisticated Al-driven systems for facial recognition, which is used to track individuals
engaged in cybercrimes. The system is often employed in conjunction with Al-based platforms
that monitor online platforms for illegal content, including hate speech, misinformation, and

online fraud.

One notable example is the application of Al to combat online financial fraud. China's financial
regulators have implemented Al systems to monitor digital financial transactions in real time,
detecting suspicious activities like money laundering, fraudulent credit card transactions, and
identity theft. These Al tools flag potentially criminal activities based on data patterns and

initiate investigations based on set criteria.3

Lessons Learned: China’s use of Al demonstrates the potential for integrating Al-driven
surveillance into the cybercrime investigative process. However, concerns about state
surveillance and the infringement of individual privacy have arisen. The balance between
preventing crime and respecting individual rights is a key challenge that other countries,
including India, need to address as they consider the integration of Al into their legal

frameworks.

4. Case Study: India — Al in Cybercrime Investigation under the IT Act and the BNS

Framework

India, too, has taken steps to incorporate Al into its cybercrime investigation processes. The
Indian government has increasingly relied on Al for monitoring digital platforms, tracking
cybercrimes, and detecting emerging threats. However, while the Information Technology Act
(2000) provides a legal framework for addressing cybercrimes, the recent Bharatiya Nyaya
Sanhita (BNS) has introduced a more comprehensive legal structure that includes provisions

for Al integration into cybercrime investigations.

Al-driven tools in India are being used to monitor social media platforms for the spread of
misinformation, cyberbullying, and hate speech. The Central Bureau of Investigation (CBI) has
begun testing Al tools to track online criminal activities, such as financial fraud, identity theft,
and phishing attacks. These Al systems are also being used to analyze financial transactions and

detect patterns of money laundering or illegal financial schemes.®

34 K. Huang, "China's Use of Al for Cybercrime Detection," www.chinalawblog.com (last visited Nov. 18, 2024).
3 Central Bureau of Investigation (India), "Al Tools in Cybercrime Investigations," www.cbi.gov.in (last visited
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Lessons Learned: India's approach highlights the potential of Al to improve efficiency in the
detection of cybercrimes and the investigation process. However, the challenges related to data
privacy, bias in Al algorithms, and the implementation of Al tools in compliance with the
Digital Personal Data Protection Act (2023) must be carefully managed. Furthermore, as the
BNS framework becomes operational, it is essential to ensure that Al-driven technologies used

in law enforcement align with the legal standards for data privacy and evidence admissibility.
5. Comparative Analysis of Al in Cybercrime Investigation Models

When comparing the application of Al in cybercrime investigations across different countries,
several trends and challenges emerge. In the United States and the United Kingdom, the focus
has largely been on predictive analytics and digital forensics. These models are highly effective
in detecting cybercrimes and preventing them in real time. However, the ethical concerns
surrounding bias in Al models and the use of personal data for surveillance remain significant

issues.

China's approach, which integrates Al with large-scale surveillance, highlights the advantages
of using Al in real-time tracking and online monitoring. However, this model raises concerns
about the infringement of personal freedoms and privacy rights. The use of Al for facial

recognition and monitoring online behavior must be carefully regulated to prevent abuses.®

In India, the integration of Al into the BNS framework is still in its nascent stages, but the
country has made significant strides in using Al to monitor digital platforms and track online
criminal activity. India's challenge lies in ensuring that Al tools are used ethically and in
compliance with existing data protection laws. The potential for Al to assist in improving the
efficiency and effectiveness of cybercrime investigations is evident, but it must be balanced

with the protection of individual rights.

VIIIl. POLICY RECOMMENDATIONS FOR Al INTEGRATION IN CYBERCRIME

INVESTIGATIONS UNDER BNS

The integration of Artificial Intelligence (Al) in cybercrime investigations presents an
unprecedented opportunity to enhance law enforcement capabilities, especially within the
framework of the Bharatiya Nyaya Sanhita (BNS). However, given the complex ethical, legal,
and operational challenges posed by Al, it is essential to develop a comprehensive set of policy

recommendations that ensure its use is effective, accountable, and aligned with India’s evolving

Nov. 24, 2024).
36 Council of Europe, "Budapest Convention: Al Applications in Cybercrime Investigation," www.coe.int (last
visited Nov. 26, 2024).
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legal and regulatory standards. Below are key policy recommendations that can guide the
implementation of Al tools in cybercrime investigations, focusing on addressing issues of

privacy, bias, data protection, and international cooperation.
1. Establish Clear Legal Frameworks for Al in Cybercrime Investigations

To ensure AI’s integration into cybercrime investigations is legally sound, it is crucial to
establish clear legal frameworks that outline the rules, procedures, and limits of Al usage in the
investigation process. The Bharatiya Nyaya Sanhita (BNS) provides an opportunity to include
specific provisions on the admissibility of Al-generated evidence, ensuring that it meets the

same standards of reliability, authenticity, and integrity as traditional evidence.®’
Recommendations:

e Incorporate clear provisions in the BNS that define Al tools’ role in digital forensics,

evidence collection, and data analysis.

o Establish guidelines for the admissibility of Al-generated evidence, ensuring it meets

evidentiary standards in Indian courts.

o Draft detailed regulations on the ethical use of Al, ensuring law enforcement agencies

comply with privacy and human rights protections.

2. Develop National Standards for Data Protection and Privacy in Al-Driven

Investigations

AT’s role in cybercrime investigations hinges on the collection, analysis, and storage of vast
amounts of digital data. Given the sensitivity of personal and private information involved, it is
critical to develop national standards for data protection that safeguard citizens’ privacy while
allowing for effective law enforcement. These standards should align with the provisions of the
Digital Personal Data Protection Act, 2023.%

Recommendations:

e Implement strict data minimization and anonymization protocols to ensure that only

relevant data is collected during investigations.

o Ensure that Al systems are designed to respect individuals’ right to privacy, by using

encryption, secure data storage, and access controls.

e Regularly audit Al tools to check for compliance with data protection laws, ensuring

37 Kuner, Christopher, Transhorder Data Flows and Data Privacy Law, 3rd ed. (Oxford Univ. Press 2022).
3 Rogers, Marcus, "Digital Forensics and Al," 19(3) Forensic Science International 134-145 (2020).
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that personal data is handled securely and lawfully.
3. Ensure Algorithmic Transparency and Mitigate Bias in Al Models

The deployment of Al in cybercrime investigations must be transparent and free from biases
that could undermine the fairness of investigations. Algorithmic biases in Al models,
particularly in facial recognition, predictive policing, and behavioral analysis, can result in
discriminatory outcomes, particularly against marginalized communities. Therefore, ensuring
transparency in Al algorithms is crucial to maintain public trust and uphold the principles of

justice.®®
Recommendations:

« Mandate regular audits and impact assessments of Al algorithms to detect and correct

biases that may lead to unjust targeting or discriminatory practices.

o Promote the use of explainable Al (XAI) to ensure that investigators and the public can

understand how decisions are made by Al systems.

e Encourage the development and use of diverse, representative datasets to train Al

models, minimizing the risk of biased outcomes.
4. Foster Public and Judicial Oversight of Al Tools

Given the potential consequences of Al decision-making in criminal investigations, it is
imperative that Al tools be subject to oversight by both the public and the judiciary. Public
oversight will help build transparency and accountability, while judicial oversight ensures that

Al tools are used within the bounds of the law and with respect to human rights.*
Recommendations:

o Establish an independent body or committee to oversee the use of Al tools in cybercrime

investigations, ensuring that they are used ethically and in line with legal standards.

o Promote awareness and education about Al among judicial authorities, so they can better

assess the admissibility and fairness of Al-generated evidence in court.

o Implement robust mechanisms for public accountability, including the ability to
challenge Al-driven decisions that may be perceived as unjust or biased.

5. Promote International Cooperation in Al-Driven Cybercrime Investigations

%9 Raji, Inioluwa Deborah, "Bias in Al: Challenges and Solutions," 38(2) Harvard Journal of Law & Technology
112-134 (2023).
40 Council of Europe, "Al in Predictive Policing," www.coe.int (last visited Nov. 26, 2024).
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Cybercrimes often transcend national borders, requiring international cooperation to investigate
and prosecute perpetrators effectively. Al can play a critical role in facilitating cross-border
collaboration by enabling real-time data sharing, digital evidence analysis, and joint task forces.
However, such cooperation must be done in a way that respects national sovereignty, privacy

laws, and international human rights standards.**
Recommendations:

o Strengthen international agreements and collaborations on Al-driven cybercrime
investigations, ensuring that Al tools are used across borders while respecting legal

frameworks.

e Encourage the development of global standards for Al in cybercrime investigations,

ensuring uniformity in the handling of digital evidence and protection of personal data.

o [Foster cooperation between law enforcement agencies, regulatory bodies, and
international organizations to combat cybercrime, including the establishment of shared
databases for tracking cybercriminal activities and preventing future attacks.

6. Invest in Training and Capacity Building for Law Enforcement

Al tools require skilled personnel to operate and interpret the results effectively. To maximize
the potential of Al in cybercrime investigations, it is essential to invest in training law
enforcement officers and investigators in the use of Al technologies. This includes not only
technical training but also ethical training to understand the implications of Al decision-

making.*?
Recommendations:

o Develop comprehensive training programs for law enforcement agencies on the ethical,

legal, and practical aspects of using Al tools in cybercrime investigations.

o Offer specialized training in Al-based digital forensics, predictive policing, and
algorithmic decision-making, ensuring investigators are equipped with the knowledge

to effectively use these technologies.

o Establish partnerships between academia, the tech industry, and law enforcement
agencies to facilitate knowledge exchange and ensure law enforcement is up-to-date

with the latest developments in Al.

41 Kaplan, Andreas, "Al and Cybercrime Detection," 27(1) International Journal of Cybersecurity 14-20 (2023).
42 Hughes, Ryan, "The Role of Human Oversight in Al-Driven Investigations," 14(1) Journal of Cyber Law 45-58
(2022).
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I X. CONCLUSION

In conclusion, the integration of Artificial Intelligence (Al) into cybercrime investigations under
the Bharatiya Nyaya Sanhita (BNS) holds the potential to significantly transform the landscape
of law enforcement in India. The rapid growth of digital technology has given rise to an
increasing number of cybercrimes that challenge traditional methods of detection, investigation,
and prosecution. Al offers the tools and capabilities needed to bridge this gap by enabling faster,

more accurate, and data-driven approaches to tackling cybercrimes.*®

The proposed policy framework for Al in cybercrime investigations emphasizes several critical
areas: clear legal standards, data protection, transparency in Al decision-making, human
oversight, and international cooperation. These elements are necessary to ensure that Al's
application is aligned with India’s evolving legal and ethical norms, particularly in relation to
privacy and human rights. The Bharatiya Nyaya Sanhita (BNS) can be instrumental in
establishing a clear legal foundation for the use of Al, ensuring that Al-generated evidence is
admissible in court and that investigative practices comply with both national and international

laws.

One of the most important considerations in the adoption of Al is ensuring that it is used in an
ethical and unbiased manner. Given the risks of algorithmic bias, transparency, and fairness
must be built into the Al systems used by law enforcement. The framework highlights the need
for regular audits, diverse datasets, and explainable Al tools to mitigate these risks, ensuring
that Al does not perpetuate existing biases or lead to unjust outcomes.

Furthermore, public and judicial oversight is essential for maintaining the trust of citizens in
Al-powered investigations. A transparent approach, combined with accountability mechanisms,
will ensure that Al is not used for surveillance or other unlawful purposes, preserving citizens'

privacy and fundamental rights.

International cooperation is another cornerstone of the framework. As cybercrimes are
borderless in nature, effective cross-border collaboration between law enforcement agencies is
essential for tackling cybercrime on a global scale. By fostering international partnerships and
developing shared standards for Al-based investigations, India can play an active role in global
efforts to combat cybercrime.

In addition, investing in training law enforcement personnel to effectively use Al tools is critical

for maximizing their potential. By equipping investigators with both the technical skills and

43 National Crime Records Bureau (India), “Cybercrime Statistics: Trends and Challenges,” www.ncrb.gov.in (last
visited Nov. 24, 2024).
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ethical awareness needed to use Al responsibly, India can ensure that Al becomes a valuable

asset in the fight against cybercrime.

Ultimately, the adoption of Al in cybercrime investigations, guided by the framework proposed
above, will significantly enhance India's ability to detect, prevent, and prosecute cybercriminals.
By leveraging Al while adhering to legal, ethical, and privacy standards, India can build a safer

and more secure digital environment, fostering trust between law enforcement and the public.**

The successful integration of Al into cybercrime investigations under the Bharatiya Nyaya
Sanhita (BNS) requires a balanced and thoughtful approach that takes into account
technological advancements, ethical considerations, legal standards, and public trust. By
implementing these policy recommendations, India can build a robust framework that enhances
the capabilities of law enforcement agencies while protecting individuals' rights and ensuring
that Al tools are used responsibly. With the proper oversight, transparency, and international
cooperation, Al has the potential to significantly improve the efficiency, accuracy, and fairness

of cybercrime investigations in India.

*kkkk

44 Kaplan, Andreas, “Al and Cybercrime Detection,” 27(1) International Journal of Cybersecurity 14-20 (2023).
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