
Page 940 - 950                  DOI: https://doij.org/10.10000/IJLMH.117551 
 

 

 

 

   

  

  

 

INTERNATIONAL JOURNAL OF LAW 

MANAGEMENT & HUMANITIES 

[ISSN 2581-5369] 

Volume 7 | Issue 3 

2024 

© 2024 International Journal of Law Management & Humanities 

 

 

 

  

 

 

 

 

 

 

Follow this and additional works at: https://www.ijlmh.com/ 

Under the aegis of VidhiAagaz – Inking Your Brain (https://www.vidhiaagaz.com/) 

 

This article is brought to you for “free” and “open access” by the International Journal of Law Management 
& Humanities at VidhiAagaz. It has been accepted for inclusion in the International Journal of Law 
Management & Humanities after due review.  

  
In case of any suggestions or complaints, kindly contact Gyan@vidhiaagaz.com.  

To submit your Manuscript for Publication in the International Journal of Law Management & 
Humanities, kindly email your Manuscript to submission@ijlmh.com. 

https://doij.org/10.10000/IJLMH.117551
https://www.ijlmh.com/publications/volume-vii-issue-iii/
https://www.ijlmh.com/publications/volume-vii-issue-iii/
https://www.ijlmh.com/
https://www.vidhiaagaz.com/
file:///E:/IJLMH/Volume%205/Issue%205/3682/Gyan@vidhiaagaz.com
file:///E:/IJLMH/Volume%205/Issue%205/3682/submission@ijlmh.com


 
940 International Journal of Law Management & Humanities [Vol. 7 Iss 3; 940] 
 

© 2024. International Journal of Law Management & Humanities   [ISSN 2581-5369] 

A Comprehensive Examination of Data 

Protection Laws in India vis-à-vis Social 

Media Platforms 
    

VAISHALI
1
 AND DR. SHAMMI KESH ROY

2 
         

  ABSTRACT 
In an increasingly interconnected world, data protection has become a critical issue. 

Citizens grapple with the delicate balance between privacy and convenience, while 

companies capitalize on personal information for their benefit. The General Data 

Protection Regulation (GDPR), implemented by the European Union, stands as a robust 

legal framework that prioritizes individual rights. It imposes stringent requirements on 

companies, emphasizing transparency, accountability, and consent. Meanwhile, India has 

also taken significant strides in data protection. The recently enacted Digital Personal Data 

Protection Act, 2023 (DPDP Act), aims to strike a delicate balance between individual 

rights and lawful data processing. 

The Indian legislation draws inspiration from the GDPR but tailors its provisions to the 

unique socio-cultural context of the country. It emphasizes the rights of data subjects, 

incorporating the right to erasure, the facility of data mobility, and the entitlement to obtain 

personal information. 

Social media platforms play a pivotal role in this landscape. They collect vast amounts of 

user data, often without explicit consent. The paper critically examines India’s data 

protection laws concerning social media platforms. It delves into issues such as user 

consent, data localization, and cross-border data transfers. Furthermore, it explores the 

challenges faced by social media companies in adhering to these regulations while 

maintaining seamless user experiences. 

In conclusion, this comprehensive examination sheds light on the evolving data protection 

landscape in India. It underscores the need for robust legal frameworks that safeguard 

individual privacy while fostering innovation and economic growth. 

Keywords: GDPR, data protection, privacy, social media, India, DPDP Act. 

 

I. INTRODUCTION 

In our digital age, where information flows seamlessly across borders and virtual spaces, the 
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safeguarding of personal information has become a paramount issue.  As users, we navigate a 

delicate balance between the convenience of interconnected platforms and the preservation of 

our privacy rights. Meanwhile, corporations and social media giants wield immense power 

through the gathering and use of our personal data. 

At the forefront of this global discourse stands the General Data Protection Regulation 

(GDPR)—a robust regulatory structure implemented by the European Union (EU). The GDPR 

not only safeguards the rights of EU citizens but also sets a precedent for responsible data 

handling worldwide. It compels companies to be transparent about data practices, obtain 

informed consent, and be accountable for any breaches. 

India, with its burgeoning digital landscape and a population of over a billion, grapples with 

similar challenges. Recognizing the need to strike a balance between individual rights and 

technological advancements, India enacted the DPDP Act (Digital Personal Data Protection 

Act, 2023). This landmark legislation draws inspiration from the GDPR while tailoring its 

provisions to the unique socio-cultural context of the country.3 

In this paper, we embark on a comprehensive examination of India’s data protection laws, 

specifically focusing on their implications for social media platforms. These platforms—our 

virtual town squares, echo chambers, and conduits for self-expression—collect vast amounts of 

user data. Yet, the question remains: How do we protect individual privacy without stifling 

innovation and economic growth? 

Our exploration begins by dissecting the GDPR and its impact on global data protection norms. 

We then delve into the Indian legal landscape, analyzing key provisions of the DPDP Act. 

Throughout this journey, we critically assess the challenges faced by social media platforms in 

adhering to these regulations while ensuring seamless user experiences. 

The GDPR, enacted by the European Union, stands as a formidable fortress guarding individual 

privacy rights.4 Here are some key provisions: 

i. Explicit Consent: The GDPR requires that organisations secure clear and knowledgeable 

approval from people prior to the handling of their private information. This ensures 

transparency and empowers users to make informed choices. 

ii. Right to Erasure (Right to Be Forgotten): People have the privilege to demand the 

 
3 Chacko, M. (2023) The Digital Personal Data Protection Act, 2023: A deep dive - privacy protection - india, 

Available at: https://www.mondaq.com/india/privacy-protection/1385496/the-digital-personal-data-

protection-act-2023-a-deep-dive (Accessed: 21 April 2024).  
4 General Data Protection Regulation (GDPR) compliance guidelines (no date) GDPR.eu. Available at: 

https://gdpr.eu/ (Accessed: 21 April 2024).  
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erasure of their information. Companies must comply promptly unless there are 

legitimate reasons to retain the data. 

iii. Data Portability: Individuals can ask for their information in a format that is organized 

and readable by machines. This promotes interoperability along with user control. 

iv. Accountability and Penalties: Companies are accountable for data breaches. Non-

compliance can result in hefty fines (up to 4% of global annual turnover). 

Now, let’s juxtapose the GDPR with DPDP Act 2023: 

a) Rights-Centric Approach: Like the GDPR, the Indian legislation emphasizes 

individual rights. Users in India can exercise rights such as data access, rectification, 

and erasure. 

b) Consent Mechanisms: Both frameworks stress informed consent. However, India’s 

law acknowledges contextual differences. For instance, it recognizes “sensitive personal 

data” and requires explicit consent for its processing. 

c) Localization and Cross-Border Data Flows: Here lies a divergence. While the GDPR 

allows data transfers within the EU and to countries with adequate protection, India’s 

law introduces localization requirements. Critical personal data must be stored within 

India’s borders. 

d) Cultural Context: India’s law considers cultural nuances. It acknowledges familial 

relationships, community practices, and the need for localized consent mechanisms.5 

India’s data protection journey isn’t a mere copy-paste of the GDPR. It’s a dance between 

tradition and technology, where cultural norms intersect with digital realities. The Indian 

legislation seeks to protect individual autonomy while respecting communal bonds. It navigates 

the complexities of a diverse nation, where privacy isn’t just an individual right—it’s woven 

into the fabric of society. 

II. RIGHTS OF DATA SUBJECTS 

India’s DPDP Act, 2023, places paramount importance on empowering data subjects—

individuals whose personal data is processed. Here are the key rights they hold: 

i. Right to Access: Data subjects have the right to be aware of the personal data businesses 

 
5 Everett, M. and Singhvi, A. (2023) India’s new Data Protection Law: How Does it differ from GDPR and what 

does that mean for international businesses?, Lexology. Available at: 

https://www.lexology.com/library/detail.aspx?g=654da68a-4f3d-4826-8451-457b7b905d3f (Accessed: 21 

April 2024).  
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gather. They can request access to this information. 

ii. Right to Rectification: If data is inaccurate or incomplete, individuals can request 

corrections. 

iii. Right to Deletion (Right to Be Forgotten): People have the option to request the removal 

of their personal data under specific circumstances. 

iv. Right to Data Portability: Individuals have the ability to acquire their information in an 

organized manner and move it to an alternate service provider. 

v. Right to Object: Persons have the right to oppose specific procedures involving the 

processing of their data, such as direct marketing. 

vi. Right to Restriction of Processing: Data subjects can limit how their data is processed 

temporarily. 

vii. Rights Related to Automated Decision-Making: Transparency and the right to challenge 

automated decisions are crucial.6 

III. CHALLENGES FACED BY SOCIAL MEDIA USERS 

1. Complexity and Legal Jargon 

Issue: Data protection laws can be labyrinthine, filled with legal jargon and intricate processes. 

For the average social media user, deciphering these complexities feels like trying to read a 

novel in a foreign language. 

Challenge: Users often struggle to understand their rights, the steps required to exercise them, 

and the implications of granting or withholding consent. The result? Many simply give up or 

unknowingly surrender their privacy.7 

2. Lack of Awareness 

Issue: Imagine a bustling city where everyone has rights but doesn’t know what they are. That’s 

the digital landscape. Despite robust legal frameworks, awareness remains alarmingly low. 

Challenge: Users need education—bite-sized explanations of their rights, practical examples, 

and clear instructions. Without awareness, rights become dormant clauses buried in terms of 

 
6 Boruah, J. and Das, B. (2021) Right to privacy and data protection under Indian legal regime, SSRN. Available 

at: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3827766 (Accessed: 21 April 2024).  
7 Information technology laws mapping the evolution and impact of Social Media Regulation in India. Available 

at:https://www.researchgate.net/publication/353734835_Information_Technology_Laws_Mapping_the_E

volution_and_Impact_of_Social_Media_Regulation_in_India (Accessed: 21 April 2024).  
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service agreements.8 

3. Corporate Resistance 

Issue: Social media companies thrive on data. Their business models rely on profiling users, 

targeted advertising, and data monetization. Compliance with data protection laws disrupts this 

status quo.9 

Challenge: Companies may resist full compliance. Balancing profit motives with user rights is 

a tightrope walk. Some may even employ legal loopholes or delay implementation to maintain 

the data goldmine. 

4. Cross-Border Dilemmas 

Issue: Social media transcends borders. Your tweet reaches Tokyo, your photo resonates in Rio, 

and your status update echoes in Edinburgh. But data protection laws don’t always travel 

seamlessly. 

Challenge: Users’ data flows across servers scattered globally. Ensuring consistent protection 

across jurisdictions is like herding digital cats. Whose laws apply? How do you enforce them? 

It’s a legal tango.10 

5. Power Asymmetry 

Issue: Social media platforms wield immense power. They set the rules, control algorithms, and 

decide what content reaches your feed. Users, in comparison, are David facing a data-hungry 

Goliath. 

Challenge: Asserting rights against giants feels daunting. Reporting a privacy violation or 

requesting data deletion can feel like shouting into a digital abyss. Users need empowerment 

and collective voice. In this digital saga, social media users play the protagonists. Their quest? 

Balancing self-expression, connection, and privacy rights.11  

 
8 ‘privacy and data protection laws in India: A right-based analysis. Available at: 

https://www.researchgate.net/publication/323958405_’Privacy_and_Data_Protection_Laws_in_India_A_

Right-Based_Analysis (Accessed: 21 April 2024).  
9 Are we entering a new era of social media regulation? (2021) Harvard Business Review. Available at: 

https://hbr.org/2021/01/are-we-entering-a-new-era-of-social-media-regulation (Accessed: 21 April 2024).  
10 Legallyin.com (2023) Regulation of social media platforms in India: Legal challenges and future trends, Your 

Source for Clear, Concise Legal Guidance. Available at: https://legallyin.com/regulation-of-social-media-

platforms-in-india-legal-challenges-and-future-trends/ (Accessed: 21 April 2024).  
11 A critical evaluation of social media regulations in India (2023) Legal Service India - Law, Lawyers and Legal 

Resources. Available at: https://www.legalserviceindia.com/legal/article-11661-a-critical-evaluation-of-

social-media-regulations-in-india.html (Accessed: 21 April 2024).  
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IV. DATA COLLECTION AND CONSENT MANAGEMENT BY SOCIAL MEDIA 

PLATFORMS 

How Social Media Platforms Collect and Utilize User Data?   

Social media platforms are like digital sponges—they soak up vast amounts of user data. In 

below stated manner they collect the data:- 

1. Behavioral Social Media Data 

a) Transactional Data: Platforms track your subscriptions, purchases, and average order 

values. They know what you buy, how often, and where you abandon your shopping 

cart. 

b) Social Media Usage Patterns: They monitor your repeated actions, feature usage, and 

the devices you use. Ever wonder why that ad follows you from phone to laptop? This 

is why. 

c) Qualitative Insights: Heatmaps reveal where you click, how long you linger on a post, 

and even your mouse movements. It’s like peeking into your digital soul. 

2. Social Media Engagement Data 

a) Website and App Interactions: They analyze your website visits, which pages you 

frequent, and how you flow through their digital ecosystem. 

b) Platform Engagement Metrics: Likes, shares, replies, video views—they track it all. 

Your engagement feeds their algorithms. 

c) Email Behavior: Open rates, clicks, and bounces—they’re watching your inbox too. 

d) Customer Service Interactions: Every complaint, query, or feedback contributes to their 

data treasure trove. 

e) Paid Ad Metrics: Impressions, click-through rates, conversions—they measure your 

response to ads.12 

3. Consent Mechanisms and Transparency 

a) Informed Decision-Making: Transparency matters. Users need to know how their data 

will be collected, processed, and shared. When informed, they can make meaningful 

choices about granting or withholding consent. 

 
12 Social Media and Privacy: A Comparative Study of Data Protection Laws (2023) The Amikus Qriae. Available 

at: https://theamikusqriae.com/social-media-and-privacy-a-comparative-study-of-data-protection-laws/ 

(Accessed: 21 April 2024).  
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b) Trust and User Confidence: Transparent practices build trust. When users believe their 

data will be handled responsibly, they engage more willingly. Trust is the currency of 

the digital realm. 

c) Legal Compliance: Regulations like the GDPR and CCPA demand clear information 

and explicit consent. Non-compliance can lead to legal repercussions. 

d) Ethical Considerations: Transparency aligns with fairness and respect for individual 

autonomy. It’s about giving users a voice in how their data shapes their digital lives. 

e) Mitigating Data Misuse: Clear explanations prevent accidental misuse. Responsible 

handling prevents breaches and unauthorized access.13 

4. Balancing User Experience and Privacy Concerns 

a) User-Centric Design: Consent mechanisms should enhance user experience, not hinder 

it. Opt-in/opt-out choices should be intuitive. 

b) Granularity: Users deserve control over specific data points. Consent shouldn’t be an 

all-or-nothing game. 

c) Privacy by Default: Platforms should default to privacy-friendly settings. Users can then 

choose to share more if they wish. 

d) Clear Communication: Consent forms should be straightforward, avoiding legalese. 

Users need to understand what they’re agreeing to. 

e) Record Keeping: Transparent consent records help organizations stay accountable and 

demonstrate compliance. 

Behind every data point lies a person—a user with rights, preferences, and digital footprints. 

Striking the right balance ensures a healthier digital ecosystem for all. 

V. CROSS-BORDER DATA TRANSFERS AND CHALLENGES 

In the modern global landscape, information traverses international boundaries with ease, 

fostering the growth of enterprises and enhancing the operational efficiency of communities. 

Yet, this digital dance isn’t without challenges.  

Cross-Border Data Transfers in India pertains to the exchange of private or confidential data 

between India and other nations, or the reverse. This exchange takes place under different 

 
13 Yes means yes: Managing consent under India’s new Data Protection Law (2023) S&R Associates. Available 

at: https://www.snrlaw.in/yes-means-yes-managing-consent-under-indias-new-data-protection-law/ 

(Accessed: 21 April 2024).  
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circumstances—such as international companies sharing information across their worldwide 

branches, Indian firms employing cloud services that are based abroad, and people making use 

of digital services provided by companies outside of India.14 

(A) The Legal Landscape of  Data Transfer Across Indian Borders: 

a) IT Security and Privacy Rules, 2011: 

Indian firms engaged in the handling, processing, or international exchange of delicate personal 

information are required to secure explicit approval from the individuals concerned. It is also 

stipulated that such data should only be shared with nations that maintain a robust level of data 

security. 

b) Adherence to EU’s GDPR: 

Indian organizations that process the personal data of individuals from the European Union are 

obligated to comply with the rigorous standards set by the GDPR. The GDPR allows for the 

transfer of data from the EU to India, provided certain conditions are met, underscoring the 

importance of safeguarding data and upholding the rights of individuals.15 

c) Digital Personal Data Protection Act, 2023: 

India is currently working towards the establishment of a detailed data protection regulation, 

which will serve as a replacement for the current guidelines. 

(B) Challenges in Cross Border Data Transfer for Indian Businesses and Individuals 

a) Data Privacy and Security- As data navigates through international boundaries, it falls 

under the purview of external legal systems, which may raise issues regarding the 

safeguarding and confidentiality of the data. 

b) Regulatory Compliance Costs- Firms in India that partake in the transfer of data across 

borders might face extra costs to align with the data protection regulations of various 

legal territories. 

c) Legal Intricacies of Jurisdiction- Ascertain the applicable legal framework for data 

transfers across countries can be intricate, creating a landscape of legal ambiguity and 

 
14 Słok-Wódkowska, M. and Mazur, J. (2023) Between commodification and data protection: Regulatory models 

governing cross-border information transfers in regional trade agreements: Leiden Journal of 

International Law, Cambridge Core. Available at: https://www.cambridge.org/core/journals/leiden-

journal-of-international-law/article/between-commodification-and-data-protection-regulatory-models-

governing-crossborder-information-transfers-in-regional-trade-

agreements/798A9F9E30C51083342237BABB2B7AA1 (Accessed: 21 April 2024).  
15 India: Digital Personal Data Protection Act, 2023 - what it means for cross-border transfers | insights | 

dataguidance. Available at: https://www.dataguidance.com/opinion/india-digital-personal-data-protection-

act-2023-what (Accessed: 21 April 2024).  
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the possibility of disputes. 

Businesses and individuals must navigate legal frameworks, cultural nuances, and technological 

realities. Balancing data flows with privacy rights ensures a harmonious global digital 

ecosystem.16 

VI. REFLECTION ON THE EVOLVING LANDSCAPE 

1. Innovations like Artificial Intelligence (AI), the Internet of Things (IoT), 

and blockchain are paving the way for a new era of digital advancement-introduce novel 

data processing methods. These pose new challenges for data protection. 

2. Data protection laws must evolve to address AI-driven profiling, IoT data streams, and 

blockchain’s decentralized nature. Policies should balance innovation with privacy 

safeguards. 

3. Algorithms increasingly influence our lives—deciding loan approvals, job prospects, 

and content recommendations. Ensuring fairness and transparency is critical. 

Policy Measures should be adopted as suggested below: 

a) Algorithmic Audits: Governments can mandate regular audits of AI systems 

to assess bias, transparency, and ethical implications. 

b) Explainable AI: Regulations can require AI models to provide interpretable 

explanations for their decisions. 

c) Ethics Boards: Establishing independent ethics boards to evaluate AI 

applications ensures accountability. 

4. Striking a balance between data localization (storing data within national borders for 

security) and cross-border data flows (essential for innovation) is complex.  

5. Policy Measures must be factored in, including : 

a) Data Sovereignty Laws: Some countries enforce strict data localization laws 

(e.g., Russia, China). India’s proposed Data Protection Act also emphasizes 

local storage of critical personal data. 

b) Safe Harbor Agreements: Bilateral agreements facilitate secure cross-border 

data transfers while safeguarding privacy. 

 
16 Gokhale, G. (2023) Privacy & Data Protection Capsule: India’s turn on the World Stage, Legal News & Business 

Law News. Available at: https://natlawreview.com/article/privacy-data-protection-capsule-india-s-turn-

world-stage (Accessed: 21 April 2024).  
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c) Sector-Specific Approaches: Different rules for sensitive sectors (e.g., 

healthcare, finance) can balance security and innovation. 

6. Users are no longer passive data subjects. They demand control, transparency, and 

accountability over their personal information. 

7. Policy Measures should be adopted as suggested below: 

a) Right to Data Portability: Users can transfer their data between services, 

promoting competition and user choice. 

b) Privacy Dashboards: Governments can encourage platforms to provide user-

friendly dashboards for data management. 

c) Consent Enhancements: Policies can mandate clearer consent forms, 

empowering users to make informed decisions. 

VII. CONCLUSION AND WAY FORWARD 

As we wade through the digital currents, several fundamental truths come to light: 

1. Individual Rights Matter: 

a) Data protection laws aren’t mere legal jargon; they’re shields for individual 

autonomy. These laws prioritize rights—rights to privacy, access, and control 

over personal data. 

b) Imagine a user navigating the digital labyrinth, armed with the right to be 

informed about the nature of data gathered, the authority to adjust inaccuracies, 

also the ability to say, “No, this is my boundary.” 

2. Global Harmonization: 

a) The world’s data rivers converge. EU’s GDPR harmonizes with India’s 

proposed law. This isn’t just legal alignment; it’s a collective commitment to 

safeguarding privacy. 

b) Picture policymakers from different continents huddled around a digital 

campfire, sharing stories of user empowerment and data guardianship. 

3. Balancing Act: 

a) Innovation dances with privacy. Economic growth pirouettes alongside 

individual rights. Striking the right balance is our tightrope walk. 

b) In this grand performance, policymakers pen regulations, businesses 
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choreograph responsible practices, and users sway to the rhythm of informed 

consent. 

(A) Way forward 

1. Educate users about their rights and responsibilities. Foster digital literacy to 

empower informed decision-making. For Example: The Digital Literacy 

Mission launched by the Indian government aims to enhance digital literacy 

among citizens. It provides training on safe internet practices, privacy protection, 

and responsible data sharing. Workshops, online modules, and community 

outreach programs empower users to make informed decisions. 

2. Organizations should embed privacy by design into their processes. Regular 

audits and transparency reports enhance accountability. For Example: 

The Goods and Services Tax (GST) Compliance Rating System encourages 

businesses to comply with tax regulations. Regular audits and transparency 

reports assess their adherence. High compliance ratings benefit businesses by 

enhancing their credibility and trustworthiness. 

3. Policymakers, businesses, and civil society must collaborate. To establish 

industry standards for responsible data handling. For Example: The Unified 

Payments Interface (UPI), a collaborative effort by the National Payments 

Corporation of India (NPCI), banks, and fintech companies, sets industry 

standards for secure and interoperable digital payments. UPI ensures seamless 

fund transfers while adhering to data protection norms.    

***** 
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