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Legal Issues in the Use of Blockchain in

Finance Transactions

SHREEJA ATHOTA!

ABSTRACT

Blockchain is a sophisticated bookkeeping technology which can effectively record
transactions between two parties in a peer-peer network. Blockchain introduces a new
regime of online transactions through a network of participants rather than through a
centralized computer in a traditional computer-based ledger system. This technology is
foundational in nature. Therefore, it has various applications by way of cryptocurrencies
and smart contracts among others. However, due to its unique nature, Blockchain also
faces numerous legal issues. This article attempts to trace and analyze the legal
implications in the adaptation of blockchain technology.

|. INTRODUCTION

“The Real problem is not whether machines think but whether men do. ”
— B.F. Skinner

Blockchain is a distributed ledger technology that functions through a peer-peer network. It
comprises of a distributed database which functions as a ledger.? In other words, Blockchain
is nothing but a sophisticated bookkeeping technology which can efficiently record
transactions between two parties in a network. In a blockchain the recordable data, which is
stored in ‘blocks’ is chained to form a comprehensive record of information.® This is different
from a traditional ledger system (computer based) as it is maintained by a network of
participants (nodes) rather than a centralized computer. This decentralization is one of the
core features of Blockchain. It eliminates the need for third party intermediaries in a

transaction, in addition to increasing the creditably and security of the data.* In fact, any
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addition or change to the data in the blockchain can only be made after it is authenticated by
all the nodes in the network. The authenticated change is then automatically updated in all the
other nodes. Therefore, a hacker would have would have to hack all the systems in the
network in order to tamper with the system.>

Blockchain technology was originally introduced in October 2008 a part of the proposal for
Bitcoin, a virtual currency which generated quite a lot of buzz in the financial sector over the
last decade.® Blockchain technology forms the bedrock for cryptocurrencies, as it permits
them to operate without the need for a centralized authority in addition to reducing the risks
involved in the transaction and eliminating the transaction fee (if any) applicable to the
transaction.” Cryptocurrency is without doubt the most revolutionary application of the
blockchain technology. However, the nature and scope of the blockchain technology exists
beyond its application in cryptocurrencies due to its ubiquitous nature. Blockchain is a
foundational technology that can be applied in various areas of the finance sector.®

A ‘Smart Contract’ is one such application of Blockchain, which is arguably the most
transformative implementation of the system. These contracts are self-executing and can be
controlled online.® They are “smart” because of their ability to automatically trigger
transactions and execute the obligations without the intervention of any third parties. These
contracts are embedded in a digital code and stored in transparent databases where they are
protected from any kind of revision, tampering and deletion. It is however important to note
these smart contracts cannot be terminated unless there is an option for termination coded

into the software.1°

Despite its numerous advantages, these smart contracts have a huge potential for lengthy
litigations in the future. The most serious issue with smart contracts are its lack of legal
recognition. This is primarily due to the difficulty in proving an informed consent between

the parties as the agreement is embodies in a code rather than in words. ! Furthermore, the
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enforceability of smart contracts is a bit problematic due to the difference in the principles of

contract law used across different nation states.'2

Some of the other issues involved with the effective implementation of Blockchain at large

are as follows:

1. Jurisdictional issues: The jurisdictional issues in the framework of Blockchains are
arguable the biggest issue behind the resistance in its implementation. The core-idea
behind the blockchain is the distribution of ledgers amongst a network of nodes, without
any concrete evidence to pinpoint the exact location of the nodes. This feature of the
blockchain causes complex jurisdictional problems primarily due to the conflicting legal
frameworks and the absence a ‘residence’ due to the lack of a physical ledger.'® It can
also potentially pave way for litigation amongst the parties in multiple jurisdictions.
Furthermore, the lack of ‘trusted’ third party intermediaries, which is the greatest forte of
Blockchain technology more often than not ends up being a double edged sword and
causes a lot of adjudicatory issues due to the lack of intermediates also results in the lack
of an authority which settles the disputes arising amongst the parties. Due to this absence
of the ‘third party’ intermediaries, the parties have to rely on external agencies to
adjudicate any issues which may arise.’* There is still a lack of clarity in the method for
determining the ‘residence’ and the forum to adjudicate a dispute on Blockchain. It is still
undecided as to whether the adjudication forum would be located in the location of the
parties to the dispute or in the location of the relevant nodes.® Additionally, the
application of Blockchain in the ‘Internet of Things’ makes things much more
complicated due to its extra-territorial nature which may be considered to be a threat to
the traditional concept of sovereignty. Hence, it would be a herculean task for any nation
state to implement its laws against a blockchain based transaction due to its cross-border

presence.®

2. Regulatory issues: There are numerous regulatory concerns with the issuance and
taxation of virtual cryptocurrencies such as Bitcoins, which raise numerous questions
such as the classification of the digital assets in a blockchain. Despite various attempts by

the nation states to classify cryptocurrencies as virtual currencies, they are not taxed as
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traditional currencies.r’ Furthermore, it is interesting to note the confusion of amongst
numerous jurisdictions such as the United States in tackling the various taxation issues in
these cryptocurrencies. One such example is the categorization of the acquisition of these
Bitcoins by individuals at home through ‘mining’ as a self-employment income by the
guidelines of the Internal Revenue Service (IRS) of the United States. But, if a Bitcoin is
held a capital asset, a capital gain tax could be realized.'® Due to these various concerns
and the lack of clarity in the application of cryptocurrencies, the Reserve Bank of India
passed a circular in April 2018, prohibiting the usage of virtual currencies. This
prohibition by the RBI is extremely problematic as the RBI pushed the entire
cryptocurrency economy underground rather than dealing and sorting out the regulatory
issues in it.!® This Circular was finally quashed by the Indian Supreme Court on
04.03.2020 in the case of Internet and Mobile Association of India v. Reserve Bank of
India?®. The Supreme Court ruled that the prohibition was disproportionate and was thus
ultra-vires the Indian Constitution. It was held that RBI had the power to regulate the
usage and circulation of cryptocurrencies in India. However, in the absence of such
regulatory framework, any dealing with these currencies would be treated a legitimate
trade under the purview of Article 19 (1) (g) of the Indian Constitution.?! There are no
regulations in place for the usage of cryptocurrencies in India. Hence we are yet to see
the Indian interpretation and the regulatory framework of the cryptocurrencies and in
extension the usage of Blockchain technology by the Indian authorities.

Pseudo-anonymity, theft and other illegal activities : Blockchain permits its users to
enter into various transactions in an anonymous fashion through the use of virtual
currencies like bitcoin free from governmental regulations. This promise of freedom of
freedom and anonymity has the potential to pave way for many illegal activities like
money laundering, tax evasion and data theft among other things.??
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4. Technological issues : In a Blockchain platform, especially in smart contracts, any
loopholes or technical failures in the software or the code of the contract has the potential
to cause unmitigated damages to the users.?® The absence of a centralized figure also
creates a difficult in pinpointing liability in a dispute especially in cases where there is a
malfunction or data theft.?* There is still a lack of clarity as to whether it should be the
parties or the software developer or the network of nodes itself who should be held liable
in cases of such failures.?® Furthermore, the issue of hacking is till a major concern with
Blockchain. Despite the fact that the issue of hacking in a blockchain system should not
exist theoretically, it poses a huge risk to the security of both the smart contracts and the
financial transactions which take place through the blockchain. Furthermore, the absence
of a centralized system makes difficult to tract criminal behaviors and recover personal

data in case of data theft or tampering. %
Il1. CONCLUDING COMMENTS

Blockchain technology without doubt created a revolution in the finance sector. It is a
fundamental technology with numerous applications. It is however not without any
limitations. These limitations can however easily be overcome through the enactment of an
international legal framework specially drafted for blockchain transactions through an
international consensus. Such a framework would solve most on these issues such the
multiple jurisdiction and adjudicatory issues with the blockchain technology which restrict its

effective usage.
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